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Additional provisions relating to U.S. Federal and public sector:



In accepting these terms on behalf of Supplier, you, or you on behalf of a Third Party
Supplier/sub-tier, represent and warrant that you have full authority to bind Supplier

to these terms.

Defense Priorities and Allocations System (DPAS) - 15 C.F.R. 700: In accordance
with 15 C.F.R. Part 700, 13(d), Supplier must accept or reject a rated order and
transmit its acceptance or rejection, in writing (via E-mail), within fifteen (15)

working days after receipt of a DO rated order and within ten (10) working days after
receipt of a DX rated order. If you reject this order, you must provide, in writing (via
E-mail), your reasons for the rejection to buyer, in accordance with paragraphs (B)
and (C) of the above-referenced C.F.R.

If an order is placed that contains the notice for emergency preparedness under 15
C.F.R. 700, 12(b), Supplier must accept or reject in writing (via E-mail) within the

time period stated in such order.

If you have accepted a rated order and subsequently find that shipment or
performance will be delayed, you must notify Buyer immediately, provide the reasons
for the delay, and inform Buyer of a new shipment or performance date. If you
provide such notification verbally, you must give written notice (via E-mail) within

one working day of the verbal notification.

Compliance with laws unique to government contracts: For work performed under
specific U.S. government procurement contracts the following provisions apply: 48
C.F.R. 52.222-26, Equal Opportunity (Apr. 1984); 48 C.F.R. 52.222-35, Affirmative
Action for Special Disabled and Vietnam ERA Veterans (Apr. 1984) (If for $10,000 or
more); 48 C.F.R. 52.222-36, Affirmative Actions for Handicapped Workers (Apr. 1984)
(if in excess of $2,500); and 48 C.F.R. 52.222-37, Employment Reports on Special
Disabled Veterans of the Vietnam Era (Jan. 1988) (If $10,000 or more). These
provisions have the same force and effect as if they were stated in their full text.
Supplier agrees that it and its employees who work under this PO will comply, and
assist Buyer in complying with, the laws unique to performing on government
contracts, including without limitation, the following statutes and regulations: 31

U.S.C. 1352, relating to the limitation on the use of appropriated funds to influence
certain Federal contracts; 41 U.S.C. 51-58, Anti-Kickback Act of 1986; 41 U.S.C.

423, Procurement Integrity Act; 48 C.F.R. Subpart 9.5, relating to conflicts of



interest; and 29 CFR Part 471, including the posting of the employee notice
prescribed at 29 CFR Part 471, Appendix A to Subpart A. Supplier also agrees not
to offer or give gifts on behalf of Buyer to third parties, including without limitation,
U.S. government employees and officials.

Supplier shall include in each lower-tier subcontract the appropriate flow down
clauses as required by FAR and DFAR. In the event of a conflict between language
in a purchase order and incorporated federal flow down clauses, including FAR and
DFAR provisions, the latter take precedence.

Prohibition on contracting with Kaspersky Lab: Pursuant to F.A.R. 52.204-23 —
Prohibition on Contracting for Hardware, Software, and services Developed by
Kaspersky Lab and Other Covered Entities

(c) Definitions. As used in this clause—

Covered article means any hardware, software, or service that—

(1) Is developed or provided by a covered entity;

(2) Includes any hardware, software, or service developed or provided in whole or in

part by a covered entity; or

(3) Contains components using any hardware or software developed in whole or in

part by a covered entity.

Covered entity means—

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab;

(3) Any entity that controls, is controlled by, or is under common control with
Kaspersky Lab; or

(4) Any entity of which Kaspersky Lab has a majority ownership.



(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act
for Fiscal Year 2018 (Pub. L. 115-91) prohibits Government use of any covered

article. The Contractor is prohibited from—

(1) Providing any covered article that the Government will use on or after October 1,
2018; and

(2) Using any covered article on or after October 1, 2018, in the development of

data or deliverables first produced in the performance of the contract.

(c) Reporting requirement.

(1) In the event the Contractor identifies a covered article provided to the

Government during contract performance, or the Contractor is notified of such by a
subcontractor at any tier or any other source, the Contractor shall report, in writing,

to the Contracting Officer or, in the case of the Department of Defense, to the

website at https://dibnet.dod.mil/. For indefinite delivery contracts, the Contractor

shall report to the Contracting Officer for the indefinite delivery contract and the
Contracting Officer(s) for any affected order or, in the case of the Department of Defense,
identify both the indefinite delivery contract and any affected orders in the

report provided at https://dibnet.dod.mil/.

(2) The Contractor shall report the following information pursuant to paragraph (c)(1)

of this clause:

(i) Within 1 business day from the date of such identification or notification: The
contract number; the order number(s), if applicable; supplier name; brand; model
number (Original Equipment Manufacturer (OEM) number, manufacturer part number,
or wholesaler number); item description; and any readily available information about

mitigation actions undertaken or recommended.

(i) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of
this clause: Any further available information about mitigation actions undertaken or
recommended. In addition, the Contractor shall describe the efforts it undertook to

prevent use or submission of a covered article, any reasons that led to the use or


https://dibnet.dod.mil/

submission of the covered article, and any additional efforts that will be incorporated

to prevent future use or submission of covered articles.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including
this paragraph (d), in all subcontracts, including subcontracts for the acquisition of

commercial items.

Compliance with equal opportunity clauses: This contractor and subcontractor shall
abide by the requirements of 41 CFR 60-300.5(a). This regulation prohibits
discrimination against qualified protected veterans, and requires affirmative action by
covered prime contractors and sub-contractors to employ and advance in

employment qualified protected veterans. 41 CFR 300.5(d)

This contractor and subcontractor shall abide by the requirements of 41 CFR 60-
741.5(a). This regulation prohibits discrimination against qualified individuals on the
basis of disability, and requires affirmative action by covered prime contractors and
subcontractors to employ and advance in employment qualified individuals with
disabilities. 60-741.5(d)

Notification of debarment/suspension: Pursuant to F.A.R. 52.209-6, Supplier
certifies through acceptance of this P.O. in writing that as of the date of
issuance of this P.O., neither Supplier, nor any of the Supplier's principals, is
debarred, suspended, or proposed for debarment by the Federal Government
or any State Government. Further, Supplier shall provide immediate written
notice (via E-mail) to Buyer in the event that during the performance of this
P.O., Supplier or any of Supplier's principals is debarred, suspended, or
proposed for debarment by the Federal Government or any State Government.
If Supplier or any of Supplier's principals are currently debarred, suspended, or
proposed for Debarment, do not accept this P.O., and contact buyer
immediately. Notwithstanding anything to the contrary contained in this P.O., if,
for any reason, Supplier or any of Supplier's principals have accepted this P.O.
and are currently debarred, suspended or proposed for debarment, this P.O.
shall not be effective, and Buyer shall not have any liability to Supplier in
connection with this P.O.



Compliance with paid sick leave clauses: To the extent applicable, this
contractorand subcontractor shall abide by the requirements of F.A.R 52.222-
62, Executive Order 13706, and the regulations contained at 29 CFR part 13.
To the extent required by these authorities, Subcontractor shall include this
clause in any subcontract with lower-tier subcontractors.

Compliance with privacy training clauses: To the extent applicable, this contractor
and subcontractor shall abide by the requirements of F.A.R 52.224-3. To the extent
required by law, Subcontractor shall include this clause in any subcontract with

lower-tier subcontractors.

Conflicts of interest: In the performance of this PO, it is Supplier’s responsibility to
avoid: (1) any actual or apparent conflict between Supplier's duties or obligations to
other parties, including the Federal Government, and such duties and obligations
assumed under this PO and (2) disclosure of information which would, or would
appear to, violate such duties and obligations to third parties. In the performance of
this PO, Supplier shall not make or participate in any marketing calls or contacts

with the Federal Government or others which might create the possibility or
appearance of a conflict of interest or an actual conflict of interest. Supplier also
agrees that, if subsequent to the issuance of this PO, Supplier finds that a conflict,

or what may appear to be a conflict, develops because of a relationship created or
intended to be created between Supplier or Supplier's agents, or employees and anythird
party or with an agency or other representative of the Federal Government or

any other Government, Supplier shall immediately notify Buyer, and Buyer shall have
the right, at its sole discretion, to terminate this PO on notice. Upon exercise of

such right of termination, Buyer’s only obligation to Supplier shall be to reimburse

Supplier for proper services satisfactorily completed as of the date of termination.

Ownership of products: "To the extent that the work or services being acquired by
Buyer hereunder are for ultimate sale to the United States Government, then the
Government shall have unlimited or government purpose rights in associated works

of authorship to the extent required under the relevant federal prime contract.”

General: Any reproduction of this PO by reliable means will be considered an original
of this PO. The United Nations Convention on Contracts for the International Sale

of Goods does not apply. The parties expressly waive any right to a jury trial



regarding disputes related to this PO. Unless otherwise provided by local law without
the possibility of contractual waiver or limitation, any legal or other action related to
this PO must be commenced no later than two (2) years from the date on which the

cause of action arose.

No modification, amendment, supplement to, or waiver of this PO by Buyer shall be
binding upon the parties unless made in writing duly signed by both parties and
specifically referencing this PO. Buyer's failure to exercise any right hereunder shall

not operate as a waiver thereof.

Both shrinkwrap and clickwrap licenses accompanying any product consisting of
software and online Terms of Use or Terms of Service relating to services provided

online are null and void, and the terms and conditions of this PO prevail.

Supplier shall not use the name or trademarks of Buyer or its affiliates or refer to or
identify Buyer or its affiliates in any marketing materials (including without limitation
testimonials or customer listings) or press releases without the prior written consent

of Buyer.

To the extent the work or services Buyer acquires hereunder are for ultimate sale
to the United States Government, Supplier may bring an associated claim against
the Government only if sponsored by Buyer, which sponsorship shall be granted

solely by Buyer at its discretion.

Additional warranties: Supplier warrants that:

1. Any information it discloses to Buyer does not violate any law, regulation or
ordinance of any U.S. Federal, state or local governmental authority regarding the
integrity of the procurement process and has not been obtained from any
Government classified documents or other classified information sources;

2. itis not now employed by the Federal or any other Government, and further, it is
not consulting with any agency or other representative of the Federal
Government, or with any other third party, on matters which conflict or appear to
conflict with the subject matter of this PO;

3. (A) noindividual who is a former officer or employee of the U.S. Government shall

be employed or compensated for services rendered under this PO within one year



after conveying a benefit to Buyer in excess of $10 million within the meaning of
the Procurement Integrity Act, 41 U.S.C., 2101-210423, and its implementing
regulations; (B) it shall pay no compensation hereunder to any covered U.S.
Department of Defense official within the meaning of section 847 of the National
Defense Authorization Act for Fiscal Year 2008, Pub. L. No. 110-181, unless that
individual has first obtained a written ethics opinion from the appropriate DoD
ethics counselor; and (C) it shall immediately, at Buyer’s request and sole
discretion, remove any specified employee(s), subcontractor(s) and/or agent(s) of
Suppliers from Buyer’s premises, and agree that they will not be reassigned to
any Buyer premises under this PO;

it will require that each individual working for Supplier hereunder obtains a copy of
Buyer's Business Conduct Guidelines and Public Sector Guidelines for the United
States (collectively, the “Guidelines”), and Supplier and Supplier's employees
working hereunder will review the Guidelines and assist Buyer in complying with
the Guidelines;

(A) neither Supplier, nor any of Supplier's employees or others whom Supplier will
employ (as authorized by Buyer), will make any communication with any
employee of a Federal Agency, a Member of Congress or any employee of with
the intent to influence or attempt to influence the award of contracts to Buyer; (B)
it will not engage in lobbying for Buyer within the meaning of the Lobbying
Disclosure Act of 1995, 2 U.S.C, 1601 e seq.; (C) it, and all of its employees or
others engaged by Supplier are authorized by Buyer to perform services under
this PO, are familiar with, and agree tocomply with and assist Buyer in complying
with, the following, (including any reporting obligations Buyer or Supplier may
have relating to):

i. The Procurement Integrity Act, 41 U.S.C., 2101-2107 and
Government implementing regulations (Federal Acquisition
Regulations/FAR 3.104 et. Seq.);

ii. Government regulations implementing organizational and consultant
conflicts of interest, section 8141 of the 1989 Department of
Defense Appropriation Act, Public law 100-463 (1988) and Conflict
of Interest Policies Applicable to Consultants (FAR Subpart 9.5);

iii. Limitations on the use of appropriated funds to influence certain

federal contracting and financial transactions (the Byrd



Amendment), 31 U.S.C. 1352 and Government implementing
regulations (FAR Subpart 3.8);

iv. The policies and procedures restricting contingent fee arrangements
for soliciting or obtaining Government contracts, see 48 C.F.R.
Subpart 3.4; and

V. The revolving-door restrictions set out in 18 U.S.C. Section 207 and
its implementing regulations.

Vi. In accordance with F.A.R. 52.203-11, Certification and Disclosure
Regarding Payments to Influence Certain Federal Transactions and
F.A.R. 52.203-12, Limitation on Payments to Influence Certain
Federal Transactions, Supplier certifies to the best of its knowledge
and belief that no Federal appropriated funds have been paid or will
be paid to any person for influencing or attempting to influence an
officer or employee of any agency, a Member of Congress, an
officer or employee of Congress, or an employee of a Member of
Congress on its behalf in connection with the awarding of this

contract.

If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact
on behalf of Supplier with respect to this contract, Supplier shall complete and submit to
Buyer, OMB Standard Form LLL, Disclosure of Lobbying Activities, to provide the name of

the registrants, found here.

6. Federal Acquisition Regulation clauses or specific agency acquisition regulation
clauses (collectively, "F.A.R. Clauses") incorporated by reference into this PO or
in attachments or documents made part of this PO, including Statements of Work,
shall be effective as of the effective date of Prime Contract. If a Prime Contract is
not cited, the effective date of the F.A.R. Clauses shall be the effective date of this
PO.


https://www.gsa.gov/portal/forms/download/116430

