Cmamasa |, /lenosas Konmaxmnas Hughopmayusn

Hannas Crates npumensietcs, eciu [locrasmuk win Kyndryl o6pabdateiBaror JIKM apyroit cTOpOHBI.

11 Kyndryl u IlocraBmmk moryt O6paGarbiBate JIKWM mpyroit CTOpOHBI TOTAa, KOTAa OHH BEAYyT
KOMMEPYECKYIO JIeSITeIbHOCTh B CBs3M ¢ mpenocraBieHneM IlocraBumkom Yeiayr u IlocTaBiseMbIx
MaTepUaos.

1.2 CropoHa:

a) 00s13yeTcst He MCIONBb30BaTh U He packpeiBath KW mpyrodl cTOpOHBI B JIFOOBIX NPYTHX LENSIX (BO
n30eKaHue pasHOUTEHHI: Kaxaas u3 cTopoH obs3yercs He [IpomaBate JJKU apyroit cTopoHBI U He
HCIONIb30BaTh WK He packpbiBarh KW npyroil cropoHsl B JIIOOBIX MapKETHMHIOBBIX LENAX 0e3
MIpeIBapUTEIbHOIO TMCbMEHHOTO COIJIacus JPYrol CTOPOHBI, a B CllydyasiX, KOrJa 3T0 HE0OXOIUMO,
Takke Oe3 MpeIBapuUTENIbHOTO IUCBMEHHOTO corjlacud Bcex 3arparuBaeMbix  CyObeKToB
[epconanpHbIx JJaHHBIX), U

b) 00s3yeTcd yAaduTb, U3MEHUTh, UCIPaBUTh, BEPHYThb, IPEAOCTaBUTh MHPopManuio 06 OOpadotke,
orpannunTh O6pabOTKy U BBHIIOJIHUTS JIFOOBIE APYTHE JEUCTBUS 110 pa3yMHOMY 3aIIPOCY B OTHOIICHUHU
JAKU npyroit cTOpoHBI — 6e30TiaraTeIsHO 0 MUCbMEHHOMY TPeOOBAHUIO JPYTOi CTOPOHBL.

1.3 CTopoHBI HE BCTYMalOT B OTHOIIEHHS cOBMeCTHBIX OmepartopoB npumenutenbHo k HKW apyroit
CTOpPOHBL, M TmpenoctaBieHue JlokymeHnta mo TpaH3akuuu HE MOXKET pacCMaTpUBATBCA B KauecTBe
CBUJIETEIHCTBA KAKOTO OBl TO HU OBLTO HAMEPEHHs BCTYIUTH B OTHOIIEHHSI COBMECTHBIX OnepaTopoB.

1.4 B Tlomutuke koupumeHimatpHoctd Kyndryl wa crpammme https://www.kyndryl.com/privacy
MIPUBEICHBI JIOMOJHUTENLHBIE CBeAeHus 00 06pabotke JIKU kommanueit Kyndryl.

1.5 Kaxnast u3 CTOpoH BHeApuia U 00s3yeTcsl MOAACPKUBATh TEXHUUECKHE U OPTaHU3ALMOHHBIC MEPHI
6e3zonacHocTH Ayt 3amuThl JIKW apyroii CTOpOHBI OT HOTEPH, YHHUTOXKECHHSI, U3MEHEHNU S, HETIPEJHAMEPEHHOTO
U HECaHKIMOHUPOBAaHHOI'O PACKpBITUSA, HENPEAHAMEPEHHOIO M HECAHKLHMOHMPOBAHHOIO JOCTyIa W
HenpaBoMepHoit O0paboTKu.

1.6 [MocraBuwk 06s3yeTcst OGe3omnarareiabHO (M TPU JIOOBIX OOCTOSATENHCTBAX B Mperenax 48 dacoB)
yBegomisite Kyndryl o moObIX CTaBIIMX eMy M3BECTHBIX ciydyasx HapyiieHuii 0€301acHOCTH B OTHOIICHUH
JKW Kyndryl. IMoctaBumk 00s3yeTcst MpeaoCTaBUTh Takoe yBemomuieHune uepe3 mopran Kyndryl Global
Procurement Support Portal mo ampecy https://www.kyndryl.com/procurement/procSupport/. TlocTaBumk
o6s3yetcst mpenoctasiste Kyndryl mo pasymHOoMy 3ampocy HH(GOPMAIMIO O TAKHX HapPYIICHUSIX O€30MaCHOCTH
U craryce JOOBIX JedictBuit  [locTaBimmka TIO YCTPaHEHUIO TIOCHCICTBHA W BOCCTAHOBJICHHIO
pabotocrnocobnoct. IIpumepoM pa3yMHO 3ampoLICHHOW HWH()OPMAIMU MOTYT CIYXHTb  KypHAJbI
MPUBUJICTHPOBAHHOTO, aJIMHHICTPATUBHOTO W UHOTO JOCTyMa K Y CTPOHCTBAM, CHCTEMaM HITH [TPUIIOKEHHSIM,
n300pakeHns] YCTPOUCTB, CUCTEM U MPHUIIOKESHUI, ClIeNIaHHbIe B 11X 0E30MaCHOCTH, U APYTUe aHAJOTHYHbIC
Marepuaibl B 00béMe, B KOTOPOM OHH MMEHOT OTHOIIEHHE K HApYIICHUIO WK K JeiicTBusM [locTaBuimka mo
YCTpaHEHUIO MOCIECTBHI H BOCCTAHOBICHUIO PabOTOCIIOCOOHOCTH.

1.7 Ecnu IocraBmuk Toneko O6pabdateiBaer JJKWU Kyndryl u He nmeer noctyna K APYruM JaHHBIM H
MaTepHaiaM, paBHO Kak K Jto0biM Koprmopatusabim cuctemam Kyndryl, k Takoit O6paboTke MpUMEHSIFOTCS
tonbko nanHas Ctates u Ctatesa X (ConeiictBue, [IpoBepka u Y cTpaHeHHe MOCTIEACTBH ).
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Cmamos ”, Texnuueckue u Op2anHU3IAuUOHHbBIE MeEPbl, Bbezonacnocmo oannvix

HMannas Cratbs npumensietcs, eciiu [TocraBumk O6pabartsiBaet Janusie Kyndryl, otmuunsie ot JJKW Kyndryl.
[ocraBuwik o0s3yercst coOmromaTe TpeOoBaHUS naHHOH CTaTbU IpU TNPEIOCTABICHUH BCEX YCIYr |
IMocTaBnsieMbIX MATEPUATIOB M TEM caMbIM 3aiuiiarh Janasie Kyndryl ot motepu, yHUYTOXKEHHS, H3MCHEHUS,
HeIpeIHaMEepPEeHHOT 0 WIH HECaHKIOHUPOBAaHHOTO pacKphITus, HenpeIHaMEePEeHHOTO WU
HECaHKIIOHUPOBAHHOTO JOCTYIa, PaBHO Kak HempaBoMmepHoi OOpaboTtku. TpeboBanus nanHoit CraTbu
pacnpoctpansitorcs Ha Bce UT-npunoxenus, miatgopMbl U HHPPACTPYKTYpPY, SKCIUTyaTHUPyEMble HIIN
ynpasisiemble [locTaBiumkom mpu npenocrasieHuu [locTaBngeMbix MaTepranoB U Y CIyT, BKIIOYas BCE CPEabl
pa3paboTKu, TECTUPOBAHUS, XOCTHHIA, MOAIEPKKH, IKCIUTyaTallul U LIEHTPOB 00pabOTKM JaHHBIX.

1.2.

2.2.

3.1

Hcnonbp3oBaHue TaHHBIX

IMocraBmuk He umeeT mpasa nobasimate K Janueiv Kyndryl wiu mpunmarate x Janaemv Kyndryl
mobOyo  Apyryro uH(popManuioo wuiaud  jAaHHble, Brmoyas llepconanbHblie  JlanHble, 0e3
npeaBapuTensHOro mucbMenHoro cornmacusi Kyndryl; TlocraBimuk He MMeeT mpaBa MOJIB30BATHCS
Hauueivu Kyndryl B mo6oii ¢hopme, B ToM grcie B 0000MIEHHON GopMe, B LENISIX, OTIHYHBIX OT
npenoctaBiaeHust Yeiayr u IloctaBimsiemblx MarepuanoB (Hampumep, [locTaBuik He mMeeT npasa
UCIIONB30BaTh U MOBTOPHO HCmonb3oBaTh Janusie Kyndryl mis omeHku 3()(EeKTHBHOCTH WM B
KauecTBe CpeJICTBa yiyuiieHus npeanoxenuit [locrapumka, B nenssx HUOKP mist cozmanust HOBBIX
MPEIUIOKECHUH, PABHO KaK JUIS CO3JaHus OTYETOB O mpeiokeHusx [locrtaBumka). 3a UCKITIOUCHUEM
ciIyd4aeB, Korja 3To mpsMo paspemieHo Jlokymentom mo Tpanzakuuu, [locTaBmiuky 3ampemieHo
Ipomasate Jauusie Kyndryl.

[MoctaBumk 00s3yeTcsi He BCTpaMBaTh TEXHOJOTHH BeO-cliexkeHus B [locTaisieMbie MaTepHalibl U B
coctaB Ycuyr (MpuUMepaMy TaKuX TexXHOJoruid moryt Obith HTMLS, nokanbHbie XpaHHUIIHINA,
CTOPOHHHUE TETM U MapKephl, BeO-Masku), 3a UCKIOYCHUEM CITy4aeB, KOTZIa 3TO MPSMO Pa3perieHo
HoxymenTtoMm no Tpanzakuuu.

3anpockl TpeTHUX JHUI M KOHPHIEHIIHATBHOCTH

IMocraBiuk He Oy/et packpsiBath Janubie Kyndryl kakumM-1u60 TpeThuM JIMIaM 328 HCKITIOYEHHEM TeX
ciTydaeB, KOTa 9To 3apanee paspemrerno Kyndryl B miucemennoii hopme. Eciu rocymapcTBeHHbIH OpraH,
B TOM YHCIIE JIF000# perympyromuii opras, motpedyet gocryna k Jaunusim Kyndryl (manpumep, ecim
npaButenbcTBO CIIIA u3mact B MHTepecax HAIMOHANBHOH O€30MaCHOCTH DPACIOpsDKEHHE B apec
IMocraBuwka o momydyenun Jarusix Kyndryl), pasro kak eciu packpsitust Jaraeix Kyndryl morpeGyer
3akoH, IlocraBmmk o0s3yercs ysemomuth Kyndryl B muceMeHHOM BHIE O TakoM TpeOOBaHHH H
npenocraBut Kyndryl pasyMHy0 BO3MOXHOCTH 110 [0ja4e BO3PAXKEHHI IPOTHB TAKOTO PACKPHITHS (B
CHTyaIMsX, KOTJa 3aKOH 3alpellaeT Takoe yBelomieHue, IlocTaBuIMK O00sA3yeTcs MPUHSATH MEPBIL,
KOTOPbIE OH COUYTET pa3yMHBIMH, I10 TI0Ia4€ BO3PAKEHH IIPOTHUB TAKOTO 3aIIPETa U PACKPHITUS JaHHBIX
Kyndryl, gepes cyneGHbIe W HHBIE MEXaHU3MBI).

IocraBuk rapantupyer Kyndryl, uro: (a) mocrynm x Jamueim Kyndryl Gymer Toipko y Tex
cotpyanukoB ITocTaBuiuka, KOTOPHIM OH HEOOXOIMM JUls MpeaocTaBieHuss Ycuyr u [ocTaBisieMbIx
MaTepUasoB M TOJIbKO B 00BEME, HEOOXOMMMOM s MpPEeNOCTaBieHHs Yciayr u IlocTaBisieMbIx
marepuanos; (D) Ha ero COTPyAHUKOB HallOXKEHBI 00S3aTeNbCTBA IO KOH(DHICHIIMAILHOCTH,
TpeOyIOIHe OT 3TUX COTPYIAHHUKOB HCIOJb30BaHus W packpbitust anueix Kyndryl tomexko B
COOTBETCTBUH C HACTOSIIUMU [10JI0KEHHSIMH.

Bo3spar u ynanenue Jlanusix Kyndryl

IMocraBmmk o6s3yetcs, mo BeiOopy Kyndryl, ymamute win Bepuyts lanusie Kyndryl xommanuu
Kyndryl ipu pactopskenuu wim npekpanieHuy aeicteus JlokymenTa rmo Tpansakiuu, 1160 paHbIle Mo
sampocy Kyndryl. Eciu Kyndryl motpeGyer ynanenust, ITocTaBimuk o0s3yeTcs, B COOTBETCTBHHU C
IIepenoBoii oTpacneBoil MpakTUKOM, cHeNaTh [aHHbIE HEYMTAEMBIMH WM HEBOCCTAHOBUMBIMH, H
noareepaut Kyndryl dakr ux ynanenws. Ecimu Kyndryl morpeGyer Bosspara mamabix Kyndryl,
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IMocTaBmUK cHAemaeT 3TO B COOTBETCTBMM ¢ pasyMubIM rpadukom Kyndryl w pasymusvMu
nuceMeHHbIME HHCTpyKusvu Kyndryl.,
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Cmampsa |11, Kongpuoenyuansnocmo

HMaunas CraTes npumensiercs, ecnu [locrasiuuk O6pabatsiBaet [lepconansubie Janusie Kyndryl.

1.

11

1.2

13

(@)
(b)
(c)
(d)
(e)

3.1

3.2

Oo6paboTka

Kyndryl nasnagaer ITocraBumka O6paborurkom Iepconansubix Janubix Kyndryl uckiountensHo B
uessix mpenocraBieHusi [locraBisieMbIX MaTepualioB M YCIYr B COOTBETCTBHM C HHCTPYKLMSIMU
Kyndryl, Bxmouas MHCTpYKIMHU, COAEpXkamuecs B HacTosmux llonoxeHusx, B J[OKyMeHTe MO
TpaHzakuud M B COOTBETCTBYIOUIEM 0a30BOM COIVIAIIGHUH MeEXJAy CcTopoHamH. B  cimyuae
HeBbinmonHeHust [Toctapiukom uacTpykiuii Kyndryl MoxeT nmpekpaTiTh UCIOIb30BaHKE 3aTPOHYTOM
yacTh YCIIyTH, HApaBUB NHCbMEHHOE yBenomienue. Eciau [locTaBIMK cUMTaeT, YTO MHCTPYKLUS
HapyIIaeT 3aK0H O 3alllUTe JaHHBIX, [locTaBumk 06s13aH 6e30TIaraTeIbHO NPOUH(POPMUPOBATE 00 ITOM
Kyndryl B TeueHue ycTaHOBIEHHOTO 3aKOHOM CPOKa.

INoctaBumk Oyaer coOMOAaTH BCe 3aKOHBI O 3allUTE JAAHHBIX, NPUMEHHUMBIE K YCIyraMm u
INocTaBnsieMbIM MaTepraIam.

IIpunoxxenne kx JJoxymenty mno Tpan3akuuu unu cam JlokyMeHT mo TpaH3akuuu ONUCHIBAIOT
CIIeyIOIIHe TOHATHS, oTHOCsImecs K Januasim Kyndryl:

kateropun CyonexToB [lepconanbHbIX JlaHHBIX;

tunsl [lepconanpubix Janusix Kyndryl;

[eVCcTBMA C AaHHbIMK U Npoueaypbl 06paboTku;

ANUTENBHOCTL M NepuognyHocTb O6paboTku; 1

criucok [loapsaankoB 006pabOTIHNKOB.

Texnuyeckne U OpraHN3alMOHHbIE MEPbI

[ocTaBumwik 00s3yeTcss BHENPUTh W MOJNCPKUBATh TEXHHUYECKHE ¥ OpPraHWU3aIlMOHHBIC MEpHI,
npenycmotpernbie Ctateéil |l (Texauueckue M opraHU3alMOHHBIE MEpHI, be30macHOCTh TaHHBIX) U
Crateééi VIl (Texauueckme m opraHm3anuoHHble Mepbl, OOmas 06e30MacHOCTh), TeM CaMbIM
o0ecrieunB YpOBCHb O€30MACHOCTH, COOTBETCTBYIONIMH PHCKY, HCXOIIIEMY OT €ro YCIyr H
[ocraBnsembix MaTepuanoB. [locTaBIIMK yAOCTOBEpSET U MOHUMAET OTPAHUYEHUS, U3JIOXKEHHBIE B
Crartbe I, Hactosimeii Cratbe |l u Cratee VIII, u 00s3yeTcs cobmronats ux.

IIpaBa u 3anpocsl CyobexToB [lepconanbHbIX JJaHHBIX

IMoctaBmuk o6s3yercs Oe3ornaratenpuo uHpopmupoBats Kyndryl (mo rpaduky, mosposstomnieMmy
Kyndryl u Jlpyrum Omiepatopam BBITIOIHSITE CBOM 00SI3aHHOCTH, IPEyCMOTPEHHBIE 3aKOHOM) 000 BCEX
3anpocax CyOwektoB IlepconanbHbix [lanHbix 1o peammzanuu mnpaB CyOwbektoB IlepcoHanbHBIX
JanHpIX (BKIIIOYAsl MCIpaBJeHUE, yAaleHue U OJOKUPOBaHUE JaHHBIX), Kacaromuxcs IlepcoHanbHBIX
Hannsix Kyndryl. MocTaBLymk MoXeT Takxe onepatvBHO nepeHanpasiatb Cy6bekTos MepcoHanbHbIX
JaHHbIX, ocyllecTBAAOWMX Takue 3anpochkl, B Kyndryl. IlocTaBmMK He HOKCH OTBEYaTh Ha KakKue-
nu6o 3anpocs! oT CyobektoB [lepconanbHbIx JlaHHBIX, €cii 3TO He Tpedyetcs 3akoHoM wm Kyndryl
HE HalpaBHJIa yKa3aHUs 00 TOM B MHCEMEHHOHN (opme.

Ecnu Kyndryl o6s3ana npenocTasisite nHbopMaIuio, kacarorrytocs [lepconanpanix Jarusx Kyndryl,
Hpyrum Ormepatopam Wik TpeTbuM miam (Hanpumep, CyObekram IlepcoHanbHbIX JIaHHBIX HITH
perymupyromum opradam), [locraBumk o6s3yercst okassiBath Kyndryl copeiictBue B 3TOM TIyTéM
MpeOCTaBIeHus HHPOPMAIIMH W TIPUHSATHS IPYTUX pasyMHbBIX Mep 1o 3ampocy Kyndryl mo rpaduky,
nossossioniemy Kyndryl ceoeBpemerno otBedars takuM J[pyrum Omeparopam U TPETHUM JIUIIAM.

Moapsigunku o6padoTunKa
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41 IMoctaBmuk o00s3yeTcss 3abmaroBpeMeHHo yBenomusite Kyndryl B mmchMeHHOM BHOE Tepen
nob6aBieHnEM HOBBIX [loapsmankoB 00padoTurka wim pacumpenneM 00béma OOpaboTKH HMEIOIIUMCST
Honpsmunkom 00paboTYMKa, MPHUEM B TAKOM YBEAOMIICHUH JOJDKHBI COACPKATHCS HAMMCHOBAHUE
IMoapsiqunka 00paboTUMKa M OMUCAHHE HOBOTO WM pacumpeHHoro oobéma Obpaborku. Kyndryl
HMEET TIpaBO BBUIBUHYTb pa3yMHble BO3paXKEHUS NPOTUB Jo0aBieHuss HoBoro lloapsaumka
00paboTyrKa WM paclIpeHuss 00béMa B JIF000E BPEMS, U B 3TOM CIIydae CTOPOHBI OyIyT COBMECTHO
J0OPOCOBECTHO CTPEMUThCS yperynuposarh Bospaxenust Kyndryl. C yuérom npasa Kyndryl Bo3pazuts
MIPOTHUB 3TOTO B Jt060€e BpeMs [locTtaBimMk uMeet nmpaBo npusieds HoBoro [loapsanunka obpadoTunka
U pacumputh 006éM OOpaboTkn muMmerommMcs [loapsqunkoM oOpaboTyrka B JTH000E BpEMs, €CIU
Kyndryl ue BoiBuneT Bo3pakenuii B Teuerue 30 J{ueil ¢ natel mogaun [ToCTaBIIMKOM THCHMEHHOTO
YBEIOMIICHUSL.

4.2 [MocTaBuIK ycTaHOBHT 0O0s3aTENbCTBA [0 3alUTE JAHHBIX, OE30MACHOCTH M CepTUHUKAINH,
npeaycMOTpeHHbIe HacToAumMH [lonoxkeHusiMu, 1t BceX onoOpeHHbIx [loapsaunkos obpaboTunka
1o Toro, kak IMoapsaurk 06paboTyrka HauHéT OOpabaThiBaTh Kakue Ol To HU ObuTO Janusie Kyndryl.
IMocTaBmMK HECET EIMHOIMYHYIO OTBETCTBEeHHOCTH mepen Kyndryl 3a BeimonHeHHe JTHOOBIX
obs3atenbeTB [oapsaunkoB 0OpadoTInKa.

5. O0paGoTka JaHHBIX 32 TPaHHLIE
B Hmxecnenyromiem TekcTe:

CrtpaHna, oOecneuyMBawmiasi aJeKBATHBIH YPOBEeHb 3alIUTBI — CTpPaHa, B KOTOpPOW obecrednBacTcs
aIIeKBaTHLIﬁ YPOBEHDB 3aIMUTHI JaHHBIX B OTHOMICHUU COOTBCTCTByIOHIefI nepeaayn JaHHbIX B COOTBETCTBHUU C
MPUMECHHUMBIMHU 3aKOHAMHU O 3allIUTC TAHHBIX WK PEHICHUAMU PETYIUPYIONIUX OPTaHOB.

Hmnoptép nanubix — OnepaTop MEepcOHANBHBIX JaHHBIX WM [loapsmank oOpaboTdnKa, y KOTOPOTO HET
npeacTaBuTeIbCTBa B CTpaHe, 00eCIIeYnBAOIICH aIeKBATHBIH YPOBEHD 3aIlIUTHL.

Cranagaptublie [orosopusie YeaoBus EC («CAY EC») — Crannaptasie noroBopasie ycinoBus EC (Pemenne
Komuccun 2021/914) ¢ 1omOTHUTETLHBIME YCIOBUSAMHE 3a UCKITtoUeHUEeM myHKTa 1 [Tomoxkenus 9(a) n myHKTa
2 Tlomoxenus 17, odpuumansHO omyOnMKOBaHHBIE 1O ampecy https://ec.europa.eu/info/law/law-topic/data-
protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en.

Cranaaptubie [loroBopHusie Y ciaoBus st Cepoun («CAY Cepoun») — CrangapTHBIE TOTOBOPHBIE YCIOBUS
CepOun, ytBepxaéHubie «Komuccapom Cepbum mo 3amute OOmiectBeHHO 3HaunMol MHopmamuu u
[epconanbHBIX JlaHHBIX» u oIy OJIMKOBaHHBIE o CIIEYIOIEMY azipecy:
https://www.poverenik.rs/images/stories/dokumentacija-nova/podzakonski-akti/Klauzulelat.docx.

Craunpaprubie JloropopHbie Ycnopus («CJY») — 1OroBopHbie yCIOBHUS, IPEIyCMOTPEHHbBIE TPUMEHUMBIMHE
3aKOHaMHU O 3allliTe JaHHBIX B OTHOLIEHUHM nepenauu llepconanpHbix [lanHbix OmneparopaM, y KOTOPBIX
OTCYTCTBYIOT IIpeICTaBUTENbCTBAa B CTpaHax, 00eCeuynBaIOMINX a/IeKBaTHBINA YPOBEHB 3aIIUTHI.

Crannaptabie [loroBopubie YciaoBusi Coenqunénnoro KopoaescrBa («CAY CK») — CranaaprtHbie
noroBopHbie ycioBusi CoemuuénHoro KoponesctBa mist OmnepatopoB m O0pabGotumkoB [lepcoHalbHBIX
Hanabix, oQuIUANIbHO OMyOJMKOBaHHBIE 10 azapecy https://ico.org.uk/for-organisations/guide-to-data-
protection/quide-to-the-general-data-protection-requlation-gdpr/international-transfers-after-uk-exit/sccs-after-
transition-period/.

5.1 INocTaBmuk o0s3yeTcs HE MepeaaBaTh M HEe PacKpbIBaTh (B TOM YHCIE IMYTEM yNaleHHOTO JOCTYIa)
IMepconanpubie Janusie Kyndryl 3a pybesxom 6e3 npeaBapuTenpHOro miucsMeHHOro cormacus Kyndryl.
Ecmu Kyndryl mact takoe cormacume, CTOPOHBI OOSI3YIOTCS COBMECTHO OOECHEUMTH COOJIOJCHHUE
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MPUMEHIMOTO 3aKOHOJATEIBCTBA O 3aIIUTE NAHHBIX. ECIM 3aKOHOMATENBCTBO TpeOyeT MPHUMEHEHUS
CLY, IocraBmuk o6s3yeTes 6e3oTaararenbho npuasts CIY mo tpebosanuio Kyndryl.

5.2 B otaHomennn CIIY EC:

(@) Ecnu y IloctaBminka HeT mpeiacTaBuTenbcTBa B CrpaHe, oOecliedMBarolleil ageKBaTHBIA YpPOBEHb
samuTel: [TocraBumk 3akmroyaet CIIY EC ¢ Kyndryl B kauectBe MmnopTépa nanubix; u [locTaBumk 00s3yercst
3aKIIIOYUTh MUCBMEHHBIE COTJIAIICHUs CO BceMH ono0peHHbIME [lonpsaunkamu o6paboTInKa B COOTBETCTBHU
¢ Monoxennem 9 CIIY EC, u 06s3yercst mpenoctauts Kyndryl konuu Takux corsamieHuii mo 3ampocy.

(i) Moayns 1 CITY EC He npuMeHsIeTCS, €CIT HHOE HE COTJIACOBAHO CTOPOHAMHM B TUCHMEHHOM BHJIE.

(i) Monmyne 2 CHOY EC upumensercs B Tex ciydasx, korga Kyndryl ssrasercs Onepatopom
IMepconanpubix JlaHHBIX, a MoOAydp 3 mpumensercs, ecan Kyndryl ssmsercs O6paboTurkom
Iepconansubix Jlanusix. B cooretcTBuu ¢ Ilonoxenuem 13 CIY EC B cinyuae npumenenust Momyist
2 umn 3 croponsl cornamarotes, uto (1) CAY EC perynupyrorcs 3aKOHOIATEIECTBOM TOCYapCTBa-
qieHa EC, B KOTOPOM HaxXxomuTCs KOMICTCHTHBIM HAI30pHBIH oprad, u (2) mroOble CIOpH,
Bo3HUKatommue B cBsa3u ¢ CIIY EC, 6ynyT paccmatpuBaThes B cynax rocyaapcersa-wieHa EC, B koropom
HaxOJMTCs KOMIIETEHTHBI HAJ30pHBIN opraH. Ecnu 3axoHOmaTensCcTBO M3 MyHKTa (1) He paspemiaeT
npaBa CTOPOHHUX BhIrojonpuodperareneii, To CAY EC Oyzaer perynaupoBaThcs 3aKOHOJATEIBLCTBOM
Hupnepnannos, u mobOble criopsl, Bo3HuKatonme B cBs3u ¢ C/AY EC B pamkax myHnkra (2), OyayT
paccMaTtpuBaThes B cyae ropoga Amcrepaama B Hunepnangax.

(b) Ecnu IMocrapuimk Haxomurest B EBponeiickoit Oxonomuueckoit 3oHe u Kyndryl siBnsiercst Onieparopom
[lepconanpupix JlaHHBIX, HA KOTOPOTO HE pacrpocTpansercss OOmeeBponeiickuii peraaMeHT O 3aIiuTe
nepcoHaNbHBIX AaHHBIX 2016/679 (GDPR), To neiictByetr Moayns 4 CJIY EC u [locraBmmk 3akmovyaer CIY
EC ¢ Kyndryl 8 kauectBe sxcrioptépa nanubix. Eciu aeiictByet Moayis 4 CJIY EC, To CTOPOHBI COTITAIIAIOTCSI
c tem, uto CJIY EC OyneT perynupoBaThcs 3aKOHOATEILCTBOM HuiepnanaoB, v J1t00bIe CIIOpPhI, BOSHUKAIOIIHE
B cBsi3u ¢ C/IY EC, OynyTt paccmaTpuBaThes B cyze ropoaa AMcrepaama B Hunepnannax.

(c) Ecmu [Ipyrue Omepartopsl [lepcoHanbHbix JIaHHBIX, Takwe Kak 3aka3yuku win adduiampoBaHHBIC
KOMITaHUH, IO ayT 3assBKu Ha npucoeannenue Kk C/Y EC cornacHo «ycnoButo npucoequaerus» [lomoxenns
7, To IlocTaBIIMK HACTOSIIMM COTJIANIAETCS yIOBICTBOPSTE JTFOOBIC TAKUE 3aSBKH.

(d) TexHUYeCKHe U OpraHU3alMOHHBIC MEPBI, HCOOXOIUMBIE JIJIS BBITIOJTHEHUS TpeOoBauui [IprioskeHust
Il CAY EC, moxuo HaiiTi B Hactosmmx [lonoxennsx, B JlokymenTe mo TpaH3akiuu ¥ B COOTBETCTBYIOIIEM
0a30BOM COTJIAIIICHUHM MEX/Ty CTOPOHAMH.

(e) B ciyuae nporuBopeunii mexay CHAY EC u nanasiMu Ilosio)keHHUSMH NpPEUMYIIECTBEHHYIO CHUITY
nmeror CIAY EC.

5.3 B ornomennu C/IY Coenunénnoro Koponerctsa (CK):

@) Ecnu y [locTaBimka OTCyTCTBYET MpeACTaBUTENLCTBO B CTpaHe, 00eceunBaloIei aJieKBaTHBIN
ypoBens 3amuthl: (i) [ocraBumk 3akarouaer CIIY CK ¢ Kyndryl ot umenu ITocrasiinka kak Mmmoprépa
nanubix; U (ii) IToctaBmuk 00s3yeTCs 3aKIIOYUTh IMCHbMEHHBIE COMIIAIIEHHSI CO BCEMU O00PEHHBIMH
[Moppsqunkamu 06paboTumKa, siBsFoIuMucs MMroprépaMu gaHHbIX, B cooTBeTCTBUU C [Tonmoxkenuem 11
CHY CK, u o6s3yercst npenocTaButh Kyndryl komuu Takux coriarieHu mo 3ampocy.

(b) Ecnu y ITocTaBiuka ecTh MpeACTaBUTENLCTBO B CTpaHe, oOeclieunBaroel afiekBaTHbIH YPOBEHb
3amuthl, [ToctaBiuk 3akmogaer CAY CK ¢ Kyndryl ot nmenn Bcex IMoapsaunkoB 06paboTyuKa,
sieystronxcst mnoprépamu nanueix. Ecin IlocTaBIMK He MOXET CiesaTh ATOTO OT MIMEHH KaKoro-Iuoo
Moapsiqunka obpaborunka, [ToctaBumk 06s3yercst npenoctasuth Kyndryl CJIY CK, moamucaHHbie 3THM
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IMoapsmurkom oOpaboTurka s qanpHeiero moamucanus Kyndryl, mpesx e yeM mpeaocTaBiIsTh
IMoapsmaurky o6paborurka Bo3mMoxkHocTs OOpabateiBath Jiroosle Ilepconanshbie Janusie Kyndryl.

(©) CY CK mexay Kyndryl u TTocraBumkom 6yayT BeicTynaTsh B kauectBe CIIY CK mexmy
OrmepaTtopoM MepcOHANBHBIX JaHHBIX 1 O0pabOTYNKOM MM B KAUECTBE 3¢PKAITFHOIO MACBMEHHOTO
COTJIAILICHUST MKy «HMIOPTEPOM JAHHBIX» U «IOJPSTIMKOM 00pabOTINKa» B COOTBETCTBHH C [lomoxkeHneM
11 CAY CK, B 3aBUCUMOCTH OT (paKTHUECKHX 00CTOATENLCTB. B ciaydae npotuBopeunit mexay CAY CK u
nanHeiME [lonmoxeHusMu npenMyInecTBeHHY0 crmry umerot CY CK.

(d) Hpyrue OnepaTopsl IepcoOHANBHBIX TaHHBIX, HAPUMEP 3aKa3uyuku Wik appumupoBaHHbIe
KOMIIaHHH, MOTYT T10JIaBaTh 3asBKH Ha MOJIYYECHUE CTATyCa JOMOIHUTEIBHBIX «IKCIIOPTEPOB TAaHHBIXY.
Hactosmum [octaBuimk na€t corriacue Ha Takue 3asiBKM OT CBOETO UMEHH U OT UMEHH cBoMX [loapsaunkos
obpaborunka. Kyndryl o6si3yercst undopmuposats IToctaBumka 060 BceX TOMOTHUTENBHBIX «IKCIOPTEPAX
JTaHHBIX»; [[oCTaBIINK, B CBOIO ouepeab, 00s3yeTcs nHpopMupoBath cBoux [loapsmunkoB oO6padoTynka,
SIBISTFOIIMXCST IMITOPTEpPaMu JaHHBIX, O IOTIOTHUTENBHBIX «IKCTIOPTEPAX AaHHBIXY.

5.4 B otnomenuu C/1Y CepOun:

@) Ecnu y [ToctaBumka HEeT npeacTaBuTenbcTBa B CTpaHe, o0ecreunBaronieil aleKBaTHbI YPOBEHb
sanmuthr: (i) [TocraBimk 3axmouaer CJIY Cepoun ¢ Kyndryl ot umenu [TocraBimka kak O6paborunka
[epconanpubix Janubix; u (ii) [locTaBmk 0053yeTcs 3aKIIOYUTh THCHMEHHBIE COTTIANICHUS CO BCEMHU
onoopenubiMu [onpsaunkamu o6padotunka, senstommmMucs Oopadotunkamu [lepconanbabix JlaHHBIX, B
cootBetcTBUH co Crathéit 8 CJIY Cepbun, u 06s3yercs mpenoctasuth Kyndryl komuu takux corsamieHuii mo
3arpocy.

(b) Ecnu y ITocraBiuka ecTh MpeacTaBUTENbCTBO B CTpaHe, 00eCeYrBaroIieii aJeKBaTHbINA YPOBEHb
samuThl, [loctaBmuk 3axmogaet CJIY Cepoun ¢ Kyndryl ot umenu Bcex Ioapsimuankos 06paboTuuka,
Haxozsmuxcs B CTpaHe, He o0ecIieunBarolei aleKBaTHBIA YPOBEHb 3alUThI JaHHbBIX. Eciu [ToctaBimmk He
MOJKET CJIeJIaTh 3TOr0 OT MMEHH Kakoro-imubo [loxpsimanka obpadorunka, [locTaBimuk 00s3yeTcs
npenoctasuth Kyndryl CIIY Cepbuwn, moanucanusie 3tiuM Iloapsaankom 06paboTdrKa IS JaTbHEHIIIETo
moamucanus Kyndryl, npexe gvem npemocrtaBiats [loapsmaunky o0pabordrka Bo3MOKHOCTH OOpabaThiBaTh
mroosre TTepconansubie Janusie Kyndryl.

(©) CY Cepb6un mexay Kyndryl u IToctaBumkom GyayT BeicTynaTh B kKauectBe CIIY Cepbuun Mexmy
OnepatopoM Ilepconanpubix Jlanubix 1 O0padoTunkoM [lepcoHanbHbIx JJaHHBIX WIIH B KaYeCTBE
3epKaJbHOTO MUCEMEHHOTO COTJIAIICHUS MEXKIY «00pabOTUYMKOM» U «ITOAPSTIMKOM 00pabOTYHKa» B
3aBHCUMOCTH OT (paKTHUECKHX 00CTOATENbCTB. B ciydae mpotuBopeunii mexxay CY CepOun 1 TaHHBIMU
[onoxxenusmMu npenMyIecTBeHHYIO crury umeror CY CepOum.

(d) Nndopmanus, Heodxoaumas ans 3anoineHus [punoxennit 1 — 8 k CIY Cepbuu ¢ 1enpio KOHTPOIIs
3a nepenaueit [lepconanbubix Janubix B CTpaHy, He 00eCcTIeUHBAIONIYIO aJIeKBATHBIH YPOBEHb 3aIlUTHI
JAHHBIX, IPUBOAUTCS B HACTOAIIMX Y cI0BUsX, B [Ipunoxennu k JJokymeHTy o TpaH3aKIUU WM B CAMOM
Hoxymente no TpaHzakumu.

6. Oxka3anmue coeiicTBUS U BeJeHUEe y4éTa

6.1 IMpunumass Bo BHMMaHue xapaktep OOpabotku, IlocraBumk o0s3yercst okassiBate Kyndryl
coJelicTBHE B BUJE MPUHSATHUS HAAIEKAMIMX TEXHHUCCKUX U OPTaHU3ALMOHHBIX MEP K UCIIOIHEHUIO
00513aTETIBCTB, CBSI3aHHBIX C 3anpocaMu u npaBamu Cyonektos [lepconansubix lanusix. [loctaBmuk
Takke o00s3yercs okazath Kyndryl comeiictBue B 00ecCrleueHHUHM BBINOJHEHHS O00A3aTEIIBCTB,
CBs3aHHBIX ¢ Oe3omacHocThio OOpabOTKH, yBeIOMIICHHEM M HHpOpMupoBaHueM o HapymeHumsx
0€301IacHOCTH, O MPOBEICHWM OICHKM BIMSHHUS Ha 3AIIUTY JAHHBIX, BKIIOYAs NPEIBAPHTEIbHBIC
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6.2

KOHCYJIBTAllUM C OTBETCTBEHHBIM DPETYIHPYIONIMM OPTaHOM, €CIIH ATO HEOOXOOMMO, IPHHUMAS BO
BHUMaHHUE HHPOPMAIHIO, TOCTyHYI0 [TocTaBmmKy.

[MocTaBumk 00s3aH BeCTH yYET HAUMCHOBAHMH M KOHTaKTHHIX CBeAeHHWH Kakmoro [lompsmumka
00paboTurKa, BKIIOYAs MPEACTaBUTENA U CIIEUUAIMCTA M0 3alluTe AaHHBIX Kaxaoro Iloapsamuuka
obpaborunka. ITo 3ampocy IocTtaBmuk 06s3yercs npenoctaBuTh yuétabie mokymentsr Kyndryl mo
rpaduky, mosomstomemy Kyndryl cBoeBpeMeHHO OTBETHTH Ha IH0O0e TpeOoBaHHe 3aKa3unuka Ui
JIPYTOT0 TPETHETO JIMLIA.
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Cmamos |V, Texnuueckue u Op2aHUu3auUuOHHblIE MEPbl, Bezonacnocmo kooa

Hannas Crathst npuMensiercs, eciau y [loctaBumka ects goctyn k Mcxomnomy Komy Kyndryl. TlocraBimk
00s13yeTcst cobmoaath TpeboBanus qanHoi CtaThu U TeM caMbiM 3amuTuTh Mexomusiii Kox Kyndryl o motepw,
YHUYTOXKEHHUS, U3MCHEHUS, HelpeTHaMEePEHHOTO 120178 HECaHKI[MOHHPOBAHHOTO PacKpeITHS,
HEeIpeTHAMEPEHHOTO WM HECAaHKIMOHWPOBAHHOTO MOCTYIla, pPaBHO Kak HempaBomepHoro OOpamieHus.
TpeboBanus manHod CtaThM pacrpocTpaHsioTces Ha Bece UT-npunoxenus, miarGopMbel 1 HHOPACTPYKTYPY,
SKCIUTyaTHpyeMble N yrpasisiemble [locTaBmmkoMm mpu mpemoctaBieHud [locTaBiseMBIX MaTepHalioB H
Veayr u Obpamennn ¢ Texnonorusimu Kyndryl, Bimtouast Bce cpebl pa3pabOTKu, TECTUPOBAHUS, XOCTHHTa,
TTOJICPIKKH, SKCILTYaTalliH U LIEHTPOB 00pabOTKN JaHHBIX.

1. Tpeb6oBanus K 6€30MACHOCTH
B Huxecnenyomem TekcTe:

3anpemiénnas Crpana — mobas crpana: () xoropyto IIpaButensctBo CLIA Ha3Bano HHOCTPaHHBIM
MPOTUBHUKOM B McmonHuTenbHOM pacnopsbkeHur oT 15 mas 2019 roga o 3amiuTe LEMOYKH ITOCTaBOK
HH(POPMAIMOHHBIX U KOMMYHHKAIIMOHHBIX TEXHOJOTHH U yciyr, (D) BKIF0OYEHHAS B CIIUCOK B COOTBETCTBUH C
Paznenom 1654 3akoHa o mosHOMOUMAX HauMOHANBHOU Oe3omacHocTd 2019 roga (CHIA), nunm (C) Ha3BaHHAA
«3anpeménHoit Ctpanoit» B JlokyMeHTe o TpaH3aKIHH.

1.1. [MocTaBmwk 00s3yeTcst HE PacIpOCTPaHATh U HE TIepeiaBaTh Ha OTBETCTBEHHOE XpaHeHUe McxomHbIi
Kon Kyndryl B uaTepecax mro0bIX TPEThUX JIHIL
1.2. IMoctaBmuk o06s3yeTcs He mgomyctuth pasmeinenust HcxomHoro Koma Kyndryl ma cepsepax,

Haxomsamuxcss B 3ampeménHoit Ctpane. IlocTaBmmk 00s3yeTcss HE JaTh BO3MOXHOCTH HHKOMY,
BKItoyas ero Ilepconan, Haxonsmemycs B 3anpemiéHHoil CTpaHe WiM nocemaromeMy 3anpermeHnyo
Crpany (Ha CpOK TaKOro MOCELIEHHA) MO Kakol Obl TO HU ObUIO MPHUYMHE MOIYYUTh AOCTYN K
Hcxonnomy Koay Kyndryl wmu ucmosnp3oBath €ro, BHE 3aBUCUMOCTH OT TOTO, IJIe Ha IUIAHETE
Haxogutca Mcxoanbiii Kox; [loctaBuk He AOMYCTUT pa3paOOTKH, TECTHPOBAHUS U BBIIOJIHEHUS
MOOBIX Jpyrux paboT B 3ampewmwéHHbiX CTpaHax, eclid 3T0 OyJeT TpeOoBaTh TaKOro AOCTyHa MU
HCIIOJIb30BaHMUS.

1.3. IMoctaBimuk 00s3yeTcst He pasMenars U He pacmpoctpansats Ucxoausiii Kog Kyndryl B kakux Ob1 TO
HU OBUIO HOPUCAMKIMAX, B KOTOPBIX 3aKOH MJIM HHTEpIpETalusl 3akoHa TpeOYIOT pPacKpbITUS
Ucxonnoro Koga tpersum muuam. Ecnu B ropuciukiuu, B koropoil Haxoxutcs Mexomusii Kopg
Kyndryl, mpousoiinyT u3MeHeHHs B 3aKOHE HJIM HHTEPIIPETAlMK 3aKOHa, TPEOYIOIIHE PACKPBITHS
Ucxoanoro Koxa tpetbemy suity, IlocTaBimmk 00s13yeTcst He3aMe AU TEIbHO YHHUTOXKUTD HITH YAAJIUTh
HUcxomupiii Kog Kyndryl u3 atoii ropucaukunu u He pa3memats apyroit Mcexonnsiit Kog Kyndryl B
3TOM OpUCAUKIINU 10 TEX IOP, ITOKa COOTBCTCTByI-OHII/Iﬁ 3aKOH WJIM UHTEpHPETALUA 3aKOHA HE YTPATAT
CHITY.

1.4. [MocTaBumwik 006s3yeTcs HH HPSIMO, HH KOCBEHHO HE BBINOJHATH HUKAKUX MACHCTBHUI, BKIIOUas
3aKITIOUCHHE JTIOOBIX COTIIAIICHHH, KOTOPBIe co3aamyT aust [Toctaimuka, Kyndryl wmm mro6oro tpethero
muna o0s3aTeNbCTBO 10 PACKPBITHIO MHPOpManuu coriacHo Pazgeny 1654 wm 1655 3akoHa o
MOJIHOMOYHSAX HannoHabHON Oe3onmacHocT 2019 roxa (CILA). Bo nzbekaHne pasHOUTSHHA: €Cin
WHOE HE paspemeHo mpsMo B JlokyMmeHTe mo TpaH3akIMH WM COOTBETCTBYIOIIEM 0a30BOM
COTJIAIICHHH MEXIy cTopoHamm, [locTaBumMk He mMeeT mpaBa packpbiBath HMcxoausnii Kox Kyndryl
TPETBUM JIMIIaM HH TIPH KaKUX OOCTOATENBCTBAaX 0€3 MpPEeABApPHUTEIFHOTO MHCHMEHHOTO COTJIACHS
Kyndryl.

1.5. Ecmu Kyndryl yBegomut ITocTaBIiMKa Ui TPEThE JIMIIO YBEAOMHUT JIFOOYIO M3 CTOPOH O TOM, 4TO: (8)
IMocraBuwk momyctun nepemauy Mcexomuoro Koma Kyndryl B 3anpeménnyro Ctpany win Jro0yio
FOPHCIMKINIO, yKa3anHyio B Pasmene 1.3 Bemme, (b) IlocraBmmk HWHBIM CIIOCOOOM OCYIIECTBHUIT
nepenady, HocTyn win ucnonb3oBanue Hcexomnoro Koma Kyndryl B Hapymienue J[okymeHTa 110
TpaH3aKIMK WM COOTBETCTBYIOLIEro 6a30BOr0 HIIM WHOTO COTJIALICHHS MEXAy CTOpOHaMH uin (C)
IMocraBiuk Hapymi nonoxeHust Pasiena 1.4 Beie, To 6e3 orpanndenus npas Kyndryl nmpexbsuts
Takoe HapylICHHE B COOTBETCTBHH C 3aKOHOJATENBCTBOM, JlokymMeHTOM 1O TpaH3akouu WM
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1.6.

COOTBETCTBYIOIIMM 0a30BbIM HIJIM WHBIM COTJIANIEHHEM MEXKIy cTopoHamu: (i) ecnd Takoe
yBesoMmiienne Oynet mogano IlocraBimuky, [TocTaBimmk 06s3yeTcsi Ge30TIaraTelIbHO MepeqaTh ero
Kyndryl u (ii) IToctaBmmk B COOTBETCTBMH C pa3yMHbIMH ykasanusmu Kyndryl o6s3yercs
paccieoBaTh CIOXHUBINYIOCS CHTYAIMI0 W JMKBHUIMPOBATh €€ MOCIEACTBHS MO rpaduky, pasyMHO
ycranonennomy Kyndryl (mocie koncynbranuii ¢ ITocTaBmukom).

Ecnu Kyndryl 6yaer 060cHOBaHHO mojaraTh, 4TO MOJUTUKH, [TPOLEAYPhI, MEXaHU3MbI KOHTPOJIS HIIH
npaktuka IlocraBumika B KoHTekcTe HMcxomnoro Koma OyayT HyXIaThCs B H3MEHEHHSIX JUIS
YMEHbIIEHUS PUCKOB B chepe KubOepOe30macHOCTH, XHUIICHHS HHTEIUICKTYalIbHOW COOCTBEHHOCTH U
JIPYTUX aHAJIOTHYHBIX cdepax (BKIHOYAs PHCK TOTO, YTO B OTCYTCTBHE Takux m3MeHnenuit Kyndryl
MOXET MOTEPATh BO3MOKHOCTh MPOJIAKK OMPEACIEHHBIM 3aKa34MKaM MM Ha OMPEAEIEHHBIX PhIHKAX
WJTM 110 UHBIM MIPUYHUHAM HE CMOKET YIOBJICTBOPHUTE MOTPEOHOCTH 3aKa3unKoB B chepe 6e30MacHOCTH
WK IOTPEOHOCTH 1IEMOYKH TocTaBok), To Kyndryl mosker csizathest ¢ TTocTaBIUKOM 1715t 06CY K ICHHST
JEeUCTBUM, HCOOXOMUMBIX JUIS YMEHBIICHHUS TaKMX DPUCKOB, BKIIIOYAas M3MCHCHHUE TAKUX MOJMTHK,
poLEeayp, HHCTPYMEHTOB KOHTpOis wid mpaktukd. 1o 3ampocy Kyndryl TocraBmuk o06s3yercs
cotpyauuuath ¢ Kyndryl mo BompocaMm OIEHKH MOTPEOHOCTH B TAKUX HM3MEHEHHSX U BHEAPEHHS
HAJUIEKAIUX COTJIACOBAHHBIX CTOPOHAMH H3MEHCHHUIA.
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Cmampusa V, be3onacnas pazpabomka

Hannas CtaTbs IPUMEHSIETCS B TOM ciIy4dae, eciu IlocraBimk Oyaer npegoctasisats Kyndryl mpunamiexanuii
eMmy win TpetbuM unaM Hcxomnsiit Kox i Jlokansaoe I10, a Takke ecnu [locTaBisiemble MaTepuaibl Uitk
Venyru IocraBwka 6yayT npemoctaBistees 3akazunky Kyndryl B cocrase npomykra wim yeayru Kyndryl.

1.

T'oTroBHOCTH B chepe GezomacHOCTH

IMocraBuwk 00s3yeTCst OKa3bIBaTh COJecTBIE BHYTpeHHHM mporieccam Kyndryl, HampaBiieHHBIM Ha OLIEHKY
Oe3omnacHocTH poaykToB u yeiyr Kyndryl, saBucsiux ot mo0bix ITocraBiseMbix MaTeprajioB [TocTaBiuka,
B cepe 6e30MacHOCTH, ¥ B TOM YHUCIIE CBOSBPEMEHHO U MOJIHO OTBEYATh Ha 3ampockl HHGopMauu, Oy TO B
(dbopMe JOKYMEHTOB, PYTHX YUETHBIX TAHHBIX, MHTEPBEIO, penocTaBieHus [lepconana [locTaBiiyka u ToMmy
MoI00HOTO.

2.1

2.2

3.1

3.2

3.3

Besonacuas pa3padorka

Janneriit Pazmen 2 npuMeHsieTcs TONBKO B TOM city4dae, ecin [loctaBiimk npeaoctasiser JlokamsHoe
IO xommanuu Kyndryl.

MocTaBLWMK BHeAPUA U 06A3yeTCA NoAAEePKMBATbL Ha NPOTAXKEHUN BCErO CPOKa AeNCTBMA HACTOALLEro
JoKkymeHTa no TpaH3aKuuu, cornacHo [lepefoBoi OTpPacneBOM NpPaKTUKe, CEeTU, NnathopMmbl,
CUCTEMbI, MPUIONKEHUSA, YCTPOMCTBA, GU3NYECKYIO WHPPACTPYKTYPY, CPencTBa pPearnpoBaHUs Ha
WHUMAEHTbI, @ TaK¥Ke OPUEHTUPOBaHHbIE Ha NEPCOHA/ NOJIMTUKK, NpoLeaypbl U Mepbl obecneyeHus
6esonacHocTn, Heobxoaumble ANA 3aWmMTbl: (a) cucTem U cpep pa3paboTKM, KOMMOHOBKM,
TECTUPOBAHUA U 3KCNAyaTaLuK, KOTopble NPUMeHATCA MoCTaBLWMKOM UK 1060 TpeTbei CTOPOHOM,
npusae4YEHHOMN NoCcTaBWMKOM, B paMKax 3KCMyaTalmm, ynpasaeHns, MCnoab3oBaHua MocTaBasemblx
MaTepPManoB UM UHbIX OMNepaumii Mo OTHOLWEHUIO K HUM, U (b) ncxogHoro Koga Bcex MoctaBasembix
maTepuanoB OT noTepu, obbiXx HenpaBoMepHbix ¢opm 06paboTKM, a TaKxKe OT
HECAaHKLMOHMPOBAHHOIO AOCTYNa, PAaCKPbITUA UAU USMEHEHUS.

Ceprudpuxanus 1SO 20243

Hannsnii Paznen 3 mpuMensieTcst TOTRKO B TOM cirydae, eciii [locTtaBnsiemble MaTepraibl UIu Y CIIyTH
IMocraBurrka OyayT mpenocTaBisTees 3akazunky Kyndryl 8 cocraBe nmpoaykra mwiu yeayru Kyndryl,
MocTaBWMK 0b6A3yeTcA NPONUTU CcepTUPUKALMIO HA COOTBETCTBME cTaHaapty ISO 20243,
NHbopmaLMoHHan TexHonorma, OTKPbITbIM CTaHAAPT Ha AOBEPEHHbIX MOCTaBLMKOB TexHoorni (O-
TTPS), YMmeHblUeHME PUCKOB, CBS3aHHbLIX CO 3/I0HAMEPEHHO MWCMOPYEHHOW W KOHTpPadaKTHOM
npoaykuuen (nMbo camoctosTenbHas cepTUPUKaumA, MbBo cepTUdPUMKAUMA Ha OCHOBE OLEHKMU
aBTOPUTETHOIO HE3aBMCUMMOFO ayanTopa). Kak anbTepHatmea, ecam MocTaBWwmK 06paTUTCA C TaKUm
3anpocom B nucbmeHHoOM Buae u Kyndryl nucemeHHo ogobput 3T10T 3anpoc, MocTaslumK 06a3yeTca
npovTn cepTMdPMKaLMIO COOTBETCTBUA 3IKBMBAJEHTHOMY MO CyLLEeCTBY OTpPac/NeBOMY CTaHAAPTY,
OTHOcALWeMyca K 6e3onacHoi pa3paboTKe M Lenovykam NocTaBoK (B ¢opme CamoCTOATENbHOM
cepTuduKaumm nnm ceptudrKaLmm Ha OCHOBE OLLEHKM aBTOPUTETHOrO HE3ABUCUMMOTrO ayaAuTopa, nNpu
ycnosum ogobpenus Kyndryl).

MocTaBWMK 06s3yeTcA NOJAYYMTb CEPTUPUKAT COOTBETCTBMA CcTaHaapty ISO 20243 wuau
9KBMBaJIEHTHOMY MO CyLLecTBy oTpacneBomy cTaHaapTy (ecan Kyndryl ogobput ato B nIUCbMEHHOM
Buae) B TeyeHne 180 pgHelt nocne paTbl BCTynaeHus B cuay [lokymeHTa no TpaH3akumMu U
BNOCNEACTBMM NpoasieBaTb cepTUdMKaT Kaxable 12 mecsaueB (Kaxkabld pa3 cepTudUKaT AO/KEH
npoaneeatbCa Aaa camoi nocnegHei sepcum 1SO 20243 wnm, ecam Kyndryl opobput 310 B
nUcbMeHHOW ¢Opme, 3KBUBANIEHTHOIO MO CYLLECTBY OTPac/eBOro CTaHAapTa, OTHOCALLeroca K
6e3onacHoi pa3paboTKe U LLenoykam NocTaBok).
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3.4 IMocraBiuk 06s3yeTcs 1o 3ampocy Oe3oriarateipHo npenoctauts Kyndryl xomuro ceprudukaros,
kotopsle [locTaBmumk 00s13aH MOMYyYUTh B COOTBETCTBHU ¢ Paznenamu 2.1 u 2.2 BhIme.

4, VA3BHUMOCTH B cHCTeMe 0€30MaCHOCTH
B HWKXCCIICAYIOICM TCKCTC!:

I/ICHpaBJIeH]{Ie OMMOKH O3HAYaeT O6HOBJ'I€HI/I$[, KOTOPBIC HCHPABJIAKOT OIIUOKH WK HCAOCTAaTKU B
IlocTaBiusseMbIx MaTepHaiax, BKIIro4as VAI3BUMOCTH B CHCTEME 0€30ITaCHOCTH.

Mepbl M0 NMPEAOTBPAILICHUI0 HEIraTUBHBIX nocJjieICTBUI 03HAaYaeT T00BIC U3BCCTHEIC CpE€aACTBa CHUXKXCHUA
WM IpC€AO0TBpAICHUS PUCKOB, CBAA3AHHBIX C VS3BUMOCTBIO B CHCTEME OC30IIaCHOCTH.

Ya3BUMOCTh B cucTeMe 0e30MaCHOCTH O3HAYaeT COCTOSHUE B IPOSKTUPOBAHUH, KOJUPOBAHUH, Pa3paboTKe,

peanu3anuy, TeCTUPOBAHUH, UCIIOIE30BAHUY, MOAICPIKKE, 0OCTYKHBAHUH WU yrpaBieHuu [locTaBisieMbMu

MaTepHaIaMy, IO3BOJISIONIEEe CTOPOHHEMY JIMILY OCYIIECTBUTH aTaKy JJIsl HECAHKIIMOHUPOBAHHOTO TOCTYIIA HITH

HCIIONIF30BaHMUS CUCTEMBI, BKIIFOUas: (@) MPOCMOTP, KOHTPOJIL WK HapylieHue pabotsl cuctemsl, (b) mpocMmoTp,

yaajeHue, "3AMEHEHNe WU U3BJIeueHNe JaHHBIX, WM (C) U3MEeHEeHue mpoduiei, mpaB A0CTyIa WK pa3pelieHuit

JUI TIONIb30BaTENe WM aIMUHHCTPATOPOB. YS3BUMOCTH B CHUCTeME OE30MacCHOCTH MOXET CYIIECTBOBATh

HE3aBHCHUMO OT TOTO, IPUCBOCH JiH eif uneHTudukarop B O6em nepeune yszsumocteil u puckos (CVE) mubo

B JpYyroil peHTHHIOBOM MM O(ULIHATBHOI KiIacCH(HKAIUH.

4.1 INocTaBuk 3asBISIET W TapaHTHPYET, YTO OH OyneT: (&) ucmons3oBaTh [lepemoBble OTpacieBble
MPaKTHKH OOHapyXeHHs YsA3BUMOCTeH B cucTeMe O€30MacHOCTH, BKJIOYas HEMpephIBHOE
CKaHUpOBaHHE 0E30MACHOCTH MPHIIOKEHUH CO CTATUYECKUM U JMHAMHUYECKAM aHaJIU30M HCXOJHOTO
KOJa, CKaHUPOBaHHE OC30MACHOCTH MPHIIOKEHHH C OTKPBITHIM HMCXOJHBIM KOJIOM, CKaHHpPOBAaHUE
ysi3BUMOCTEH cucteMm, u (D) obecrnieunBath cobmoaeHue TpeOOBaHUH HACTOSIIHX [10I0KEHHUT ¢ 1ETIBI0
MpeIOTBpAIICHUS, OOHAPYKEHHUS U YCTpaHEHHUs YS3BHMOCTEH B cCUCTeMe OE30MacHOCTH B COCTaBe
[ocraBnsempIx MaTepuasoB M Bo Bcex MWT-mpuioxeHusx, miathopMax u HHPPACTPYKTypax,
3a71ecTBOBaHHBIX [lOCTaBUIIMKOM MpU CO3JaHUM M TpeAocTaBieHHMH Yciuyr u IloctaBisieMbix
MaTepHasoB.

4.2 Ecin TlocTaBmmKy cTaHeT W3BECTHO 00 YS3BHMOCTH B CHCTEME OC30MAaCHOCTH B COCTaBe
[ToctaBnsieMbIX MaTepUaIoOB WK TOOBIX TakuX U T-nipunoxeHui, TiiaThopM Uil HHPPACTPYKTYP, TO
IMocraBuk o6s3an mpegocrasuth Kyndryl Hcnpasnenne ommOku w1 Mepbl 10O MPEIOTBPAIICHHUIO
HETaTHBHBIX ITOCIICIICTBHI JJISI BCEX BEPCHH M BHITYCKOB [l0oCTaBIsIEMBIX MaTepHaIOB B COOTBETCTBUU
¢ YPOBHIMH CepPhE3HOCTH U BPEMEHHBIMHI paMKaMH, YKa3aHHBIMH B HIDKCTIPHBEAEHHBIX TaOINIax:

YpoBeHb cepbé3HocTH*

DKCTpeHHas! yA3BUMOCTH B cHCTeMe §e30MacHOCTH — Y 3BUMOCTB B CHCTEME OE30I1acHOCTH,
TPEICTABIISIONIAst CO00M CepbE3HYIO0 U OTEHINAIBHO TIT00anbHy0 yrposy. Kyndryl mpucsauBaet craTyc
OKCTPEHHBIX YA3BUMOCTEH B CHCTEMe O€30I1aCHOCTH 110 COOCTBEHHOMY YCMOTPEHHUIO BHE 3aBUCHMOCTH OT
petituara CVSS.

Kputnyeckuii ypoBeHb — YA3BUMOCTH B cucteMe 6e30macHoCTH ¢ peitunroM ot 9 o 10,0 B CVSS.
Boicokuii ypoBeHb — YsI3BUMOCTB B crcTeMe Oe3omnacHocTH ¢ peiituarom ot 7,0 o 8,9 B CVSS.
CpenHuii ypoBeHb — YsI3BUMOCTB B cHcTeMe Oe30macHocTH ¢ peiituarom ot 4,0 o 6,9 B CVSS.

Hu3kuii ypoBeHb — Ys3BUMOCTB B cicTeMe Oe3onacHocTH ¢ peiituarom ot 0,0 10 3,9 B CVSS.

BpemeHnHbie pamMku

IKcmpenuwlil Kpumuueckui Buvicokui Cpeonuii Hu3skuii

4 OHA unu MeHbue no 30 gueit 30 nueit 90 nueit CornacHo
Ppeuenuio oupexmopa no IlepenoBoit
unpopmayuonnol OTpacieBo
bezonacnocmu Kyndryl MPAKTHKE
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* B mroboM cirydae, korna Y sI3BEMOCTH B cHcTeMe 0€30IacHOCTH elnie He nprcBoeH pedtiHr CVSS, TloctaBmmk
b

OyZIeT TNpUMEHSITh YPOBEHb CEpPBE3HOCTH, COOTBETCTBYIOIIMI XapakTepy H OOCTOSTENbCTBAM TaKOH

YSA3BUMOCTH.

4.3

4.4

4.5

Ecnmn VYsa3Bumocts B cucTeMe Oe3omacHOCTH oduIManbHO OOHapojgoBaHa, HO [locTaBmMK He
npenocrasun  Kyndryl HWcnpaeneHust omubox win Mepbl O HPESAOTBPALICHHUIO HETaTUBHBIX
nocnencTsuil, To IlocTaBIMK AOMKEH peanu30BaTh JOMOTHUTEIBHBIE TEXHHUUECKH OCYILECTBUMBIE
cpeacTBa 0€30MacCHOCTH, TO3BOJISIOIIUE CHU3UTh PUCKH, CBSI3AHHBIE C YSI3BUMOCTBIO.

Ecnn Kyndryl He ymoBnetBopena peakiueil ITocTaBimka Ha Kakykoo-THO0 YsI3BUMOCTb B CHCTEME
6e3onacHocTH B cocTaBe llocTaBnseMbIX MaTepuasoB WM JIIOOOTO MPUIOXKEHHS, IIaT(HOPMBI UIH
HH(PaCTPYKTYphI, YIOMSIHYTHIX BbIIIE, TO Oe3 yiuepba s moosix apyrux mpas Kyndryl TToctaBumk
JOJDKeH B Kpardaiimme cpokd opranmszoBats it Kyndryl obcyxkmenne naHHON mpoGieMsl
HEIOCPEeACTBEHHO ¢ Bumne-nmpesuaenTom IlocTaBimka MM paBHBIM MO JOKHOCTU PYKOBOAUTEIIEM,
OTBevaromuM 3a VcnpasneHue omuooxk.

ITpumeps! Ysa3BuMmocTeit B cucTeMe 0€30MacHOCTH BKIIFOUAIOT KO CTOPOHHEH (MPMBI MIIH OTKPBITHIN
WCXOJIHBIN KOJ Tociie npekpaiienus oociyxuBanus (EOS), xoraa s 3TUX THIIOB Koja OoJible He
BBIITyCKAIOTCSI UCTIPaBICHUS 0€30MMacHOCTH.
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Cmamua V\, /locmyn k Kopnopamueusim cucmemam

Ora CraThs npUMeHseTCs, ecu y coTpynHuKkoB [loctaBiiyka OyneT noctyn K jio6oi KopnopatusHoii cucreme.

1.
11

1.2

13

1.4

15

1.6

1.7

1.8

1.9

O0mme moJ0KeHust

Kyndryl 6yner pemats, mpemocTaBisiTh JIH COTpyIHHKaMm [lOCTaBIIMKA pa3pelieHHe Ha JOCTYM K
Kopnoparueubim cuctemam. Ec Kyndryl mact takoe paspemenue, IToctaBumk OymeT coOmomarh
TpeboBaHus HacTosAmed CTaThi U 00€CHICYHT MX COOIIOICHHE CBOUMHU COTPYTHHKAMHU.

Kyndryl 6ymer ompemensats cmocoObl mocTyma coTpyaHukoB IlocraBmmka k KopropaTHBHBIM
CHCTEMaM, BKIIOYasi BO3MOXKHOCTh IIOCTYIAa TaKWX COTPYIHHKOB K KoprmopaTwBHBIM cHcTeMaM C
Verpoiicts Kyndryl wiu TTocraBmiuka.

Cotpynnukam IloctaBiuka Oyaet pazpemén 1octyn k KopmopatuBHEIM cucTeMaM, MpUYEM TOJIBKO C
Ycrpoiicts, ¢ kotopeix Kyndryl paspemmut takoit A0CTYI, MCKIIOYUTENBHO JUIS IPEIOCTABICHHS
Yenyr. Corpyanuku [TocTaBimpka He HMEIOT IIpaBa MOJIb30BaThCS Y CTpoiCcTBaMH, ¢ KoTopsix Kyndryl
Pa3pemnT TaKOH AOCTYTI, ISl OKa3aHUS yCIyT JIIOOBIM IPYTUM (PH3HYECKAM I FOPUINICCKIM JTUIIAM,
PaBHO Kak Ui JocTyma K mo0sM U T-cuctemMam, ceTsaM, MPUIIOKEHHS BeO-caliTaM, CpeIcTBaM pabOThI
C DJIEKTPOHHOH IOYTOW, CpeACTBaM COBMECTHOH paboOThl M JPYrMM aHaJOTHYHBIM CHCTEMaM
[MocTaBuvka WM TPETHUX JIHIL JUIsI OKa3aHUs Y CIIYT WK B CBSI3U C HUMM.

Bo u3bexxanue pazHouTeHui: coTpyaHUKaM [locTaBumKa 3anpenieHo mojib30BaThes Y CTPOMCTBAMH, C
kotopeix Kyndryl paspeumr moctyn k KoprmopaTuBHBIM cuCTeMaM, B JIFOOBIX JIMYHBIX LEJISX
(mampumep, cotpyrmHukaM [locTaBIIpKa 3amperieHo COXPaHATh CBOM JIMYHBIC (haiiibl, B TOM YHCIC
My3bIKYy, BUAEO, (poTorpadmu M apyrue moAoOHble MaTepuaibl, Ha 3TUX YCTPOICTBax, a TaKxke
3aIpelIeHo MO0Ib30BaThCs IHTEpHETOM C TaKMX Y CTPONUCTB B JIMYHBIX LIEJISAX).

Cotpyauukam I[ocTtaBurika 3amnpeineHo komuposath Martepuansl Kyndryl, moctymasie mocpeactsom
KoprmopatuHo#i cuctemsl, 6e3 mpeaBapuTeabHOr0 mucbMeHHOro paspemerus Kyndryl (v vHu mpm
KaKuX 00CTOSTENhCTBAX HE pa3peliacTcsi KOMUpoBaTh Jro0bie Matepuaibl Kyndryl Ha mopraTuBHbBIC
yCTpoiicTBa XpaHeHWs, Takue Kak aucku USB, BHemHue XECTKUE AWCKU U JAPYTHUE MOJOOHEIC
MpeIMETHI).

[To 3ampocy IlocraBmmk 00si3yeTcs MOATBEPAUTH C YKa3aHWEM HMEH COTPYJHHKOB KOHKPETHBIC
KoprnopatuBHble CcHCTEMBI, K KOTOPBIM €T0 COTPYIOHHKAM pa3pemi€H JOCTYNl M K KOTOPBIM OHH
OCYUIECTBIISUIN JAOCTYII, 3a J1t000# ykazauusiii Kyndryl nepuos Bpemennu.

IMocraBiuk 06s3yetcs yBeaomisith Kyndryl B Teuenue asamiati ueToipéx (24) 4acoB o caydasix, KOraa
corpyanuk [locraBuuka ¢ noctynom k KoprnopaTuBHo# cucteme mpekpamaert: (a) Tpya0yCTpOHCTBO y
IMocrasmuka wiu (b) BbITONHEHME paboOT, JUIA KOTOPBIX HEOOXOAMM Takoi moctym. IlocTaBuiuk
o0s13yercst oka3biBaTh cozeiictrue Kyndryl mo HezameqnuTenbHOMY aHHYJIMPOBAaHHIO JOCTYIA JUIS
TaKUX OBIBIINX I TEKYIIHUX COTPYIHIKOB.

IMocraBmuk o0s3yercst HezamemmmTenbHO coobmate Kyndryl o mro0bix  (akTHUecKHX —HIIH
MpEeANoIaraeMbIX HHIMACHTaX B chepe GesomacHocTH (Hampumep, o motepe Ycrpoiicts Kyndryl wmu
[octaBumka a100 HECAHKIMOHHUPOBAHHOM JOCTYIHE K YCTPONCTBY HJIM JTaHHBIM, MaTepuajaMm WId
uHON wmHpopMalmu Jr000oro poma) u okaseBaTh Kyndryl copeiictBue B pacciemoBaHHM TaKuX
WHIUCHTOB.

[MocTaBuyKy 3ampenieHo pa3periaTh JOOBIM areHTaM, HE3aBUCUMBIM MOAPSIYUKAM U COTPYAHUKAM
CyOnoapaIuuKoOB JOCTYII K Jt00bIM KopriopaTBHBIM cucTeMaM 0€3 MpeaBapUTEIbHOrO MUCEMEHHOTO
cormacust Kyndryl; ecim Kyndryl mact Takoe cormacue, IlocTaBimk 00s3yeTcss yCTaHOBHTH
KOHTPaKTHbBIE 0053aTeNILCTBA ISl TAKUX JIUI] U UX COTPYTHUKOB IO COOIOACHUIO TpeOOBaHMIA TaHHOM
Cratby, Kak eciu Obl 3TH juila ObUTH coTpyaHukamu IlocraBimuka, u Oymer Hectu mepen Kyndryl
OTBETCTBECHHOCTH 3a JIIOOBIC NeHCTBUS U Oe3qeliCTBHIE TaKuX JIUI] U UX paboTomaTeiei B OTHONICHUH
Takoro goctymna Kk KoprnopaTUBHBIM cHUCTEMaM.

IIporpammHoe oGecneyeHne yCTPOHCTB
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2.1

2.2

2.3

2.4

3.2

3.3

[locTaBUMK MOPYYUT CBOMM COTPYIHHKaM CBOEBPEMEHHO YcTaHaBiauBaThb Bc€ IlporpamMmHoe
obecrieuenrie ycrTpoiicts, koropoe nmorpedyercs Kyndryl st opranmsanuu 6€30MacHOro J0CTyHa K
KopnopatuBaeiM cuctemam. IlocTaBUIKy W €ro COTpYJHHMKAM 3alpelleHO CO3JaBaTh MOMEXH Ui
paboTHI TAKOTO MPOTPAMMHOTO 00ECTICUCHHUS U PEATU3yEMBIX UM MEXaHU3MOB O€30IaCHOCTH.
[MoctaBomik W €ro COTPYOHHKH O0Os3yloTCs coOmonatk [IpaBuia HAcTpOHKH  YCTPOMCTB,
ycranoBnennbie  Kyndryl, u corpymaudates ¢ Kyndryl mo obecnedennto paboTOCmocoOHOCTH
MpOrpaMMHOro obecrieueHust B cootBeTcTBUM ¢ Hamepenusmu Kyndryl. B gactaoctu, TToctaBuimky
3ampeiieHo oO0XOOUTh MPOrpaMMHOE OJOKMpOBaHHE BeO-CAaliTOB M aBTOMAaTHYECKYIO YCTAaHOBKY
HCIIPABICHUH.

Cotpyauaukam [locTaBmyka 3amnpemnieHo UCroib30BaTh Y CTPOMCTBA, KOTOPBIMH OHH MOJB3YIOTCS TS
noctyna k KopnopaTuBHeIM cUCTEMaM, PaBHO Kak UX MMEHa II0JIb30BaTeIel U naposu Uit JOCTyIa K
YcTpolcTBaM | APYTYIO aHATOTHYHYIO HH(QOPMALIUIO COBMECTHO C JIIOOBIMH JPYTHMU JTHIIAMH.

Ecnmu Kyndryl paspemmr cotpyanukam IloctaBmmka goctynm kK KopHmopaTHBHBIM CHCTEMaM C
Yerpoiicts IloctaBumuka, IlocTaBumk 00s3yeTcsi YCTAaHOBUTH M BBINOJHATH HA 3THUX Y CTPOMCTBAax
paspemiénnyio Kyndryl onepannoHHyto cucTeMy M yCTaHABINBATH HOBBIC BEPCUH ITOH OIEPAI[MOHHOM
CHCTEMBI WJIM HOBYIO OIIEPAllIOHHYIO CUCTEMY B pa3yMHOE BpeMs [1OCJIE TIOTYYEHUs COOTBETCTBYIOLIUX
uHcTpykui Kyndryl,

Hanzop u cogeiicTeue

Kyndryl umeer 6e3ycioBHOE MpaBo OCYIIECTBIISATh MOHUTOPUHT U PeardpoBaHue Ha MOTCHIHAIbHbIC
YIPpO3bI BTOP)KEHUS U IPYTHE YTPO3bl B chepe KndbepOe30macHOCTH JIFOOBIMU BO3MOKHBIMH CITOCOOAMH
U3 JIOOBIX TOYCK U C MPUMEHEHHEM JIIOOBIX cpencTs, kotopbie Kyndryl coutér HeoOXomuMbIME HITH
HaJJICKAIMUMY, 0e3 TpeABapUTENFHOTO yBenomiieHus [locraBrimka, corpynHukoB [locTaBmmka u
unbx jun. Hanpumep, B pamkax gannoro npasa Kyndryl moxer B moboe Bpems (&) mpoBeCTH TeCT
6e3omacHocTH Ha JI000M YcTpoiicTBe, (D) ocyiecTBIATh MOHUTOPHHT, BOCCTAHOBJICHHE C TOMOIILIO
TEXHUYECKUX W MHBIX CPEICTB M TEPIIOCTPALMI0 KOMMYHUKAIIMK (BKIIFOUYasl HJICKTPOHHYIO MOYTY C
TOOBIX aIpecoB JICKTPOHHOM MTOYTHI), YUETHHIX TAaHHBIX, (GalIOB U IPYTUX HIEMECHTOB, XPAHSIINXCS
Ha JIIOOBIX YCTpoicTBax W IepemaBaeMbIX depe3 moObie KoprmopaTuBHbIe cHCTEMBI, U (C) TONXydYaTh
MOJIHBIE 00pa3bl JIOOBIX YCTPOWCTB, ChefdaHHble B wuHTepecax OezomacHoct. Ecmu  Kyndryl
noTpebyertcs coneiicteue [locTaBimka B peanu3aluy CBOUX Mpas, [locTaBIUK 0053yeTCs TOTHOCTHIO
M CBOSBPEMEHHO BBINMOJHATH 3anpockl Kyndryl mo okasanuto Takoro cozeiictBus (BKIIFOUasi, HAIpUMeEp,
3anpockl Ha OE30MacHy0 HACTPOMKY JIF0OOro YCTpOKMCTBA, YCTAHOBKY CPEJICTB MOHHUTOPUHTA WIIH
JIPYTOro MPOrpaMMHOT0 00ecIiedeHus Ha JII000e Y CTPOWCTBO, Mepenady CBEACHHN O COSMHCHUIX Ha
CHCTEMHOM YpPOBHE, YUaCTUC B IPUHATUU MEP PearpOBaHUs Ha MHIUACHTHI Ha JIIOO0OM Y CTPOICTBE U
npenoctasienue Kyndryl ¢usmueckoro moctyma K Jr060oMy YCTPOMCTBY Ul TONYYEHUS TTOTHOTO
o0pa3a B mHTEpecax 0E30MacHOCTH M B IPYTHX LENAX, a TAKXKE APYTHe aHAIOTHYHBIC M CBSI3aHHEIC C
STUM 3aIPOCH).

Kyndryl moxer orto3Bate moctyn k KopropaTWBHBIM cuUCTeMaM B JI000€ BpeMs JJisl JIF000ro
cotpynauka [TocraBmuka wim Bcex coTpyaHUKOB [locTaBumka 6e3 mpenBapuTeIbHOTO YBEIOMICHUS
IMocraBiiuka, MO0BIX cOTpyaHHKOB ITocTaBiuka u mpouunx jui, ecan Kyndryl 6yner monarats, 4ro
310 HeoOXoauMo st 3ammTel Kyndryl.

IIpasa Kyndryl se MoryT ObITh GIOKMPOBaHBI, YMEHBIIICHBI HJIH OTPaHHYCHBI B JTF0001 (opMe KaKHMHU
051 TO HU OBLTO TTONOKeHUsIMHU JlokyMeHTa o TpaH3akuum, CBI3aHHOTO 0a30BOTO COTIIAIICHIS MEKIY
CTOpPOHAMH WM JIO0Or0 IPYroro COTJalieHUs MEKAYy CTOPOHAMH, BKIIOYAs JIIOOBIC TOJOXKCHHUS,
TpeOylole pa3MelIeHUs] JTaHHbIX, MaTepHaloB M Jpyrod MHGOpManuu ro00ro pojpa TOJBKO B
OTIpeIeIEHHOM MecTe (MJIH OMpeACIEHHBIX MECTax) MM TpeOyrolye, YTOObI JOCTYII K TAKUM JaHHBIM,
MaTepHaiaM U HHOW WH(POPMAIIMH OCYIIECTBIIICS TOJIBKO JIUIAMH, HAXOSIAMHUCS B ONPEACIEHHOM
MecTe (MM OTpeeIEHHBIX MECTax).

YerpoiictBa Kyndryl
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4.2

4.3

4.4

Kyndryl coxpansier npaBo cobctBeHHocTr Ha Bee Ycrpoiictea Kyndryl, mpudem IocTaBuiuk 6epér Ha
cebd pUCK MOTepu YCTPONCTB, B TOM YHUCIIE€ BCIEJICTBUE XMILUEHHS, BaHIalU3Ma MM XaJaTHOCTH.
IMocraBimuk He OyaeT BHOCUTH U JIOMYCKAaTh BHECEHHUE JTIFOObIX M3MeHeHuil B Ycrpoiictea Kyndryl 6e3
npeABapUTeNbHOr0 mnHuchbMeHHOro coryacusi Kyndryl, mpu sToM wu3MeHeHueMm cumTtaercs Jr000e
W3MEHEHHE YCTpPOWCTBa, BKJIIOYAs JIF00OE W3MEHEHHE MPOTPaMMHOTO OOCCIICUCHHS, MPYIIOKEHHIA,
JIIEMEHTOB  0€30MacHOCTH, KOH(uUTypamuu Oe30macHOCTH, (H3MUYECKOH, MEXaHHYeCKOH WIH
3JIEKTPUYECKON KOHCTPYKIIHN Y CTPOMCTBA.

IMocraBiuk 00s3yetcst BepHYyTh Bee Ycrpoiictea Kyndryl B Teuenue 5 pabounx qHeit ¢ MOMEHTA, KOTIa
MPEKPATUTCS MOTPEeOHOCTh B 3TUX YCTPOMCTBAaX JUIs OKasaHus Yciuyr, W 1o 3ampocy Kyndryl
OJHOBPEMEHHO C 3THM YHHYTOKUTH BCE JaHHBIC, MAaTEPHAIBl M IPOUYI0 HH(OPMAIINIO JTI000T0 posa
Ha JTHX YCTpOWCTBax, HE COXpaHss konud W cueayda llepemoBodl oTpacieBOi NpakTHKE IO
YHHYTOXKCHHIO TAKUX JaHHBIX, MATEPHAIIOB U IIpouei nH(opMaruu. [locTaBmuk 00s3yeTcs yakoBaTh
1 BepHYTh YcTpoiictea Kyndryl B ToM e cOCTOSIHUE, B KOTOPOM OHHU ObLTH J0CTaBIeHbI [I0CTABIIKKY,
3a HCKIIFOYEHHEM Pa3yMHOTO €CTECTBEHHOTO M3HOCA, 3a CBOM cUET mo anapecy, ykazannomy Kyndryl.
Hespimonnaenune [loctaBmmkom Tr00bIX 003aTeIbCTB, IPEIyCMOTPEHHBIX Pazienom 4.2, mpencTaBiuseT
co0oif CylIecTBEHHOE HapylneHHe yciaoBuil JlokymeHTa mo TpaH3akiui W COOTBETCTBYIOIMICTO
0a30BOr0 COTJIAIICHUSI M BCEX NPYTHX CBA3aHHBIX COINIANICHHHA MEXIy CTOPOHAMH, C IIOHUMAHUEM
TOTO, YTO COTJIAIIEHUE CUUTAETCS «CBA3AHHBIMY», €CIIM JOCTYyN K Jro6oil KopmopatuBHoii cructeme
o0ecrieunBaeT BO3MOXKHOCTh BBIMONHEHHUA [locTaBIIMKOM 3ajady M JpYyrdx padoT MO 3TOMY
COIIalIECHUIO.

Kyndryl 6ymer npemocrasisars momaepxkky mo Ycrporicteam Kyndryl (Bxiirouast ocMoTp Y CTpOICTB,
mpoQIIaKTHIECKOe 00CTyXUBaHHEe M peMOHT). [loctaBmuk 00s3yercss Ge30TinaraTenbHO COOOmATh
Kyndryl o notpe6HOCTH B peMOHTE.

B oTHOmIEHMHM MpOrpamMMm, KOTOpbIe MpUHAIIexkaT Wik juiensupyores Kyndryl, Kyndryl
npenocrapisieT llocTaBUMKy BpEMEHHOE IMPaBO MCIOJb30BaTh, XPAaHUTh M JI€laTh JTOCTATOYHOE
KOJIMYECTBO KOMHUHU IS IOJAEPKKH pa3periéHHoro ucmons3oBanus Yerpoiicts Kyndryl. ITocTasmuk
HE WMEeT IpaBa IepenaBaTbh MPOTPaMMBI KOMY OBl TO HH OBLIO, KONHPOBaTh HH(OpMANIHIO O
JUIEH3USX, a Takke JAM3acceMONMpoBaTh, JEKOMIMIMPOBAaTh, OCYLIECTBIATH  OOpaTHOE
MIPOEKTUPOBAHUE HIIM UHBIM CIIOCOOOM MPeoOpa3oBbIBATH JIFOObIE TPOTPaAMMBI, KpOME ClIydaeB, KOTAa
9TO MPSAMO Pa3pelieH0 MPUMEHUMBIM 3aKOHOM 0e3 BO3MOXKHOCTH OTpaHHUYeHUs STHX JCHCTBUU B
JIOTOBOPHOM TIOPSIZKE.

OO0OHoOBJIEHHE

Be30oTHOCHTENBHO JTFOOBIX MPOTHBOPEUAIIHX 3TOMY MOJ0KeHui B JIokyMeHTe 10 TpaH3aKIMU WK B
JIPyroM 6a30BOM COTJIALIEHHH MEKITY CTOPOHAMH, [0 MUCBMEHHOMY yBeIoMiIeHu o [TocTaBuimka u 6e3
HEeoOX0AMMOCTH ToNyYaTh cornacue [loctaBumka, Kyndryl mMeer mpaBo oGHOBIIATE, MOTOIHSTE U
IPYTEMH CIIOCOOAMH  HM3MEHSTh HacTosmryto CTaTeio [isl BBITOJHEHWS JFOOBIX TpeOOBaHHMIA,
MpPENyCMOTPEHHBIX MPUMEHAMBIM 3aKOHOM HJIH 00A3aTENIBCTB TMepesl 3aKa3unKaMHu, s OTPaKeHUs
1000r0 pa3sBUTHS MEPEOBON MPAKTUKU B cepe Oe30IMacHOCTH, a TAKKE B IPYTHX CIyYasX, eCiu
Kyndryl mocuurtaet, 4o 310 HE0OX0MMMO AIs 3aIuThl KopropatuBHeix cucteM uimu Kyndryl.
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Cmamua V1|, /lononnenue nepconana

Hannas CtaThs IPUMEHSETCS B CIydasix, KOrJa coTpyJHUKH [locTaBiyKa mocBsIanT B cBoe pabouee BpeMs
npenoctasiaennio Ycnyr kommannu Kyndryl, okassiBast 3t yenyru B momemiennsx Kyndryl, momemenusx
3aka3yMka WM M3 CBOEr0 J0Ma, MOJb3ysiCh HCKIouYnMTenbHO YcrpodictBamu Kyndryl st goctyma k
KopnopatuBHbIM cricTemam.

11

1.2

1.3

1.4

1.5

1.6

1.7

Hoctyn k Kopnoparususim cuctemam; cpeast Kyndryl

[ocTaBuik MMeeT MpaBO OKA3bIBAaTh Y CIYTH TOJBKO ITyTEM aocTyma kK KoprmopaTuBHBIM cucTeMaM ¢
MTOMOIIBIO Y CTPOMCTB, IpeI0CTaBIeHHBIX Kommanuen Kyndryl.

[MocraBumk o6s3yercst codbmomats monokennss Ctaren VI (Jloctyn k KopropaTHBHBIM CHCTEMaM) B
OTHOLIEHUH Jr000ro focTyna k KoprnopaTuBHbIM cUCTEMAaM.

IMpenocrasnennsie komnanueit Kyndryl ycrpoiicTa npeactaBisror co6oit eqMHCTBEHHBIE YCTPOHCTBRA,
KOTOpEIMU [IOCTaBIIMK M €T0 COTPYAHUKH MOTYT MOJIB30BAaThCS [UISl MIPEJOCTABICHUS Y CIIyT, IPUIEM
OHH MOTYT HCIOJB30BAThCS HCKIIOYUTENHHO [lOCTaBIIMKOM M €ro COTPYOHHKAMH M TOJBKO JUIS
npenoctapieHust Y cnyr. Bo n30exxaHne pa3HOUTCHHH, HU MPH KaKKX 00CTOATEeNbCTBaX [locTaBIUKy 1
€ro COTpyIHUKAM He pa3peliacTcs MoIb30BaThCs APYTUMH YCTPOHCTBAMHU JJIs OKa3aHUs Y CIyT, paBHO
Kak 1moJis30BaThes YcrpoiictBamu Kyndryl B maTepecax mro0bIx qpyrux 3aka34ukoB [ocTaBIIMKA HITH
B JIFOOBIX [EISIX, OTIAMYHBIX OT MpeaocTaBieHus Y cayr kommanun Kyndryl.

Corpynuuku IlocraBiumka, nonesytomuecss Ycrpoiicteamu Kyndryl, moryT nepenaBate Matepuais
Kyndryl apyr npyry u coxpaHsaTh Takue MaTepuaibl Ha YcrpoiictBax Kyndryl, omHako Tonbko B
OTpaHHMYCHHOM 00BEME, B KOTOPOM TaKHE Iepeaada H XpaHeHHe HEOOXOANMBI IS OKa3aHus Y CIIYT.
3a MCKIIOYEHHEM Takoro xpanenusi Ha YcrpoiictBax Kyndryl, TToctaBumky u €ro coTpyaHAKaM HH
NP KaKuX 00CTOSATENBCTBAX HE paspelaeTcs yaanaTs aroobie Martepuanst Kyndryl u3 pemosutopues,
cpen, nHCTpyMeHTOB 1 uHpactpyktypsl Kyndryl, rae onn xpansrcs komnanueit Kyndryl.

Bo u3bexanue pasHoureHuit: [locTaBIIMKY M €ro COTpYIHUKaM 3arperniaeTcs MepeMeniaTh Joobie
Marepuaner  Kyndryl B 15i00ble  pemo3uTopuu, Cpefibl, HHCTPYMEHTBI WM UH(PACTPYyKTypy
INocTaBuyka, paBHO Kak B JIFOObIE ApyTue CUCTEMBI, IIaThopMsbl, ceTd IlocTaBiyka u ToMy I0A00HOE,
6e3 npeaBapuTeabHOrO MUcbMeHHOro coracust Kyndryl.

Cratpst VI (Texaudeckue u opraHu3aimoHHbIe Mepbl, O0mas 6e30MacHOCTh) He PacpOCTpaHsIeTCs
Ha Ycmyru [locTaBmuka B CHTyaIusx, Koraa cotpyaauku [locTaBmomka mocBsmaioT Beé cBoe pabodee
BpeMs mpemoctaiernto Ycuyr kommanuu Kyndryl, okassBast st Yeayru B nmomemtenusx Kyndryl,
MOMEIICHHUSIX 3aKa34ynKa MM U3 CBOETO I0Ma, IOJIb3YsCh HCKITIoUnTeIpHO YetpoiictBamu Kyndryl ams
noctyna k KopmnopaTtuBHbeiM cuctemaM. B unubIX cnyuasx Crates VIII mpumenserca k Yciyram
TTocTaBmuka.
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Jannas CtaThst mpUMEHsETCS B clTydasx, korja [locTaBmuk nmpemocrasiset moobie Y cinyru wiu [locraBiseMbie
marepuaibl komnanun Kyndryl, 3a uckmouennem cutyanuii, koraa y IloctaBuiyka mpu Ipe0CTaBICHUH TAKUX
VYenyr u TloctaBiasieMbix MaTepuanoB ecTh moctyn Tonbko K JIKM Kyndryl (to ects, [loctaBumk He Oymer
O6pabarsiBath HuKakue apyrue Jannsie Kyndryl u e GymeT pacmonarats g0CTymnoM K ApyruM Marepuaiam
Kyndryl wm KopmopatuBabiM cucremam), Ycayrum wu  IloctaBiseMble Marepuansl  IlocTaBIinka
orpaHnuMBarTCA Toabko mpenoctaBieHuneM Kyndryl Jlokansaoro ITO wam IlocTaBuivK MpeaocTaBiseT BCe
VYenyru u IlocraBisiemble MaTepuaibl 10 MOJEJM JOIOJIHEHUS [I€pCOHala, Ha KOTOPYIO PaclpOoCTpaHseTcs
Crates VI, Brimrouast e€ Paznen 1.7.

[MocraBumk 00s3yeTcs cobmonaTh TpeOoBaHUs NaHHOW CTaThy M TeM caMbIM 3alUTHThL: (&) Marepuaibl

Kyndryl ot motepu, yHHYTOKEHHSI, K3MEHCHUS, HEMTPEIHAMEPSHHOTO UJIH HECAHKIIMOHUPOBAHHOTO PACKPHITHS,

HENpeHaMEePEHHOT0 WM HecaHKIHOHMpoBaHHOro pocryma, (D) Hdanueie Kyndryl or HempaBomepHoit

Oo6padotkn u (C) Texuomormm Kyndryl ot nempaBomeproro Ob6pamienus. TpeGoBanust maxuoi CraThu

pactpoctpanstorcss Ha Bce UT-mpunoskenumsi, mmatdopmsel u HHOPACTPYKTYPY, OKCIUTyaTHPYEMBIC WM

ynpaeisiemble [locTaBmmkom mpu npepoctaBieHuu [locraBiseMbix MatepuaioB U Ycinyr u OOpallleHuu C

Texuonmorusimu  Kyndryl, Bxmrowass Bce cpemsl pa3pabOTKHM, TECTHPOBaHMsS, XOCTHHIA, MOJJICPIKKH,

AKCIUTyaTalll! ¥ IIEHTPOB 00pabOTKY TaHHBIX.

1. I[MpaBuna 6e3omacHOCTH

1.1. [TocraBmwk OyaeT MOAEP)KUBATEL H COOJTIOIATH TIOJTMTHKY U TIPAaKTHIECKUEe MeTo bl oOectieueHus WUT -
0€30IacHOCTH, KOTOPBIE SBJLFOTCS HEOTHEMIIEMOH JacThIo esiTeIbHOCTH [locTaBmmka, obecrieunBast
ux o0s3aTenbHOE BEITONHEHHE BceM [lepconamom [locrtaBmmka B coorBeTcTBHH ¢ [lepemoBBIMU
OTpPAaCIIEBEIMH MTPAKTUKAMH.

1.2. [ocraBmwk OyaeT mepecMaTpHBaTh CBOIO IMONMTUKY W MeTonnl obecnieuenns UT-6e3omacHocTH Kak
MUHHMYM pa3 B TOJ ¥ BHOCHTE B HUX JIOTIOJTHCHHUS U IPaBKH, HEOOXOIMMEIE, 110 MHEHHIO [locTaBimika,
1t 3armuTel Marepuanos Kyndryl.

1.3. [ocraBmwk OyzeT coOMOIAaTh M BEITOMHATE CTAaHAAPTHBIE 00s3aTeIbHBIC TPEOOBAHUS B OTHOIICHUU
MPOBEPKHU JaHHBIX IPU TPYIOYCTPOHCTBE BCEX HOBBIX COTPYAHUKOB U PACIIPOCTPAHSTD JEHCTBHE TAKIX
TpeOboBanuii Ha Bech llepconan [locraBmmka W Bce HAaxXOIMIMECS B IOJNHOH COOCTBEHHOCTH
[NocraBmika moyepHHEe KOMIAHUH. DTH TpeOOBaHUS JOJDKHBI BKIIOUATh MPOBEPKY HAa HaIUYHE
CYIMMOCTEH, B TOM 00BEME, B KOTOPOM 3TO Pa3pelieHO MECTHBIM 3aKOHOIATEIBCTBOM, MPOBEPKY
MOJUTMHHOCTHY YAOCTOBEPECHHUS TMYHOCTHU U JIOTIOJHUTEIBHBIC IPOBEPKH 10 yeMoTpeHuto [locTapuruka.
[MocTaBuyiK TOHKEH MEPUOTUYECKH IMOBTOPSTH U IIEpeCMaTpPUBaTh TPEOOBAHUS, KOTOPBIE OH COYTET
HEOOXOAUMBIMH.

1.4. [ocTaBuIMK TOMHKEH €XKEroAHO MPOBOAUTH ISl CBOMX pAaOOTHUKOB 00yUYeHHE B 00JacT 6€30MacHOCTH
Y 3aIUTHl JAHHBIX U TPeOOBATh, YTOOBI BCE TaKUE PAOOTHUKH KAX/IBIH TOJ TOATBEPKIAIH, YTO Oy IyT
COOJTIOIaTh PaBUIIA STHYHOTO JIEJIOBOTO MOBeIeHUs [locTaBIuKa, TONMATHKH KOH(DUACHIIMATBHOCTH U
0€30MacHOCTH, YCTAaHOBJICHHBIC B MPaBUJIax MoBeacHus [locTaBIiKa M B aHATOTUYHBIX TOKYMEHTaX.
[MocTtaBuwik 00s13yeTcsl MPENTOCTABUTh COTPYJHHKAM C AJIMHHUACTPATHBHBIM JOCTYIIOM K JIFOOBIM
koMroHeHTaM Ycnyr, IlocraBnsiemMbix MarepuaioB wiu Marepuanos Kyndryl momonauTensHoe
o0yueHme, Kacarolieecs MOJIUTHKU B TIPOIIECCOB, KOTOPOE COOTBETCTBYET POJIM ATHX JIUI] B OKa3aHUH U
noanepxke Ycuyr, [loctapisembix MatepuanoB 1 Marepuanos Kyndryl, Hackonbpko 310 HE06X0AUMO
JUTSL TIO/IJICPIKaHUS COOTBETCTBHUS TPEOOBAHMSIM M COXPAHEHHS CEPTH(HUKATOB.

1.5. [MocraBumk 00s3yercst paspaboraTh Mephl oOecTicueHHst 0e30MacCHOCTH W KOH(PHICHIIMATLHOCTH IS
3aIlIUThI U o0ecrieueHus qoctymHoctd Marepuasios Kyndryl, Bximouas peanusanuto, 00ciTy)KUBaHHE U
COOJIFOJICHUE TOJNIMTHK ¥ TMPOIEAYP CO BCTPOSHHBIMH CpEICTBAMH oOecrieyeHus 0e30MacHOCTH U
KOH(UICHIINATBHOCTH, 3AIMUINEHHOE MPOSKTHPOBAHKUE U 3aMIUIIEHHBIC OMEPAIMH, IS BCeX Y CIyT U
[MocTaBmsieMbIX MaTepHaioB, a Takke Wit Becex BuaoB Obpaienus ¢ Texunomorusamu Kyndryl.

2. Hapymenus be3onacHocTn

2.1, [MocraBomk OynmeT mMOANEPKUBATH H  COONIONATh JTOKYMEHTAIBHO O(GOPMIICHHYIO MOJUTHKY
pearnpoBaHusI Ha HapyIIeHUs 0€30IIaCHOCTH, COOTBETCTBYIONIYIO [Iepe1oBBIM OTpacieBBIM MpaKTHKAM
B OTHOIICHUH HApYyIICHUI KOMITBIOTEPHOI O€30MacHOCTH.
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2.2.

2.3.

2.4.

2.5.

2.6.

(@)

(b)

(c)

[ocTaBmuik JOMKEH paccieoBaTh HEABTOPU3OBAaHHBIA [OCTYH WM HECAHKIMOHWPOBAHHOE
ucnons3oBanne Marepuanos Kyndryl, a taxke pa3paboTaTh ¥ HCIOIHATH COOTBETCTBYIOIIMM ILIAH
pearupoBaHusL.

[NocraBumk 06sa3yeTcst O6e3omnarareiabHO (M MpU JIOOBIX OOCTOSTENHCTBaX B mperenax 48 dacos)
yBegomisite Kyndryl o nro0bIx cTaBHIMX €My H3BECTHBIX Chydasx HapymieHuil 6e30macHOCTH.
IMocTaBiuk 06s3yeTCs MPEeIOCTaBUTh Takoe yBeaomieHue uepes mopran Kyndryl Global Procurement
Support Portal mo ampecy https://www.kyndryl.com/procurement/procSupport/. TlocraBmmk
obs3yercst mpemoctasisite Kyndryl mo pasymuHomy 3ampocy HHGOPMAIMIO O TaKHX HApYIICHUSIX
0e3omacHOCT M cTaryce JoObix aedcTBuil I[locTaBiiMka MO yCTpaHEHWIO TMOCIEACTBUI U
BOCCTaHOBJIEHUIO paboTocrocobHoctu. [IpuMepoM pa3yMHO 3ampoIIeHHOW HHPOPMAUU MOTYT
CIIY’)KUTh KypHaJbl TPUBHUICTHPOBAHHOTO, aJMHUHUCTPATUBHOTO M MHOTO JIOCTyma K YCTpoicTBaMm,
CHUCTEMaM WJIN TIPUIIOKEHHSIM, U300paKeHHs Y CTPOICTB, CUCTEM U MPUJIOKEHUH, CIeTaHHbIC B LENSIX
0€30IacHOCTH, U JPYTUe aHAJOTHYHBIC MaTepHallbl B 00bEME, B KOTOPOM OHU MMEIOT OTHOIIICHUE K
HapylIeHHWI0 WM K jAedcTBusM [locTaBuipka Mo yCTpaHEHHWIO MOCIEACTBUH W BOCCTAHOBIICHUIO
paboTOCIOCOOHOCTH.

IMocrasmuk o6s3an okasate Kyndryl pasymuoe copeiictBue B BhIMOMHEHHH 00s3atenbets Kyndryl,
apdumupoannbix komnanuii Kyndryl u 3aka3umnkoB (a Takke ux apQUIMPOBAHHBIX KOMIIAHUN U
3aKa3YMKOB), YCTAaHOBJICHHBIX 3aKOHOM (BKIIOYAs 00s3aTENHCTBA MO YBEIOMIICHHUIO PETYJIHPYIONIIX
opranoB uwiu CyobekToB [lepconanbHbIX JlaHHBIX), B oTHOIICHNH HapyieHus 6e30macHoCTH.
[MoctaBuwk 06s3yeTCst He UHPOPMHUPOBATH U HE YBEJIOMIIATH KAKHX OBl TO HU OBLIO TPETHHX JIUII O TOM,
yro Hapyiienue Ge3omacHoCTH NPsIMO MM KOCBeHHO cBsizano ¢ Kyndryl nmu ¢ Matepuanamu Kyndryl,
6e3 mnuceMmenHoro paspenrenuss Kyndryl wim HeoOX0mMMOCTH COONMIOACHHS 3aKOHOAATEIBHBIX
tpeboBanmii. [locraBimmk o6s3an mpemoctasiste Kyndryl mrcbMeHHOE yBEIOMIIEHHE MEpes
pacrpocTpaHeHHEM YBEIOMIICHHH, TPeOyeMbIX B COOTBETCTBHH C 3aKOHOHATENBCTBOM, IFOOBIM
TPETBUM JIMIaM, €CIIH TaKO€ YBEIOMIICHHE MOXKET IPSMBIM UM KOCBEHHBIM 00pa3oM INPHBECTH K
unentudukamu Kyndryl.

B cirygae Hapymienns 6e30macHOCTH, BEI3BAHHOTO HapyIIeHHeM [locTaBIiKoM JITOOBIX 0053aTEIBCTB,
MIPEIyCMOTPEHHBIX HACTOSIMMA [1os10KeHUIMH

[TocTaBuwK HECET OTBETCTBEHHOCTH IO OIIATE BCEX CBOMX PACXOJIOB, a TAKXKe (DAaKTHUCCKUX PACXOJIOB
Kyndryl o mampaenenuio yBemomienuit o HapyireHusx 6€30MacHOCTH B PEryIMPYIONIHE OPraHbl,
OpraHbl TOCYIapCTBEHHOW BJIACTH, OTpaciieBbIe OPraHbl CaMOpPETYJIMPOBAHHUS, CPEICTBA MAaCCOBOM
nHQopMarmu (eciaM Takas OOSI3aHHOCTH TNpeAaycMoTpeHa 3akoHoM), CyObektam IlepcoHambHBIX
JlaHHBIX, 3aKa34unKaM M IPOYHMM JIHIIAM,

mo 3anpocy Kyndryl ITocraBiuk 06s3yeTcst Co3IaTh U comepkaTh 3a c4ET ITocTaBIIMKa KOHTAKTHBIN
LEHTp, MpeAHa3HAYCHHBIA ISl MPEIOCTaBICHUs OTBETOB Ha Bompockl CyObekToB IlepcoHambHBIX
Hannpix o Hapymenun 6e30MmacHOCTH U €ro MOCIEICTBUSAX B TeueHue | roja ¢ JaThl yBEJOMJICHUS
CybnexktoB Ilepconanpubix Jlanubix o Hapymenun 0€30mMacHOCTH WM B COOTBETCTBHUH C
TpeOOBaHUAMHU MTPUMEHUMOIO 3aKOHA O 3allUTE AaHHBIX, B 3aBUCUMOCTH OT TOTO, YTO MPENOCTaBISIET
6onee obmmpHyto 3amuty. Kyndryl u ITocraBiuk o6sS3yIOTCS COBMECTHO paboTaTh HAJ CO3JAHHEM
CLIEHApHEB U JPYTUX MaTepPHalioB, KOTOPBIE OyIyT HUCMOJIB30BAThCA pAOOTHUKAMH KOHTAKTHOTO LIEHTpPa
JUTS TPEIOCTABIICHUSI OTBETOB Ha 3ampochl. Bo3MOXEH Takke APyroil Bapuaut, mpu koropom Kyndryl,
MHUCbMEHHO yBeIOMHUB [locTaBIIMKa, MOXKET CO3AaTh U COJEPKATh CBOM KOHTAKTHBIA LIEHTP BMECTO
IMocraBimuka; B 3ToM ciydae IloctaBumk o0s3yercst Bosmectuth Kyndryl dakrtuueckne pacxomsl,
nonecénnnie Kyndryl B cBsizu ¢ co3manueM U 00CTyKHBAHHEM TaKOTO KOHTAKTHOTO [ICHTPA, U
IMocrasimuk o6s3yercst Bosmectuth Kyndryl dakruueckue pacxopl, monecéuubie Kyndryl B cBsizu ¢
MPEeIOCTaBICHUEM YCIIYT KPeIUTHOIO MOHUTOPHHTA U BOCCTAHOBJICHUS KPEJJUTHOW UCTOPUH B TEUCHHUE
1 rona ¢ maThl yBeIOMIICHHSI JIUII, 3aTPOHYTHIX HAPYIIEHHEM 0€30MaCHOCTH U 3apeTUCTPUPOBABIIMXCS
JUIS TIONMY4YeHUs TakuX yciyr, o Hapymennu 0e30macHOCTH, UM B COOTBETCTBHH C TpeOOBaHUSMHU
OPUMEHUMOTO 3aKOHa O 3allUTe JaHHBIX, B 3aBHUCHMOCTH OT TOTO, YTO INPEJOCTaBisAeT Oolee
OOIIMPHYIO 3aIIUTY.
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3.1

3.2.

3.3.

3.4.

3.5.

4.1.

4.2.

4.3.

duznyeckas 6e30MaCHOCTH H KOHTPOJIb BX0Aa (B HIDKeCIeayromeM Tekete «O0BEeKT) 03HadaeT
¢usnueckoe MecTo, B kKotopom I[TocTaBuiuk pasmeriaet u obpabarsiBact Matepuanst Kyndryl u
OCYIIECTBIIAET JOCTYI K HIM).

[ocraBumk OyaeT NPUMEHATh HaAJEKallue Mephl KOHTPOJIA (U3UYECKOrO BXOJa, HAIpUMeED,
3arpakIAeHus, MyHKTHI BXOJa C JOCTYIIOM IO KapTO4KaM, KaMephl CIEKEHUS U CIyXKObl perucTpanun
MOCETUTENEH, IS 3aIUTHI OT HECAHKIIMOHUPOBAaHHOI'O MPOHUKHOBEHHS HA OOBEKTHL.

INocTaBuk JOMXKEH TpeOOBaTh pa3pelleHHs aBTOPU30BAHHBIX JUI Ha JOCTyn Ha OOBEKTHl U B
KOHTPOJIUpPyEMBbIE 30HbI Ha cBOMX OOBbeKTaX, BKIIOUask BPEMEHHBIN JOCTYI, U OTPaHUYMBATD JOCTYII B
3aBUCHUMOCTU OT JOJDKHOCTM M clyxeOHoil HeoOxomumoctu. JI060il moceTuTens, KOTOPOMY
INocTaBuk NpemoCcTaBIseT BPEMEHHBIH MAOCTYIN, MJOJDKEH HaxoauTbcs Ha OObekTe HIUM B
KOHTPOJIUPYEMBIX 30HaX TOJIBKO B COMPOBOXKCHUU aBTOPU30BAHHOTO COTPYTHUKA.

INocTaBuyK KOMHKEH BHEAPUTH (PU3UUECKHM KOHTPOIb JOCTYIA, BKIIOYast MHOTO(aKTOPHBIE CPEICTBA
KOHTpOJIS, B COOTBETCTBUH ¢ [lepeioBBIMU OTpacIeBbIMU MPaKTUKAMU, YTOOBI HAJICKAIIM 00pa3oM
OTpaHHUMBATH JIOCTYI B KOHTPOJMpPYEMBIC 30HBI B Ipeaenax OOBEKTOB, a TaKKe JOMKEH BECTH
JYPHaJbI BCEX MOIMBITOK BXOJa U XPAHUTh TaKHe XKypHAJIBI 10 KpaitHel Mepe B Te4eHHE OJJHOTO rofia.
INocTaBuMK MOMKEH aHHYIMPOBaTh A0CTyn Ha OOBEKTHl M B KOHTPOJNMpPYEMbIE 30HBI B Ipereax
OGBeKTOB () MOCIIE YBOJIBLHEHHs aBTOPH30BaHHOTO coTpyanuka IToctasimuka wiu b) moce toro, kak
y aBTOPH30BAaHHOTO cOoTpynHHKa [locTaBImuka ucde3HeT 000CHOBaHHAS HEOOXOAUMOCTh JUI JOCTYTIA.
[TocTaBuMK AOMMKEH CIIEIOBAaTh JOKYMEHTAIBLHO O(OPMIICHHBIM IPOLEAYpaM YBOJIBHEHHS, KOTOpPHIC
BKJTIOYAIOT HEMEIJICHHOE YIAJCHHE YBONBHSICMBIX M3 KOHTPOJBHBIX CIHCKOB JOCTYNa M BO3BpAT
3JIEKTPOHHBIX MPOITYCKOB.

[locTaBumwik NOMKEH NPUHUMATH MpeAyNpeaUTeIbHBIE MEphl JUIS 3aluThl Bcel  (u3mueckoit
HHOPACTPYKTYpPbI, HCIOAB3yeMOH Ui MOommepkku Ycimyr U IlocTaBisieMbIX MaTepuanoB M IS
Oo6pamenus ¢ Texnonorusimu Kyndryl, ot yrpo3 okpy»karorieii cpezibl, IMEIOLIMX KaK €CTECTBEHHYIO,
TaK W aHTPOIIOTEHHYIO MPUPOLY, TAKUX KaK aHOMaJbHO BBICOKAs TEMIIEpaTypa OKpYXKaromel cpelsl,
Mo>kap, HABOJHEHHUE, TIOBBIIIEHHAS BIAXXHOCTh, KPayka M BaHIATIH3M.

KouTtpoas 3a 1ocTynom, BMelIaTeJIbCTBOM, Nepeayeil U pa3esieHneM 00si3aHHOCTel
IMocTaBumk OyaeT MONEPKUBATH JTOKYMCHTAIBHO IOATBEPKIACHHYIO apXUTEKTYpy O€30MacHOCTH
ceTelf, KoTopbiMu [locTaBmMK yIpaBiseT B Imporecce padoTHl HAX YCIyram, NperoCTaBICHHUS
IMoctaBnsiempix MmarepuanoB u OOpamenus ¢ Texuomormsimu Kyndryl. TloctaBumk moimkeH
HE3aBHCHMO TIPOBEPSATH TaKyl0 apXUTEKTypy CETell W TpeNIpHHUMATh MEpHI, HAIPABICHHBIC Ha
MpeIOoTBpaIlcHHE HECAHKIIMOHMPOBAHHBIX CETEBBIX COCAMHECHHH C CHCTEMAaMH, MPHIOKCHISIMH U
CETEeBBLIMH YCTPOMCTBAMHM, UL OOECIICYCHUSI COOTBETCTBUS CTaHAApTaM Oe30MacHOW CEerMEHTAIlHH,
W30IIIMA W MHOTOYpPOBHEBOH 3amuThl. [I0CTaBOIMKY 3ampemieHO HCIONB30BaTh OCCIPOBOIHEIC
TEXHOJIOTHHA B CBSI3M C XOCTHHTOM H TPENOCTAaBICHHEM JIOOBIX PasMeméHHBIX YcCiyr; omHako
[MocTaBumK ¥MeeT TMpPaBO HCIOIB30BATH OECIPOBOJHBIE CETEBBIE TEXHOJOTHH B IIpOIecce
npepoctapieHuss Yeayr u [locraBnsembix matepuanoB u O6paruenus ¢ Texuomorusmu Kyndryl,
obecrieynB mu(ppoBaHUe U OS30MACHYIO UACHTH(PUKAIIIO JUIS JIIOOBIX OSCIIPOBOIHBIX CETEH.
[MocTaBuWK HOMHKEH UCTIONB30BATH MEPBI, KOTOPBIC TPEIHA3HAYCHBI JIS JIOTHIECKOTO Pa3rpaHNuCHHUS
U TpenoTBpAlleHHss Bo3AeHcTBUSA miaM jgoctyna K Marepuanam  Kyndryl co  croponsr
HEeaBTOPH30BaHHEIX JinIl. bonee Toro, [locTaBuiyk MomKeH HAMIEKAIMM 00pa30M U30JIHPOBATH CBOU
[IPOU3BOJICTBEHHbBIC, HEPOU3BOJICTBEHHbBIC U JPYrUe Cpeibl U B ciaydae, eciu Marepuansr Kyndryl
YK€ TPUCYTCTBYIOT B HEIPOU3BOJACTBEHHOHN Cpelie WM IEPEeNaloTCs B HEMPOU3BOJACTBECHHYIO Cpeay
(Hampumep, ¢ LEIbI0 BOCHpOU3BeAEHUs omuOku), [locTaBmMK MAOMKEH peanu3oBaTh B
HENPOU3BOJCTBEHHOH cpefie Mephl oOecreueHusl OE30MacCHOCTH U 3alUThl JaHHBIX, SKBUBAJICHTHBIC
MepaM, IPUHATHIM B IPOU3BOJICTBEHHOI! cpee.

IMocraBIKK J0/KeH obecreunTh mmpoBaHue XPaHHUMBIX W mepeaaBaeMbix Marepuanos Kyndryl
(ecmn TloctaBumk He cMoxeT mpexoctaButh Kyndryl pasymHoe nokaszaTtenbcTBO TOrO, HYTO
mmdpoBanue xpaHuMbix MatepuanoB Kyndryl texuuuecku HeocymiectBumo). Kpome Toro,
INocTaBumk gomkeH oOecneduTh IMUGppPOBaHHE BCeX (U3MYECKUX HOCUTENEH, €CIM OHH
MPUMEHSIIOTCS, TAKUX KaK HOCUTENIU C Pe3epBHBIMH KomMaAMH (aitnoB. [loctaBmuk OyaeT codnonath
JIOKYMEHTAIbHO 3a()MKCHpOBaHHBIE TPOLEAYpPhl OE30MaCHOTO TeHEPUPOBAHMS, ITyOIUKAIIUH,
pacmpocTpaHeHHs, XpaHEeHus, 00OpOTa, OT3bIBA, BOCCTAHOBJICHUS, PE3EPBHOTO KOIUPOBAHUS,
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44.

4.5.

4.6.

4.7.

4.8.

4.9.

VHUUYTOXKEHHS, JOCTYIIa W HCIOJNB30BaHUS KIIOUCH B CBs3U ¢ MmHU(ppoBaHWEeM AaHHBIX. [locTaBIimK
JOJDKEH HWCIIONIB30BATh KPUNTOTPaUIeCKHEe METONBI, COOTBETCTBYIOIME [lepemoBRIM OTpacieBBIM
npaktukam (takum kak NIST SP 800-131a).

Ecnu TloctaBumky tpedyercst noctyn Kk Marepuanam Kyndryl, TloctaBumk I0MKeH OrpaHUYUBATD
TaKoi JAOCTYI MUHMMAaJIbHBIM YPOBHEM, HEOOXOMMUMBIM ISl IIPEIOCTABICHUS U TIOIEPKKH Y CIIyT U
IMocraBnsiembrx Matepuanos. [loctaBmuKk 1oKeH TpeOoBaTh, YTOOBI TAKOH JOCTYI, B TOM HYHCIE
JOCTYI C MpaBaMu aAMHUHUCTpaTOpa (MPUBUICTHPOBAHHBIA JOCTYI) K JTOOBIM JIEXKAIIUM B OCHOBE
KOMIIOHEHTaM, MPEJOCTABISIICS HA UHIUBUIYAJIbHON OCHOBE, B 3aBUCUMOCTU OT (hYHKI[MOHAIBHBIX
00s513aHHOCTEH U MOANEkall yTBEPKICHUIO U PErYISIPHOMY IIEPECMOTPY CO CTOPOHBI aBTOPU30BAHHBIX
corpynHukoB IlocTaBHiMka ¢ COOMIOAEGHUEM NPHUHLUIOB pas3jencHus oOs3aHHocTed. IlocTaBImuk
00s13yeTcsl IPUHUMATh MEPHI K BBISBJICHUIO U YAAJICHUIO N30BITOUHBIX U HEHCIOIb3yEMBbIX YUETHBIX
zamuceit. [locTaBuMk Takxke OyAeT yOalsaTh Y4ETHBIC 3aUCH C MPUBWICTUPOBAHHBIM JIOCTYIIOM B
TE4eHHEe ABAALATH 4eThIPEX (24) 4acoB ¢ MOMEHTA YBOJILHEHUS BIaJeNblla YIETHOM 3allCU WX 110
sanpocy Kyndryl wmm 1:000ro  yrmoimHOMOYEHHOTO COTpyAHHMKA IlocTaBHIMKa, HAmpuUMep
PYKOBOAUTEIS BIIAAETbLA YUETHOH 3aMHCH.

B cootBetcTBUM C [lepenoBsIMH OTpaciieBBIMH IpakTHKaMu IIOCTaBIIMK NMPUMEHSICT TEXHUYECKUE
METOJIbl, 00eCIIeUHBaIONINE 3aKPHITHE HEAKTHBHBIX CEaHCOB, OJIOKMPOBKY YUETHBIX 3allUCel Mocie
HCCKOJIBKHUX TIIOCJICAOBATCIbHBIX HCYJAAYHBIX IMONBITOK BXOJa B CHUCTEMY, HCIIOJIB30BAHUEC 1A
ayTeHTU(UKAINU HAIEKHBIX Maposeil nin ¢pas-naposei, a Taxke 06ecreunBaeT Mephl, TpeOyIoIue
Oe3omacHOl nepeaadn U XpaHeHUs TaKUX Hapodeit u ¢ppas-naposueir. Kpome Toro, [loctaBmuk 1omkexn
HCIONB30BaTh MHOTO(AKTOPHYIO AayTEHTH(UKAIMIO JUIS TNPHUBHIECTHPOBAHHOTO JAOCTyNma K
Marepuanam Kyndryl 6e3 npumeHenus KOHCOJIH.

HOCTaBIlII/IK OCYHICCTBIIACT KOHTPOJIb 3a MPUBUJICTUPOBAHHBIM JOCTYIIOM U UCIIOJIB3YET I/IH(bOpMaI_[I/HO
0 6€30MacHOCTH, a TAKKEe MEPHI 10 YIIPABICHUIO COOBITHAMHY, IPeTHA3HAYCHHBIE IS (&) 00HApYKEeHUS
HECAHKIHOHMPOBAHHOTO JOCTyNa M jaeicTBuit, (D) ymporueHus CBOEBPEMEHHOTO M HaJIeXkKAIIETO
pearupoBaHus Ha TAKOW JOCTYI W OSHCTBHS W 3) mpoBedeHus aymura [loctaBmmkom, Kyndryl (B
COOTBETCTBUH C IPAaBaMH Ha ITPOBEPKY, YCTAHOBICHHBIMH HACTOSIIIMH [10oI0KEeHUAMH, U TpaBaMU HA
ayauT, yKazaHHBIMH B JlokymeHTe 1o TpaH3akIMu WM B COOTBETCTBYIOMIEM 0a30BOM WM HHOM
CBSI3aHHOM COTJIAIICHUH MEXKAYy CTOPOHAMH) W TPETHHMH JIMIAMH TSI IPOBEPKH COONIONCHUS
JIOKYMEHTAIILHO o(opMIIeHHOH monmuThuku [TocTaBmuka.

IMocTaBumk, B cooTBeTCTBHH C llepemoOBBHIMH OTpacieBEIMH IIPaKTHKaMH, IOJDKEH OOECIICYHTH
XpaHEeHHE KypHAIOB ¢ MHPopManuei 000 BceX CIIydasx JOCTYIa K CHCTEMaM, HCIIOJIB3yEeMbIM IS
OKa3aHus Y CIyT WK mpeaocTaBieHus [locTaBmsieMbIX MaTepraioB U ONEPaIisaX Hall HIMH, a TaKKe
npu Obpamiennun ¢ Texnonmorusmu Kyndryl, Bkimrouas aJMHHHUCTPATHBHBIA JOCTYN M JOCTYID
nosip3oBarenieldl (M IO/DKEH OPEeIOCTaBIATh 3TH MpoTokossl mo 3ampocy Kyndryl). TlocraBiumk
MPUMEHSIET MEPBI, TPeHa3HAYCHHBIC VI 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO TOCTYIA, I3MEHEHUS 1
CIIy4aifHOTO WM NPEeTHAMEPEHHOTO YHUUITOKCHHUS TAKUX KypHAIIOB.

[MocTaBuWK JOMKEH MPUMEHSTE 3alIUTy BEYHCIUTENBHBIX CUCTEM, KOTOphIME [locTaBIIMK BrameeT
WIN YIPaBISIET, BKIIFOYAs CHCTEMBl KOHEUHBIX MOJBb30BaTeNel, u KOoTopble [10CTaBOIMK HCHONB3yeT
UL OKazaHWs YCIyr win npenoctaBienus [locraBnseMbx marepuanoB au6o mpu OOpameHuu ¢
Texuonmorusimu Kyndryl, Bxmrouas: GpaHamayspbl HAa KOHEYHBIX TOYKAaX, MOJHOE MIM(ppPOBaHHE
JIICKOB, TEXHOJIOTUH OOHAPYKEHUS U yAAIeHHUS BpeIOHOCHOTO [10 M CIOXKHBIX IeNIeHAIPaBICHHBIX
yIrpo3 Ha OCHOBAaHHWU CHTHATYp M JAPYTUX METOAOB HAa KOHEUHBIX TOYKAaX, OJOKHUPOBKY HKpaHa C
KOHTPOJIEM II0 BPEMEHUM U pEIICHUs IO YNPABICHUIO KOHEUHBIMU YCTPOHCTBAMH, KOTOpBIE
o0ecneuynBarOT UCHONHEHHE TPeOOBAHUS B OTHOIICHUU KOH(HUIypaluH CUCTEMBI 0E30IACHOCTH U
yCTaHOBKHM HcnpasieHuit. Kpome Toro, IlocTaBIiuk 1omkeH BHEAPUTh TEXHUUECKUE U OTIEPALIIOHHBIC
CPEeICTBa, Pa3pelIaloniie TOJbKO M3BECTHBIM U JOBEPEHHBIM CHCTEMaM KOHEUYHBIX IOJIb30BaTeNCH
ucnonb3oBath cet [locTaBuuka.

B cootBetcTBuH ¢ [lepenoBsIMU 0TpaciieBbIMU IpakTHKaMu [locTaBIUK JOKEH 00eCeUnTh 3aIUTy
HEHTPOB 00pabOTKH TaHHBIX, B KOTOPBIX MPHCYTCTBYIOT MM 0OpabarsiBatoTcst Marepuansr Kyndryl,
C TIOMOIIBI0 TaKUX CPEACTB oOecredeHrs Oe30MacHOCTH, KaK OOHapyKEeHHE W MPeJOTBpaIleHHE
BTOp)KeHHﬁ, a TaKKe Yynpexaaromue MEpbl MO MNPCAOTBPALNICHHUIO W CHHIXKCHHIO HETATUBHBIX
MOCJEACTBUII aTak ¢ IeTIbI0 0TKA3a B 00CTYKUBaHHU.
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5.2.

5.3.

5.4.

5.5.

KoHTpos1b 32 11eJI0CTHOCTHIO U AOCTYNHOCTBIO YCJIYIH M CUCTEM

[octaBumk Oyzer: (&) NPOBOAMTH OLEHKY PHCKOB, CBS3aHHBIX C O€30MACHOCTHIO W
KOH(HUICHINATBHOCTBIO, KaK MHHUMYyM pa3 B rof, (D) mpoBOmUTH TECTUPOBAHHE CHCTEMbI
0€30IacHOCTH W OIIEHKY YSA3BUMOCTEH, B TOM YHCJIC aBTOMATH3UPOBAHHYIO MTPOBEPKY OE30MaCHOCTH
CUCTEM U TPUIOKEHUH U "3TUUHBINA B3JIOM" B PYYHOM peXHMeE Mepes 3allyCKOM B MPOU3BOJCTBO U
€XEroJJHO I10CJIe 3TOr0 B OTHOIIEHHH Yciyr U IlocTaBisieMbIX MaTepHallOB, a TaKKe €KEroJHO B
otHommenun Obpainenus ¢ Texuonorusmu Kyndryl, (C) npusiekaTs He3aBUCUMBIX YITOTHOMOYEHHBIX
TPeTbUX JIMIL JJs MPOBENeHHMs KaKk MHHUMYM pPa3 B TOJl TECTUPOBAHHUA Ha BO3MOXKHOCTh
[IPOHUKHOBEHUSI B COOTBETCTBHU C IlepelOBBIMH OTpacieBbIMU mpakTukamu, (d) ocymiecTBisTh
aBTOMATU3UPOBAHHOE YIIPaBIEHHE W CTAaHAAPTHYIO IPOBEPKY COOTBETCTBUSA TpPEOOBAHUIM K
KOH(QUTYpallid CHCTEMBI 0€30MacHOCTH s KaXIOoro KommoHeHTa Ycayr u IloctaBisieMbIx
MarepuanoB, a Takke B ortHoureHun O6pamenus ¢ Texuomormsimu Kyndryl u (€) ycrpausts
BBISIBJICHHBIE YA3BHUMOCTH WJIM HECOOTBETCTBHE TpeOOBaHMSIM K KOH(PUTYpAIlUU CHCTEMBI
0e30MacHOCTH ¢ Y4YETOM CBSI3aHHOTO PHCKA, BO3MOXHOCTU SKCIUTyaTallMu M Bo3zzeiictus. Ilpu
MIPOBEJICHUN TECTUPOBAHUS, OLIEHKH, TPOBEPOK U ACUCTBUI 110 yCTpaHEeHUIo mocieacTBuil [locTaBmumk
OyzeT mpeAnpuHUMATh pa3yMHble HIark Ui MpeAoTBpalleHus nepepbiBoB B pabdore Ycmyr. Ilo
sanpocy Kyndryl TlocraBumk momken mpenoctaBisate Kyndryl muceMeHHBIH 0030p MOCTEIHHX
omepanyii Mo TECTHPOBAHWIO HAa BO3MOXHOCTHh MPOHWKHOBEHHSI, KOTOPBIA JOHKEH BKIIOUYAThH MO
KpallHEl  Mepe  IepeueHb  IPEUIOKEHUM, OXBAUCHHBIX  TECTHUPOBAHUEM,  KOJIHUYECTBO
MPOTECTUPOBAHHBIX CHCTEM WJIM TPHIIOKEHUH, ATkl MPOBEACHUS TECTUPOBAHUS, METOJOJOTHIO
TECTUPOBAHHUS U OO0IIee OMMCAHNE PE3yJIbTaTOB.

[NoctaBumk OyaeT coOM0IaTh MPaBUIa U MIPOLIEAYPhI, TPEAHA3HAUCHHBIE IS YIIPABICHHUS PUCKAMH,
CBSI3aHHBIMHU C BHECEHUEM M3MeHeHUH B Y cimyru wiu [ToctaBnseMbie matepuasl 1o ¢ ObpameHrnem
¢ Texuomorussmu Kyndryl. Iepen peanusanmeii Taknx M3MEHEHHH B OTHOIICHHUH 3aTPardBaeMbIX
CHUCTEM, CETeBOM HHEOPACTPYKTYphl W COCTABJIAIONIMX KOMIIOHCHTOB [lOCTaBIIMK JOJDKEH B
JIOKYMEHTAIIUU K 3apeTUCTPUPOBAHHOMY 3aIpOCy Ha U3MEHEHHE MPUBECTH (@) ONMCAHUE U MPUYUHY
u3menenusi, (D) moapoOHbie cBeneHUS W rpaduK peanu3anud, (C) MPEayNpPeKACHHE O PHCKax C
yKazaHHueM Bo3jaeWcTBus Ha Yciayru u llocraBnsemble MaTepuambl, 3aKa34WKOB YCIyr WIH Ha
Marepuansr Kyndryl, (d) oxxunaemsie pe3yabTaThl, (€) IUIaH BO3BpATa K MPEIABIIYIIEMY COCTOSHHUIO U
(f) omoOpeHwe co CTOpPOHBI ABTOPU30BAHHBIX COTPYAHUKOB [locTaBInKa.

[MoctaBmmk OyneT BECTH HWHBEHTapHBIA mepeueHb BceX WT-aktmBOB, Kotopbie IlocraBrimk
HCTIONB3YET IPH OKa3aHU! Y CIIyT, IIpeaocTaBieHnn [locTaBnseMbIx MaTepruanoB U mpu OOpaieHnu ¢
Texunonorusimu Kyndryl. TToctaBiimk A0KeH HEMPEPBIBHO OCYIECCTBIIATH MOHUTOPHHT H yIIPABICHNE
paboTOCTIOCOOHOCTRIO (B TOM 4YKCIIE MOIIMHOCTHIO) M JOCTYIMHOCThIO Takux WMT-aktuBoB, Yciyr,
IMocraBnsiembix MaTepuasnioB U Texuomoruii Kyndryl, Bkirodasi COCTaBISIONME KOMIIOHEHTBI TaKHX
akTHBOB, Yciyr, [locTaBmsieMbix MaTeprasioB u Texuomormit Kyndryl.

[MocTaBuWK MOIDKEH CO3/aBATh BCE CHCTEMBI, IPUMEHSEMBIC UIS pa3padOTKH WIH IPEeIOCTABICHHS
Venyr u IMocraBnsiembix MatepuanoB u npu Obpamennn ¢ Texuonorusmu Kyndryl, Ha ocHoBe
CTaHJAPTHBIX O0Opa30B  3aIIUTHl CHCTEM WM 0a30BBIX KOH(QUrypamuid  0e30MacHOCTH,
COOTBETCTBYIOIIMX IlepeloBBIM OTpacieBbIM MpakTHKaMm, TakuM kak Tectel Center for Internet
Security (CIS).

Be3 orpanunuenus ob6s3atenbctB IlocraBumka win npaB Kyndryl wHa ocHoBanmu JloxkymeHTa 1O
TpaH3akuMKM WM CBSI3aHHOTO 0a30BOT0 COTJIAIEHUS ~ MEXIY CTOPOHAaMH B OTHOILEHHH
HEeMpepBIBHOCTU PadoThl OmzHeca, [loCTaBHIMK JODKEH MPOBOAMTH OTHENBbHYIO OLEHKY KaXKIOu
VYeayru u kaxzaoro IlocraBisseMoro matepuana, a Takxke kaxaon UT-cucremsl, ncrnonb3yeMon npu
Obpamenun ¢ Texuonormsimu  Kyndryl, Ha coorBercTBHe TpeOOBaHHSIM K OOECICUCHUIO
HemnpepbsIBHOCTU paboTbl OusHeca u UT-uHGpacTpyKTypbl U BOCCTAHOBJICHHUIO IIOCNIE aBapuil B
COOTBETCTBUU C JOKYMEHTAJIBHO O(QOPMIIEHHBIMH MHCTPYKUHMSMHU IO YHpaBieHUI0 puckamu. [lns
kaxaou Ycayry, [ToctaBiasiemoro marepuana u UT-cuctemsl B TOM Mepe, B KAKOH 3TO OIIPaBAbIBACTCS
TaKkoi oleHKoW pucka, [locTaBmK moMkeH obOecrneynBaTh HAIMYHME OTACIBHO pa3padaThIBaEMBIX,
JIOKYMEHTHPYEMBIX, MOJNEPKUBAEMBIX M €XEroJHO IMepecMaTpUBACMbIX IIJIAHOB oOecTeyeHus
HeNnpepsIBHOCTH paboTel Om3Heca u UT-mH(pacTpyKTypsl M BOCCTaHOBJICHHS IIOCJIE aBapuii,
cornacytomuxcst ¢ llepemoBBIMH OTpaclieBBIMU MpakTHKaMH. [lOCTaBUIMK JODKEH OOECIeunTh
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5.6.

5.7.

5.8.

6.1

pa3paboTKy TaKWX IUIAHOB ¢ YYETOM ONPENEIEHHOTO BPEMEHH BOCCTAHOBIICHHUS, YKA3aHHOTO HIKE B
Pasznene 5.6.
Jis Bcex PasMeméHHBIX YCIyr yCTaHABIHMBAIOTCS CICIYIOIIUE IENEBBIE TOYKA BOCCTAHOBJICHHS
("RPO") u ueneoe Bpemsi Boccranonenust ("RTO"): 24 yaca RPO u 24 waca RTO; mpu stom
IMocraBiuk 00s3yercst obecreuuTs BoinonHeHue Gonee kopotkux RPO u RTO, xortopsie Kyndryl
rapaHTUpyeT 3aKa3uuKy, He3aMeTUTENbHO mocie toro, kak Kyndryl yBemomut IlocraBiuka B
nucbMeHHOH (Gopme o momoOHbIX m3MeHeHUsX RPO wmmum RTO (cooOmieHue 31eKTPOHHOW MOYTHI
CUYMTAETCs] MMUCbMEHHBIM yBeIoMJIeHHEM). B Tol Mepe, B KOTOPOH 3TO OTHOCHUTCS KO BCEM JAPYI'HM
Venyram, npenocrasisembim IloctaBimkom Kyndryl, TToctaBumk gomkeH pa3paboTaTh IUIAHBI
HENPEPBIBHOCTH JIEIOBBIX ONEPaNyil U aBapuitHOTo BocctaHoBieHus ¢ yuétom RPO u RTO, xotopsie
no3BouiaT IocTaBuuKy cobmroaath Bee ero obsizatenscrsa nepen Kyndryl va ocnoBanuu JlokymenTa
no TpaH3akuuy M CBSI3aHHOTO 0a30BOTO COTJIALICHHS MEXIYy CTOPOHAMHM, a TaKkKe HACTOSIIUX
[onoxxeHwi, BKIIOUasi 00sA3aTeIbCTBA 110 CBOEBPEMEHHOMY TECTUPOBAaHWIO, TOJICPIKKE H
00CITy’KMBaHHUIO.
[MocTaBUIMK JOKEH MPHUHATH MEPhl JUIA OLEHKH, TECTUPOBAHHS M MPUMEHEHHs HCIpaBIICHUH,
CBSA3aHHBIX ¢ 0€30MacHOCThIO, K Yciyram u [locTaBnsieMbIM MaTepuanaM U K CBA3aHHBIM CHCTEMaM,
ceTeBol HMH(ppacTpykType, MPHIOKEHHSIM M KOMIIOHEHTaM B cocTaBe Yciayr u [loctaBisieMbIx
MaTepualoB, a TaKXKe K CHUCTeMaM, CETeBOH WHQPACTPYKType, MPUIOKEHUSM W KOMIIOHEHTaM,
ucmons3yembm st Obpamienus ¢ Texuonorusmu Kyndryl. TToce Toro kak 6yaeT ompeiencHo, 4To
WCIIpaBlieHHEe, CBsi3aHHOE C OE30MacHOCThIO, TPUMEHHMO M YyMecTHO, [locTaBHIMK BHEIPUT
HCIIPaBJICHUEC B COOTBETCTBHU C JOKYMEHTAJIbHO HO}ITBep)KI[éHHLIM YPOBHEM CepLé?;HOCTI/I u
UHCTPYKUMSMM IO OLiEHKe puckoB. IIpumenenue IlocTaBIMKOM UCHpPAaBICHUM, CBA3aHHBIX C
0e30MMacHOCTHI0, peryupyeTcs mommTHKou [TocTaBimka 1Mo ynpaBieHn0 H3MEHEHUSMU.
Eciun y Kyndryl Oyayt pasymHble OCHOBaHHMsSI MoJjiarath, YTO alllapaTHOE HWIIM IPOrpaMMHOE
obecnieuenue, npepocrapisieMoe [TocraBmmkom komnanuu Kyndryl, moxeTr comepxaTh 3J€MEHTHI
HENPaBOMEPHOIO0 IPOHUKHOBEHUS, HAIpUMEP MPOrpPaMMBI-IIIIMOHBI, BPEJOHOCHOE IPOrpaMMHOE
obecrnieyeHre WJIM BpPEIOHOCHBIM Ko, [locTaBmiK 00sS3yeTcs ONEepaTHBHO OKa3aTh COJCHCTBHE
Kyndryl B paccinenoBanunu npeamnonoxenuii Kyndryl i mpuHsITHH MEp pearnpoBaHuUs 110 HAM.
IIpenocraBaenue Yciayru
MocTaBLWWMK JoMKeH obecneunTb NOAAEPHKKY 0OLWENPUHATLIX OTPAC/EBbIX METOA0B
06beAMHEHHOM ayTeHTUPUKaLMK ANnA Ntobbix Y4ETHBIX 3anuncelt nonb3osatenent Kyndryl nam
3aKasuuKa. MoCcTaBLLMK AOMKEH MAEHTUOULMPOBATL TaKMe YUETHbIE 3aNnUCK NoAb3oBaTeNel
Kyndryl nnu 3akasuuka c npumeHeHunem Mepenosbix OTPACAEBbIX NPAKTUK (TaKMX, KaK cpena
eauHoro Bxoga B cuctemy (SSO) ¢ mHorodakTopHOM naeHTUOUKAUNEN, LEHTPANIN30BAHHO
ynpasaseman Kyndryl, c ucnonbszosaHmem OpenlD Connect (OIDC) nnu Security Assertion
Markup Language (SAML).
Cy6noapagumnkn. bes orpaHnyeHns obasatenbcTs Moctaswmka nam npas Kyndryl Ha ocHoBaHUK
[JokymeHTa no TpaH3aKLum Uamn cBA3aHHOro 6a30BOro CoraleHna Mexay CTOPOHamMu B
OTHOLLEHUWN NPUBAEYEHUA cybnoapaaumKoB, MocTaBLLmMK 06a3yeTca obecneunsaTtb peanmsaumo
BCEMM cyBnoapAaYMKamMM, BbIMOSHALWMMK PaboTbl B MHTepecax MocTaslumKa, mep
OpraHM3aLMOHHOro KOHTPoAA ana cobnoaeHna TpeboBaHMit U 064A3aTeNbCTB, YCTaHABAMBAEMbIX
HacToAwmMM NMonoxkeHnammM ana MocTasLumKa.
duznyeckune HocuTeau. [locTaBumk OyzeT 6e30MmacHBIM 00pa3oM YIaIATh HE TIOIEKAIYTO
pactpocTpaHeHHIO HHPOPMAIHIO ¢ (PU3HIECKUX HOCHTEINCH, ITpeTHa3HAYCHHBIX VIS IOBTOPHOTO
HCTIOJIB30BaHMUS, IIEPE] TAKIM HCIIOIB30BAaHUEM, U OyIeT YHUUTOXATh PU3NICCKIe HOCHTENH, HE
MpeJHa3HAYEeHHBIC IS IIOBTOPHOTO HCIOIB30BaHMs, caexys [lepeJoBBIM OTpacieBBIM MPAKTHKaM IO
OYHCTKE HOCHUTENCH NaHHBIX.
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Cmampsa | X, Cepmugpuxamul u omuémnocmp no Pazmewénnvin Ycnyzam

Hannas CraTes npuMensieTcs, eciu [ocrasiuk npegoctasmsier Kyndryl Pasmeménnyro Yemyry.

1.1 TloctaBmuK 00s3yeTcs MONYYHTh CIEAYIOIINE CEPTH(GUKATHI I OTYETHI B COOTBETCTBHH C
OTrOBOPEHHBIMU HI)KE BPEMEHHBIMU PaMKaMHU:

CepruduxkaTsl/0OTYETHI

Ilepuoa BpeMeHH

Ilo oTHOIIEHHIO K IPEIOCTABJICHHIO
IHocraBmukoM PasMeléHHbIX Y earyr:

Ceptudukar cootBetctBus «1SO 27001 —
WudopmanmionHas TeXHOJIOTHA. MeTo bl U
cpelncTBa obecrieueHus: 6€30MacHOCTH.
CucTeMbl MEHEIKMEHTa HH(POPMaOHHOMH
0€30IacCHOCTHY» HA OCHOBE OIIEHKHU
aBTOPUTETHOT'O HE3aBUCHMOTO ayUTOPA.

nJjin

SOC 2 Tumna 2: OT4€T aBTOPUTETHOTO
HE3aBUCHMOT0 ayAUTOPa, OTPAsKATOIIIIHA
Pe3yIBTATHI IPOBEPKU CHCTEM, CPEICTB
yrpasienus u onepanuii [locraBmuka B
cootBeTcTBHH ¢ SOC 2 Tumna 2 (BKiIroUas, mo
MeHbIIIeH Mepe, 0e30MMacHOCTb,
KOH(HUICHINAIBHOCTD B JOCTYITHOCTB).

IMocraBmuk o6s3an nmosryunTh ceprudukar 1SO 27001 B
TeueHue 120 JIHeil mocne faTel BCTYIUICHUS B CUILY
HoxymenTa o Tpanzakuun™® nmu [Ipennonaraemoit naTer**
U BIIOCJICACTBUHU IPOJUICBATh CEPTU(UKAT HA OCHOBE OLICHKH
ABTOPUTETHOI'O HE3aBUCUMOI0 ayIUTOpa Kaxaple 12
MecsIeB (Kbl pa3 cepTHHUKAT JOIHKEH MPOJIIeBaThCS
JUTS CaMOM TIOCTIeTHEeH BepCHU CTaHapTa).

INocTtaBumk 06s3yercst mosryunts oTdeT SOC 2 Tuma 2 B
teueHue 240 Jlaeit mocie naThl BCTYIUICHUS B CUITY
JoxymenTa o Tpanzakuun™® nmu [Ipennonaraemoit nater**
Y BIIOCJIC/ICTBHH MOJTyYaTh HOBBIA OTYET aBTOPUTETHOTO
HE3aBHCUMOT0 ayJTUTOPA, OTPAKAIOIINN Pe3yIbTaThI
TIPOBEPKH CHUCTEM, CPEICTB YIPABICHHS 1 OIIEPALHii
ITocTaBiumka B cootBeTcTBUU ¢ SOC 2 Tuma 2 (BKiro4as, 1o
MeHbIIIeH Mepe, 0e30MacHOCTh, KOH(DUACHITHAIEHOCTD U
JIOCTYITHOCTBH) KaXK/ple 12 MecsIeB.

* Ecii ¢ maThl BCTyIuieHus B cuuty TlocTaBiuk
npenocTasisieT PasMeménnyro Yeyry.

** JlaTa, HaunHas ¢ KoTopoi [TocTaBmuk 6epét Ha ceOst
00s13aTeNbCTBRA M0 MpejocTaBieHnio Pasmeménnon Yemyrn.

1.2 Ecnu TlocraBimuk 3anpocut B mucbMeHHO#M (opme, a Kyndryl paspemur B mucsMenHo# ¢opme,
[MocTaBuWIK MOXKET MOMYYUTh SKBUBAICHTHBIN MO CYIIECTBY CEPTU(MHUKAT MM OTYET C HOHMMAaHHEM
TOr0, YTO MEPHOJbl BPEMEHH, YKa3aHHbIE B TaOJULE Bblle, OyIyT NPUMEHAThCS 0€3 U3MEHEHHUs B
OTHOIICHUH YKBUBAJIICHTHOTO 10 CYIIECTBY CEPTH(PUKATA WU OTIETA.

1.3 IMocraBmmk o6s3yetcs: (a) mo 3ampocy HeMmemiaeHHO mpepoctamsite Kyndryl xomuu 1r00bIX
cepTu(UKaTOB U 0TUETOB, KOTOpbIe [TocTaBIuK 00s13aH momyunth; u (D) HeMeIeHHO yCTpaHsITh Bee
HEJIOCTaTKH BHYTPCHHETO KOHTPOIsS, OOHapyKeHHbie BO Bpems mpoepok mo SOC 2 wim
SKBHBAJIEHTHOMY I10 CYIIECTBY CTaHAapTy (eciu 310 Oymet paspemeno Kyndryl).
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Cmampua X, Cooeiicmegue, IIposepka u Ycmpanenue nocneocmeuil

HMannass Craths npumensetcs, ecmu IloctaBumk mnpenocrasmsier Kyndryl Vemyru wnm TlocraBnsiembie
MaTepUabl.

1.

1.1

1.2.

1.3.

2.1.

2.2.

2.3.

2.4.

CopaeilictBue IocTaBinuka

Ecnu y Kyndryl BO3HMKHYT BOMpPOCHI MO MOBOAY TOTO, MOTYT JIM KakHe-muOo YCIyru WIH
[NocTraBnsiemple MaTepuaibl B MPOILIOM, HACTOSINEM MM OyIyIIeM OKa3bIBaTh BIUSHHE HA JIIOOBIC
npobrnembl B cdepe kubepbezomacHocTH, IlocraBmmk obs3yercs okasare Kyndryl pasymuoe
COJCWCTBHE B IPOBEICHHUU JIFOOBIX pacCiIeOBaHUM IO TAKKM BOIIPOCAM, B TOM YHCJIE CBOCBPEMEHHO H
MOJTHO OTBEYATh Ha 3aIPOChl HHpOPMAIHHY, OyIb TO B GOPME JOKYMEHTOB, APYTUX YUYETHBIX JaHHBIX,
ornpocoB cootBercTByoIIero Ilepconana [locTaBmyka n ToMy og0GHOTO.

CTOpOHBI TOTOBOPHIIUCH: (&) MPEIOCTABIIATh TAKYIO JOMOJHUTEIBHYIO HHPOPMAIIMIO APYT APYTY 110
3ampocy, (D) moamuckBaTE W TOCTABIATH APYT APYTy TaKWe MPOYHME JOKYMEHTHI U (C) BBIMOJHSTH
MpodYre ACHCTBHUsS, KOTOPHIC MOXET Pa3syMHO 3alpallliBaTh Opyras CTOPOHA B LENAX pealdu3alliu
MpeaHa3HAuYeHHs] JaHHBIX [lOMOXKEeHUI W JOKYMEHTOB, YIIOMHHACMBIX B JAHHBIX [lOIOMKCHUSX.
Hanpumep, mo 3anpocy Kyndryl TToctaBimmk 00si3yeTcsl ONEpaTUBHO MPEAOCTABUTh OTHOCSIITHECS K
KOH(UICHIINATFHOCTH U O€30MAaCHOCTH MOJIOKEHHUSI CBOMX MTHCBMEHHBIX TOT0BOPOB ¢ IoapsmunkaMu
00paboTurika U CyOmOApsSIIMKAMHU, B TOM 4Hcie, eciid y [locTaBuMKa ecTh Takoe MpaBo, MyTEM
MPEA0CTABIICHUS OCTYIIa HEMOCPEICTBEHHO K JIOTOBOPAM.

Mo 3ampocy Kyndryl ITocTaBupk onepaTuBHO MPEIOCTABUT UH(POPMAIIHIO O CTPaHaX, B KOTOPBIX €ro
[MocTtaBnsiemble MaTepUanibl U KOMIIOHEHTHI 3THX [lOCTaBISEMBIX MATEPUATIOB OBUIM MPOWU3BEICHBI,
pa3paboTaHbl WK MOJYICHBI HHBIM CIIOCOOOM.

IMpoBepka (B HIKecneaytomeM Tekcte «OO0beKT» 03HaYaeT GU3NIECKOe MECTO, B KOTOPOM
IMocraBiuk pa3meinaer u oopadateiBaeT Martepuanst Kyndryl i ocymiecTsiseT 1octymn K HUM).

[NocTaBumwik 006s3yeTcss BECTH MOUICKAIINE AyIUTy YYETHBIE JOKYMEHTHI, JEMOHCTPHPYIOIINE
cobmonenue Hacrosamumx I1o10KeHnii.

Kyndryl, camocrosiTebHO WM C NpPHBICYCHHEM BHEIIHETO ayJuTOpa, MMEET MNpaBO, HAIpaBHB
[TocTaBowKy TpeaBapuTeIbHOC MUChbMEHHOE yBemomuieHue 3a 30 JIHe#, mpoBepuTh COOIIOICHUE
[ocraBumikom Hactosmux [lonoskeHwid, BKIIOYAs MONyYeHHE AOCTyma K Jtodomy OOBEKTy MIn
Oo0bekTam ¢ 3Toi menbo, nputoM 49ro Kyndryl me OymeT mosydaTh DOCTYN K JIFOOBIM IIEHTPaM
00paboTku JaHHBIX, B KOTOPBIX ITocTtaBmmk O6pabarsiBacT Jannsie Kyndryl, ecim Tomsko y Kyndryl
He OymeT OOBEKTHBHBIX OCHOBAHHH IIONAraTh, YTO 3TO MOXKET IIPEIOCTaBHUTH PEICBAHTHYIO
nHdopmaiio. ITocTaBInk 00s3yeTcs OKa3bplBaTh COACHCTBIE POBepke co croporbl Kyndryl, u B Tom
9rcie CBOCBPEMEHHO U IOJHO OTBEYATh Ha 3aIpOCHl HHpopMaImu, Oyas To B (GopMe TOKyMEHTOB,
IpYTHX YYETHBIX JAHHBIX, OMPOCOB cooTBeTcTBYIomero [lepconana [locraBmuka u TOMy MOIOOHOTO.
IMocraBmk MoxeT HamnpaBuTh Ha paccmortpende Kyndryl  mokasatenbcTBo — coOironeHus
YTBEP)KAEHHBIX HOPM IIOBEICHHS WM YTBEPXKIEHHOIO MEXaHW3Ma OTpacieBoil ceprudukanmu 1mbo
HHBIM criocoboM mpenocTaButh Kyndryl uadopmariuro ajist 1eMOHCTpaIiu COOIIOAECH S HACTOSIIINX
ITonoxenwuii.

[IpoBepka He OyaeT MPOBOAMUTHCS YAIlle, YEM pa3 B 000 mepuo B 12 MecsIeB, KpoMe CIIydaeB, Korua:
(a) Kyndryl mpoBepsieT pe3ynabrarhl ycTpaHeHust II0CTABIIMKOM 3aMEYaHUi M0 UTOTaM MPebLIyIeit
MPOBEPKH, POBEAEHHON B mepuoa B 12 mecsues, wmm (D) mpousonuio Hapyiienue 6e30macHOCTH, U
Kyndryl sxkemaetr mpoBeputh cobmoneHre 00S3aTEIbCTB, UMEIOIIMX OTHOIICHHE K HapyIIeHHI0. B
mrobom ciayuae Kyndryl Hampasut Takoe ke mucbMeHHOe yBemomieHue 3a 30 J[Hell, Kak yka3zaHO B
Pazpmene 2.2 Bblme, ogHaKO MOTPeOHOCTh B OMEPATHMBHOM YCTpaHeHHMHU mociencTBuii Hapymenus
Ge3omacHocTr MoxeT notpebosats ot Kyndryl mposepku ¢ miucbMeHHBIM YBEIOMIICHUEM MEHBIIIE, YEM
yepes3 30 Iueit.

Perymupytomuit opran wiu apyroit OmepaTop MOXET peann3oBaTh Te ke mpaea, uro Kyndryl,
npenycMoTpenHsle Pasaenamu 2.2 u 2.3, npudeM perysupyroliuii OpraH TakXkKe MOMKET pealu30BaTh
JONOJTHUTEIIBHBIE TPaBa, KOTOPBIE MPEIOCTABICHBI EMY 3aKOHOM.
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2.5.

3.1

4.1.

4.2.

4.3.

Ecnu y Kyndryl Bo3HHKHYT pa3yMHBIe OCHOBaHHSI TOJIAraTh, 4To [I0CTaBIINK HE COOTIOIAET JIF00bIC U3
atux Ilonoxenuil (He3aBHUCHMO OT TOrO, BOSHHMKHYT JIM 3TH OCHOBaHHUS B pe3yJibTaTe MPOBEPKU
coryacHo HactosiuM [lonoxenusm umu no npyroil nmpuuune), IloctaBmuk o0s3yeTcs onepaTUBHO
YCTPaHUTh MOCIEICTBUS TAKOI'O HECOOIIOACHUSI.

IIporpamma 60pb0ObI ¢ KOHTPadakTOM

Ecnu IloctaBnsemble matepuansl IlocTaBiivka comepikar 3JIEKTPOHHBbIE KOMIIOHEHTHI (Hampumep,
XKECTKHE NUCKHU, TBEPAOTENIbHble HAKONMMTEIH, MaMsATh, MPOLECCOPHI, JOIMYECKHe YCTPOWCTBA WU
kabenn), [locTaBmuk 00s13yeTcss pa3BEpHYTh U COOMIOAATh JOKYMEHTHPOBAHHYIO IpOrpaMmy OOpbOBI
C KOHTpadaKTOM, HAIMpaBIEHHYIO NpEeXAe BCET0 Ha NpeAOoTBpalleHHe MocTaBku llocTaBIIMKOM
KOHTpa(akTHBIX KOMIIOHEHTOB Kommanud Kyndryl, a Ttaxke Ha omepaTuBHOE OOHApyXXeHHE H
yCTpaHeHHE TOCJIEICTBUIA CUTyalluii, B KOTOpBIX [lOCTaBUIMK HeMpeAHaMEpPEeHHO MOCTaBISAET
KOHTpadakTHbie KoMoHeHThl Kommanuu Kyndryl. TlocTaBmuk 00s3yeTcss YCTAaHOBHTH TakKoe e
0053aTENbCTBO O Pa3BEPTHIBAHUIO M COONIOACHUIO TOKYMEHTHPOBAaHHOH MHpPOTpaMMbl OOpHOBI C
KOHTpa(hakTOM Ha BCEX CBOMX MOCTABIIUKOB, TTOCTABIISAIOUIMX SJIEKTPOHHBIE KOMIIOHEHTHI, BXOISIINE
B ITocraBnsiemeie Mateprasl [TlocTaBinuka, moctasisieMbie kommanuu Kyndryl.

Ycrpanenne nociaeacTBui

Ecnmu TlocraBmmk HapymmT ItoOble 00S3aTeNbCTBA, YCTAHOBJICHHBIE JJISI HErO HACTOSIIMMHU
[onoxeHusimu, u Takoe HapymeHue npuBeaeT k Hapymenuro 6e3omacHocTH, [locTaBimk o0s3yercs
YCTpaHUTh HAapyNICHWE W YCTPAaHHWTh HETaTUBHBIC MOCHeAcTBUs HapyrieHuss 0e30macHOCTH B
COOTBETCTBUH C Pa3yMHBIMH yKa3aHHsMHU U rpadukom, ycraHoBieHHsiMH Kyndryl. Onnako, eciu
Hapymrenne Ge3omacHOCTH BO3HHKAeT B pe3ylbTare npenoctaBicHus [loctaBmukom PazmernénHoin
yciyru ¢ MHO’KECTBECHHOM apeH)lOﬁ U, KakK CJICACTBHEC, OXBAThIBACT HCCKOJIBKUX 3aKa34YMKOB
IMocrasmwka, Brmodas Kyndryl, to TTocraBuuk gomkeH, ¢ yaérom tuma Hapymerus 6e30macHOCTH,
CBOEBPEMEHHO M HAJJIC)KAIINM 00pa3oM HCIPaBUTH COOW W yCTPAaHWTh HETAaTHBHBIC IOCIICACTBUS
Hapymenus 6e3omacHoctr, mnpemoctaBuB Kyndryl Bo3MOKHOCTH pacCMOTpEHHS ICHCTBHH 10
HCIIPABJIEHUIO U YCTPAHEHUIO TIOCIEICTBUH.

Kyndryl nmeet npaBo Ha y4acTue B nporiecce ycrpaneHnust HapyuieHust 6e30MacHOCTH B COOTBETCTBUH
¢ Paznenom 4.1 B 00BEME TIO cBoeMy yCMOTpeHHIO, U [locTaBIMK OyIeT HECTH OTBETCTBEHHOCTH 3a
CBOU M3/CPKKH U PACXOJBI, CBSI3aHHBIC C YCTPaHCHUEM HapYyIICHHUS, U 33 M3ACPKKU U PacXobl 00enx
CTOpOH, CBSI3aHHBIE C yCTPaHEHNUEM MOCIICACTBHIH JTF000T0 Takoro HapymreHus: 6e301acHOCTH.
Hampumep, B coctaB H3nepKek, CBA3aHHBIX C YCTpaHEHHEM TOCIeACTBIH Hapymenuns 6e3omacHoCTH,
MOTYT BXOAWTh WH3ACPKKH Ha OOHapyXeHHe W pacciefnoBanne Hapymenus Oe3omacHOCTH,
olpeneNicHre 00s3aHHOCTEH, YCTAaHOBJICHHBIX NPHMEHHMBIMH 3aKOHAMH W HOPMaMH, CO3JaHHE H
00CITy)XMBaHUE KOHTAKTHBIX IIEHTPOB, IPEIOCTABICHUE YCIYr KPEOTUTHOTO MOHHTOPHHTA U
BOCCTaHOBJICHHSI KPEAUTHOH HMCTOPHH, IMOBTOPHYIO 3arpy3Ky IaHHBEIX, HCIpaBIeHHE Ne(QEKTOB B
npoaykrax (B Tom umcie nmyTtéM paspabotku Mcxonmnoro Koma u uHO# pa3paboTku), mpuBJIeueHHE
TPEThUX JIMI K COJNCHCTBHUIO B BBILICTIEPEUHCICHHON M JpYroil IesTeNbHOCTH, a Takke Mpodue
M3IEPKKA M DPAcXoibl, HEOOXOOUMBbIE JUId YCTpaHEHHs HEeTraTHBHBIX mociencTBuii Hapymenus
OezonacHocTH. Bo m30ekaHue pa3sHOUTCHH: B COCTAB M3ICPKEK HAa YCTPAHEHHE ITOCICACTBHU HE
BXOJAT YMNyLIeHHass MpHObUTb, BO3MOXXHOCTb TPOBEJCHUS JEJOBOM aKTHMBHOCTH, MOTEPSHHAs
CTOMMOCTb, BBIPYUKa, JIeTI0Bast permyTanus u oxunaeMeie coepexerns Kyndryl.
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