Ynen I, Hugpopmayusn 3a ciyrncednu Konmaxkmu

Tosu Uiten e B cuia, ako JloctaBunksT win Kyndryl O6pa6orsa ICK Ha choTBeTHATA Apyra CTpaHa.

11 Kyndryl u TocraBunksT morar ma O6padorsar UCK ma mpyrarta crpaHa, KOraTo M3BBpIIBAT OHU3HEC
JIEHHOCTH BBB BpBh3Ka € mpeaocTaBsiHeTo ot JloctaBunka Ha Ycenyru u [IpogykTa.

1.2 Hanena crpana:

a) HsMa Aa u3nomnssa win paskpuBa MCK Ha npyrara cTpaHa ¢ KakBaTo U Ja € Apyra uei (yTOUHEHHe:
HUTO eHa oT cTpanuTe He IIpomgaa UCK Ha npyrarta, HuTo usnonssa win paskpusa MCK Ha npyrara
3a KaKBaToO M J]a € MapKETUHIOBa I1e Oe3 IMpeaBapuTeTHOTO ICMEHO ChITIacHe Ha IpyraTa CTpaHa, a
pu HeoOXOAUMOCT — 1 0€3 IpeIBapUTEITHO IIICMEHO ChIvIacue Ha 3acerHatuTe CyOeKTH Ha JaHHH), H

b) W3TpHBa, MPOMEHs, KOpUTHpa, BpbINa, mpemocraBs WHPopmanus 3a OOpaboTBaHETO, OrpaHUYaBa
OO0paboTBaHeTO WM TpeanpueMa APYrd pasyMHH jaedcTBus mo oTHomenne Ha MCK nHa mpyrara
He3a0aBHO IPH MUCMEHO UCKaHe OT Jpyrara CTpaHa.

1.3 CrtpanuTe HE BIM3aT BbB B3aMMOOTHOIIECHHUS HA CbBMECTHH A IMUHUCTpaTopH 1o oTHomeHne Ha ICK
Ha BCsIKa OT CTPAHUTE U HUTO €JHa pas3nopenda oT JlokyMeHTa 1o cienkara HAMa Ja ObAe THIKYBAaHA HIU
MpreMaHa KaTo WHAMKallMs 3a HaMepeHHe 3a YCTaHOBABAHE Ha B3aMMOOTHOIIEHWs Ha CHBMECTHHU
AIMUHHCTPATOPH.

1.4 3asBrnennero 3a noseputeanoct Ha Kyndryl ma ampec https://www.kyndryl.com/privacy cbabpska
JombIHUTENHH TToapobHOoCcTH 3a O6paborBanero Ha CK ot Kyndryl.

15 CrpanuTe ca IpeAIpyeNd U IIe NOJAbPKAT TEXHUUECKH M OPraHU3alMOHHU MEPKH 32 CUT'YPHOCT, 3a
na samutan MCK Ha mpyrata crpaHa ot 3ary0a, yHHIOXKaBaHE, IPOMSHA, CIyYailHO WIIM HEPaBOMEPHO
pa3KpuBaHe, CITyJaeH WM HeTPaBOMEPEH JOCTHII U He3akoHHO OOpaboTBaHe.

16 JlocTaBYHMKBT He3a0aBHO (M TPH HUKAKBU OOCTOSATEIICTBA IMO-KHCHO OT 48 yaca) 1ie yBengomu Kyndryl,
aKo YCTAaHOBW HapylleHWe Ha curypHoctTa, BKmouBamo BCI ma Kyndryl. [locTaBUMKET e mpenocTaBw
nog00Ho m3Bectue 10 cyber.incidents@kyndryl.com. [loctaBumkbT mpemoctaBs Ha Kyndryl ocroBatesHo
nmouckana uHGOpMAIUs 3a MOJA00HO HApPYIMICHHE W 3a ChCTOSHHETO HA BCHYKH MEPKH, MPEIANPHETH OT
JocTaBurKa 1o OTCTpaHsSBaHE U Bb3CTAHOBSBAHE. Ta3u OCHOBATEITHO OMCKaHa HH(POPMAIIHSI MOXKE J1a BKIFOUBA
HamlpUMep PETUCTPAlMOHHU (haioBe, ChABPXKALIM JAaHHU 33 NPHBWICTHPOBAH, aJMUHUCTPATUBEH U IPYT
JOCTBII 10 YCTPOﬁCTBa, CHUCTCMHU WJIN NPUIOKCHHUSA, TOUHU KONHA Ha YCTpOﬁCTBa, CUCTCMHU WJIN NPUITOKCHUA
U JpYyTH MOJ00HM €IEeMEHTH JI0 CTEIIEHTa, OTHACAIA Ce 0 HApYIICHUETO WM JI0 JeHHOCTUTE Ha JlocTaBumka
0 OTCTPaHSBAaHE W BH3CTAaHOBSIBAHE.

1.7 Koraro Jlocrasunkst o6pabotea MCK camo na Kyndryl u HsmMa m0CTBIT 10 KAaKBUTO | 1a GHIIO IPYTH
IaHHU WJIM MaTepHald WM 10 KAaKBaTo W Ja ¢ KopnopatuBHa cuctema Ha Kyndryl, Tozu Unen u Ynen X
(CpTpynHHUECTBO, MPOBEPKAa M BH3CTAHOBSIBAHE) Ca CIUHCTBEHUTE YICHOBE, KOUTO CE IpUJAraT 3a TOBa
OO6paboTBaHe.
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Ynen 11, Texnuuecku u opeanuszayuonnu mepxu, Cuzypnocm na oannume

Tosu Unen e B cuia, korato JloctaBunkbst O6paborsa Jaruu Ha Kyndryl, pasmuunu or UCK ma Kyndryl.
JlocTaBunKbT cria3Ba M3UCKBAHUATA HA TO3H UJeH IpH MPeJOCTaBsIHETO Ha BCUYKH YciryrH u [IpoaykTu u mo
To3u HauwH 3amutaBa Janau wa Kyndryl ot 3ary6a, yHuinoxaBaHe, POMsIHA, HEBOJIHO WITH HEPa3PEIICHO
paskpuBaHe, CIIy4aeH WJIM HepaspelleH TOoCThI B He3akoHHO OOpaboTBane. M3uckBanusTa Ha To3u UneH ce
otHacAT 3a Bcwuku UT mpuioxkenus, miathopMu u HHPpPacTpyKTypa, KoUTo J[OCTaBUMKBT H3IOI3BA HIIH
yIpaBisiBa TpU TpenoctaBsHeto Ha [IpomykTu u YCioyrd, BKIIOYHTETHO BCUYKU Pa3pabOTKH, TECTBAHWA,
XOCTHHT, TIOAIPHKKA, OTIEPAIINH U CPEIH Ha IEHTPOBETE 32 TaHHM.

1.2.

2.2.

3.1

Ynorpeda Ha JaHHU

JlocTaBuMKBT HsAMA TpaBo naa A06aest kM Jlanuute Ha Kyndryl win na BxmouBa kbM J[aHHHTE Ha
Kyndryl kakBato u na e qpyra uH(GOpMaIUs WK JaHHH, BKIFOUUTEIHO BCSIKAKBU JIMuHM naHHHU, O3
npeaBapuTenHo mcMeHo chrinacue Ha Kyndryl. JlocTaBYMKBT HsIMa MPABO ChINO Ja H3M0J3Ba JlaHHN
Ha Kyndryl mox kakBaTo u qa e hopma, 060011eHa MK 110 IPYT HAYHH, 32 KAKBATO U [a € Apyra Led,
OCBEH 3a TpeAocTaBsHeTo Ha Ycuyru u [IpomykTu (Ha JlocTaBurMKa HE € ITO3BOJICHO HAIlpUMeEp Ja
M3M0J13Ba UK TOBTOPHO 1a n3non3ea Jlanuu Ha Kyndryl 3a oienka Ha eeKTHBHOCTTA WITH CpejicTBaTa
3a nonoOpsABaHe Ha odepTuTe Ha JlocTaBuMKa, 3a U3CJIEABAHUS U pPa3pabOTKHU 3a Ch3aBaHE HA HOBU
oepTu mH 3a reHepUpaHe Ha OTYETH OTHOCHO odepTute Ha JlocTaBunka). OCBEH ako H3pHYHO HE €
paspernreHo B JIokyMeHTa 1o caenkara, JloctaBunkbT HsMa mpaso aa [Ipogasa Jlanau ma Kyndryl.
JocTaBUMKBT HSIMA Jia Brpax/1a HUKaKBH TEXHOJIOTHHU 3a yeb mpocnensBane B [IpoaykTuTe mim Kato
gact oT Ycnyrure (TakuBa TexHojoruu BrirouBaT HTMLS, jokanHO chXpaHEHUE, MapKepy WM
KOJIOBE Ha TPETH CTPaHU U yeO MasIH), OCBEH aKo TOBa HE € M3PUIHO pas3pemeHo B JJokymMeHTa mo
CHeIIKaTa.

Hckanus Ha Tpetu crpanu u [loBepurennoct

HoctaBunksT HsMa aa paskpusa Januu Ha Kyndryl npen xosito u ma € Tpera cTpaHa, OCBEH ako He
MOJTyYH TIPEIBAPHUTETHO MUCMEHO paspernenne oT Kyndryl 3a ToBa. Ako nmpaBHUTEICTBO, BKIIOYUTEITHO
perynaTopen opraH, usucksa aoctbi 10 Jauuu va Kyndryl (Hanpumep, ako npasurenctsoro Ha CAII]
BpbuM Ha J[0CTaBuMKa 3al0Be/] BbB BPh3Ka C HAIMOHAJHATA CUTYPHOCT 3a MoNy4yaBaHe Ha J[aHHU Ha
Kyndryl) wnn ako paskpuBanero Ha lamum Ha Kyndryl ce m3mckBa mo apyr HauWH 10 3aKOH,
HocraBunksT yBegomsa mucMeno Kyndryl 3a takoBa nckane i u3nuckBane u npegocrasst Ha Kyndryl
pasyMHa BB3MOXHOCT [la OCIIOPH BCSKO pa3KpuBaHe (KOrato 3aKOHBT 3a0paHsBa yBEIOMSBAHETO,
JToCTaBYMKBT NpeIIpreMa CThIIKUTE, KOUTO Pa3yMHO CUMTA 3 MOAXOJSAIIIH, 3a Ja OCIIopH 3abpaHaTa u
paskpuBanero Ha Jlannu Ha Kyndryl upes chieOHu AeHCTBHS WITH APYTH CPEACTBA).

HocraBunksT yBepsiea Kyndryl, de: a) camo OHE3M OT HErOBHUTE CIIYKUTEIU, KOUTO C€ HYKAASIT OT
nocter no Janau Ha Kyndryl, 3a na npemocrassat Yemyru wnu [IpogyKTH, TOMy9aBaT TO31 JOCTHIT U
TO caMo JI0 CTENeHTa, HeoOXoauMa 3a MpeocTaBsHe Ha Te3n Yciuyru u [Ipoayktu; u 6) e oOBbp3an
CITY)KHUTEJIUTE CU ChC 3aIBJDKCHUATA 32 TOBEPUTEITHOCT, KOUTO H3UCKBAT TE3H CITYKUTEIH JIa H3MOI3BAT
u pazkpuat Januu Ha Kyndryl camo cbriiacHO M3MCKBaHHUsTA HA HACTOSIIUTE Y CIIOBHSL.

Bpbinane win ustpuBane Ha Jlannu Ha Kyndryl

ITo uckane na Kyndryl JocraBunkbr n3tpusa wim Bpbiia Janaure Ha Kyndryl ma Kyndryl cien
MpeKpaTsBaHe Wik U3TH4YaHe Ha JIOKyMEHTa Mo CHAeNKaTa Wid Mo-paHo npu moucksane ot Kyndryl.
Axo Kyndryl wusuckBa wusrTpuBane, ToraBa JlOCTaBUMKBT, B CBHOTBETCTBHEe ¢ Haii-nobpure
MHJyCTPUATHY PAKTHKH, IPABH JaHHUTE HEUCTIMBU U ' 00paboTBa Taka, ue Ja He Morar Ja Obaar
MOBTOPHO 0OOOIICHU UITH Bh3CTAHOBEHH, U yI0CTOBepsiBa uztpusanero npea Kyndryl. Axo Kyndryl
n3uckBa Bphinaneto Ha Januu Ha Kyndryl, To Trorasa JloctaBuiKbT paBu TOBA MO rpaduk, yCTAHOBEH
ot Kyndryl, u ceriiacHo pasymuuTe nmucMeHu ykasauus Ha Kyndryl.
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Ynen 111, Ilosepumennocm

Tosu Uiten Baxu, korato JlocraBunksT 06padoTBa JInynu maunau va Kyndryl.
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4.1

OopaGoTBane

Kyndryl ompenenst JloctaBuunka 3a O6paborBain BsB Bpb3ka ¢ O6paborBanero Ha JIMUHM JaHHU Ha
Kyndryl ¢ eauscTBenaTa e 1a npenoctaBu [IpogayKkTuTe U Y CIIyruTe B ChOTBETCTBUE C UHCTPYKIIUHUTE
Ha Kyndryl, BKIIOYHTETHO ChABpKAIKMTE Ce B Te3U Y CIOBHs, [JJOKYMEHTa 1O ClefKaTta U CBbp3aHHs
OCHOBEH JIOTOBOp MEXy cTpanute. Ako JlocTaBuMKbT He criasu Hikos nHCTpyKiws, Kyndryl moxe na
MPEeKpaT ChOTBETHATA YacT OT YCIyruTe ¢ MHCMEHO mpeau3BectHe. Ako JIOCTaBUMKBT cMsTa, 4e
JaJieHa MHCTPYKIMS HapyllaBa 3aKOH 3a 3alluTa Ha gaHHute, JloctaBumkbT yBemomssa Kyndryl
He3a0aBHO M B PAMKHUTE Ha ONPEENICHUTE OT 3aKOHA CPOKOBE.

JlocTaBUMKBT Cclia3Ba BCHYKH 3aKOHH 3a 3allMTa Ha JaHHUTE, IPUIOKUMU 3a Y cayrute u [Ipogykrure.
B Ilpunoxxenue xbM JIOKyMeHTa IO CAEIKaTa WIU B camusa JJOKyMEHT IO CAEIKaTa € H3JI0KEHO
CIIEHOTO BBB Bpb3Ka ¢ Jauuute na Kyndryl:

kareropuu CyOeKTH Ha JaHHU;

tunose Jluuuu nannu va Kyndryl;

OEeNCTBUA C AaHHU U aelHocTn no ObpaboTeaHe;

BpemeTpaeHe 1 yectota Ha ObpaboTBaHe; 1

cnuchk ¢ [logu3nbaHuTenn, 00padoTBaIM IUYHN JaHHH.

TexHU4YecKkH M OPraHU3aALMOHHH MEPKH

JlocTaBuuKbT npusara 1 noJIbp>ka TEXHUUYECKUTE U OpraHU3allMOHHUTE MEPKH, 3aj0keHd B Unen 11
(TexHudeckun M OpraHu3alioHHM MepkH, CurypHocT Ha gaHHuTe) M UneH VIII (Texnumuecku u
OpraHM3alMOHHU Mepku, OOIIa CUTYpHOCT), KaTO IO TO3M Ha4yMH rapaHTHpa HMBO Ha CHUTYPHOCT,
CHhOTBETCTBAIIO HA PUCK, CBBp3aH ¢ Yciuyrute u [Ipoaykrure. JJocTaBUMKBT YAOCTOBEpsiBA U pa3doupa
orpanudeHusTa, npeasuaeHu B Yien II, rozu Ynen 111 u Ynen VIII u ru cnaspa.

HpaBa U HCKAHUA Ha CyﬁeKTa Ha JaHHHU

HocraBunksT nHbopmupa Kyndryl nezabasro (o rpaduk, koito mo3sossisa va Kyndryl u Bcexu apyr
AIMUHHUCTPATOP J1a M3ITBJIHABA CBOUTE 3aKOHHU 3aIBJDKCHNS ) 32 BCIKO UcKaHe oT CyOeKT Ha JaHHH 3a
yIpakHsBaHE Ha KaKBUTO M Ja ¢ mpasa Ha CyOekTa Ha MaHHU (Hamp. KOpUTHpaHe, U3TPUBAHE WIN
61okupane Ha qanHu) oTHOCHO JInunu nanuu Ha Kyndryl. loctaBumKkbT ModKe cblio 6e3 oTnaraHe Aa
Hacoun CybeKT Ha AaHHM, KOWTO e oTnpaBun nofobHo uckaHe, kbm Kyndryl. JlocTaBunksT HIMa 1a
otroBapst Ha uckauus oT CyGeKTr Ha JaHHH, OCBEH aKo He € MmpaBHo 3aabpmkeH win Kyndryl my e nama
MICMEHO yKa3aHHe Jla HaIllpaBH TOBA.

Axo Kyndryl e 3ampmxeHo qa npenocrasu nudopmanust otHocHo JInunu manau Ha Kyndryl va npyru
AIMUHHCTpAaTOpH WJIM ApPYTH TpeTn cTpaHu (HanpuMep CyOeKTH Ha JaHHM WM PEryJIaTopH),
HocraBunksT nomara Ha Kyndryl, karo npemocraBs wH(opMauus U npeanpueMa Ipyrd pasyMHU
ne#ictaus, Kouto ce uzucksar ot Kyndryl, no rpaduk, koiito mo3somnsisa va Kyndryl ceoeBpemento na
pearupa Ha Te3u APYTH AJIMHUHUCTPATOPH WM TPETH CTPAHH.

IlopodpadoTBamu

HocraBunksT yBegaomssa Kyndryl upes mpenBaputenHo mUCMEHO U3BECTHE Tpeau JA00aBsHE HA HOB
[Tomo6paboTBa nim pasmupsiBane Ha ooxBaTa Ha O6paboTBaneTo 3a chinecTByBai [TomodpadoTsar,
Karo B TOBa MHCMEHO M3BECTHE C€ MOCOYBAa MMETO Ha [lomo0paboTRalIM U CE OMHMCBA HOBHUST WA
pasmmpen ooxsar Ha O6paborBane. Kyndryl nma mpaBo 1mo BCsKO BpeMe J1a OTIpPaBH OCHOBATEIHO
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BB3PAXKCHUE CPEIy BCEKH TakbB HOB [1omoOpaboTBaI wiik pasiiupeH 00XBaT Mo pa3yMHU MPUYUHH,
KaTO aKo TOBa CTaHe, CTPaHMTE PabOTAT 3aeqHO MOOPOCHBECTHO MO Bh3pakeHuero Ha Kyndryl.
[pensun mpaBoto Ha Kyndryl ma otripaBst Be3paxkeHus 1Mo BCAKO BpeMe JJoCTaBUMKBT MOXKE a HaeMe
HoBus [lomoOpabGoTBam wiu na pasmupu ob6xBara Ha (OOpabOTBAaHETO Ha ChHIISCTBYBAIIHS
IMomobpabotsamn, ako Kyndryl se momazie p3paxkeHue B pamkure Ha 30 AHH OT JaTaTa HA MHCMEHOTO
n3BecTHE Ha JlocTaBUnKa.

4.2 JOCTaBUMKBT H3HCKBAa CIa3BaHE Ha 3aIbJDKCHUSTA 32 3allluTa Ha JaHHUTE, CHTYPHOCTTa U
cepTUHUIIPAHETO, TTOCOYCHH B Te3W YCIOBHS, OT Bceku omoOpeH IlomoOpaboTmaii, mpeau TO3u
IMomo6pabotsarn ma O6padorBa Janum Ha Kyndryl. JlocTaBYMKBT HOCH IbJIHA OTTOBOPHOCT IpPE
Kyndryl 3a usmbiHeHre Ha 3a1bKeHusATa Ha BCceku [1o100paboTaari.

5. Tpancrpanuuno O6padorBane Ha JlanHu
JeduHnnmm Ha TEPMUHUTE, U3MOI3BAHU MO-JI0ITY:

JAbp:kaBa ¢ a1eKBATHO HUBO HA 3allIMTA 03HA4YaBa AbPKaBa, KOATO OCUTYpsIBa aJleKBaTHO HHBO Ha 3allliTa Ha
JAHHWUTE 10 OTHOIICHHE HA ChOTBETHOTO MPEXBBPIISIHE CHIVIACHO MPUIOKUMOTO 3aKOHOJATENICTBO 3a 3alluTa
Ha JIaHHUTE WIH PELEHHs Ha peryiaTopu.

BuocuTen Ha nanHu o3Hauyasa win O6padotsari, win [logobpadoTsalll, KOWTO HE € YyCTAaHOBEH B JIbprkaBa ¢
aJIeKBATHO HUBO Ha 3aIIHTA.

Cranaaptau norosopHu kiay3u Ha EC (,CAK na EC*) oznauaBa CtanmapTHUTE TOroBOpHHU Kiay3u Ha EC
(Pemenne 2021/914 na Komucusita) ¢ IpuiiokeHH HE3aIbDKUTEIHN KIIay3H, C U3KITIOUCHHE Ha BapuaHT | Ha
Knay3a 9(a) u Bapuant 2 ot Kitayza 17, kakTo ca my6nukysanu oduipaaao Ha hitps://ec.europa.eu/info/law/law-
topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en.

CranaapTHu noroBopHu kjay3um Ha Copous (,CAK Ha CbpOusa*) o3nayaBa CraHgapTHUTE JOTOBOPHHU
kiay3u Ha CepOus, KakTo ca npuetd ot ,,CpbhOCKus KoMucap mo nHGopManusaTa OT 00IMIECTBEHO 3HAYCHUE U
3amMraTa Ha JIMYHUTE IaHHU, myOnukyBanu Ha hitps://www.poverenik.rs/images/stories/dokumentacija-
nova/podzakonski-akti/Klauzulelat.docx.

Cranpaptau jaoroBopuu kiaaysum (,,CAK®) o3HayaBa [OTOBOpPHHUTE Kiay3dW, KOMTO C€ H3HCKBAT OT
MPIIOKAMHTE 3aKOHONATEIICTBA 32 3allNTa Ha TAaHHUTE, 33 MPEeXBbpIstHe Ha Jlmaan nanau Ha OOpaboTBammy,
KOUTO HE ca yCTaHOBEHU B JIbpiKaBH ¢ aIeKBaTHO HUBO Ha 3allIMTA.

JonbJHUTEJHO cTIOpa3yMeHue 32 MeKAYHAPOIHO NpeJAaBaHe HA JaHHM HA O0eIUHEHOTO KPAJICTBO KbM
CTaHAAPTHUTe J0roBopHM kJay3n Ha Komucuara na EC (,,JonbiaHuTeHO cHopasymMeHHe 3a
O0eauHeH0TO KPAJICTBO*) 03HaYaBa JJObIHUTETHOTO CIIOpa3yMEHHUE 3a MEXIYHAPOAHO MpeaBaHe Ha JaHHU
Ha O6CZ[I/IHGHOTO KpaJICTBO KbM CTAHAAPTHUTEC IOOTOBOPHH KJIAY3d Ha KOMI/ICI/IS[Ta Ha EC, O(I)I/II_II/IaJ'IHO
nybnukyBaHo Ha anpec https://ico.org.uk/for-organisations/quide-to-data-protection/guide-to-the-general-data-
protection-requlation-gdpr/international-data-Transfer-agreement-and-guidance/

IIBeiinapcko AoNbJIHEHHE KbM CTAHIAPTHUTE 10roBOpPHU KJay3u Ha Komucusra Ha EC (,,llIBeiiuapcko
JAoNIbJIHEHHUe ) 03Ha4yaBa JI0TOBOPHUTE Kilay3u KbM CTaHJapTHUTE N0T0BOpHM Kiay3u Ha Komucusra Ha EC,
KOWTO Ce ITpUJIaraT B ChbOTBETCTBHE C penreHuneTo Ha [lIBeiiiiapckust oprau 3a 3amuTa Ha qanaute (“'FDPIC'™)
u B chotBercTBHE ¢ [IBeiinapckus denepasieH 3akoH 3a 3amuTa Ha nanaute (“"FADP™).

ctp. 4 ot 26


https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
https://www.poverenik.rs/images/stories/dokumentacija-nova/podzakonski-akti/Klauzulelat.docx
https://www.poverenik.rs/images/stories/dokumentacija-nova/podzakonski-akti/Klauzulelat.docx
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/

5.1 JIOCTaBYHMKBT HSIMA J1a OCHINECTBABA TPAHCTPAHUYHO MPEXBHPISTHE WM Pa3KpHBaHE (BKIIIOYHTEITHO
4pe3 OTAAICUCH IOCTHIT) Ha KaKBUTO U 1a ca Jlmunu nanau Ha Kyndryl 6e3 npeaBapuTenHOTO MTHCMEHO
cermacue Ha Kyndryl. Axo Kyndryl mane takoBa chritacue, CTpaHWTe CH ChTPYAHHYAT, 33 Ja CE
rapanTypa clia3BaHe Ha IPIIOKIUMHUTE 3aKOHOIAaTEIICTBA 3a 3amuTa Ha qanauTe. Axo CJIK ce m3ucksar
ChIJIACHO Te3H 3aKoHH, JlocTaBunkbT He3abaBHO mpuema CIIK mo uckane a Kyndryl.

5.2 o ce otnacs no CJAK na EC:

@) Axo JlocTaBuMKBT HE € YCTaHOBEH B J[bpkaBa C aleKBaTHO HUBO Ha 3ammuTa: JlOCTaBUMKBT C
nacrostmoto ckirouBa CJIK va EC xato Buocuten na ganuu ¢ Kyndryl u JIocTaBYMKBT 1€ CKITFOYHM MUCMEHN
JIOroBopH ¢ Beeku o100pen [Tomobpaboteai chriacHo Kiaysa 9 or CJIK #a EC u e npenocrasu Ha Kyndryl
KOIHUS OT TE€3H JJOTOBOPHU NP TIOMCKBaHE.

(D Moayn 1 ot C/IK Ha EC He e npuiioxum, OCBEH ako CTPaHUTE HE YTOBOPST IMCMEHO JPYTO.

(II) Momyxa 2 ot CJIK na EC e npuiioxum, korato Kyndryl e Anmunnctparop, a Moayi 3 € IpHIOKuM,
korato Kyndryl e O6pa6otsar. Ceritacto Kiaysa 13 or CIK na EC, xoraro ca npwiokumu Moy mu
2 wim 3, crpanute ce cbriacsBaT, ue (1) CJAK na EC me ce pbKOBOIST OT 3aKOHOJATENCTBOTO Ha
oppkaBata wieHka Ha EC, KpIeTo ce Hamupa KOMIIETSHTHHSIT Hag30peH opraH, u (2) crmoposeTte,
npomztrdany ot CIIK ra EC, mie ce pemasar ot channuiiara Ha abpkaBara wienka Ha EC, kpaeTo ce
HaMUpa KOMIIETEHTHUAT HaJ[30peH OpraH. AKO 3aKOHOIaTeNICTBOTO B (1) He mpeaBMkIa ITpaBa Ha TPETH
ctpanu Oenedpurmepu, CJIK Ha EC 11e ce pbKOBOIAT OT 3aKOHOJATEICTBOTO Ha Hunmepnanmus u
cnoposete, npomstryamy ot CJIK wma EC cwrimacuo (2), me ce pemiaBat oT chla B AMCTepiaaMm,
Hunepnangus.

(b) Axo J[OCTaBUMKBT € yCTAaHOBEH B EBpONeEWCKOTO HMKOHOMHYECKO mpoctpanctBo u Kyndryl e
AIMUHHCTpATOp, KOWTO HE € mogunHeH Ha OOLIMs peryiaMeHT OTHOCHO 3amurarta Ha aaHHute 2016/679,
npuwioxuM e Moxyn 4 or CIIK na EC, u JloctaBunksT ¢ HacTosmoTo ckimouBa C/IK Ha EC kxaTo u3HocuTen Ha
nanuu ¢ Kyndryl. Axko e npunoxum Mogyn 4 or CJIK na EC, crpanute ce chriacssat, ue CJIK xHa EC e ce
PBKOBOJIAT OT 3aKOHOIATEICTBOTO HA Hunepmanams u cioposere, mponstrdamy ot CAK wa EC, me ce pemmasar
oT cpaa B Amctepaam, Hunepnanausi.

(© AKO Apyru aIMUHUCTpaTopy, Harp. KilmeHTn nim cBpp3aHu Juia NoMcKar Aa craHar crpada no C/IK
Ha EC ceriacHo ,,xiay3ara 3a npucbeauHsBane” ot Kiaysa 7, ¢ HacTosimoro JlocTaBUMKBT JjaBa ChIIacue 3a
BCSIKO ITOJTOOHO MCKaHe.

(d) TexHUYeCKHTE M OpraHU3AIMOHHUTE MEPKH, HEOOXO0IMMH 32 TorbJiBaHe Ha npuioxenue 11 kem CIAK
Ha EC, ca onucanu B Te3u Ycnosus, JIokyMeHTa 1O cenKaTa U CBbP3aHusl OCHOBEH JOTOBOP MEXIY
CTpaHUTE.

@) B ciryuaii na npotuBopeune mexay CIK na EC u te3u Ycnosus npeaumcto umat CAK na EC.
5.3 o ce otHacsa no CJAK Ha O6eIMHEHOTO KPAJICTBO:

@) Axo JIoCTaBUMKBT HE € YCTaHOBEH B [IbprkaBa ¢ ajlekBaTHO HUBO Ha 3amuTa: (I) JlocTaBuuKbT OT
cBoe uMe kato BHocuTen Ha gaHHu ¢ HacTosimoTo ckimouBa CJIK Ha O6eaunenoto kpancteo ¢ Kyndryl u (IT)
JloCTaBYMKBT Il CKITFOYH MMUCMEHU JIOTOBOPH ¢ BCeKH 0100peH [TogoOpaboTraii, kolTo € BHOocHTeN Ha
nanuu cerinacHo Kiaysa 11 ot CIIK Ha O6enuHeH0TO KpasicTBo 1 Ine npenoctasu Ha Kyndryl komust ot te3u
JIOTOBOPH MIPU MOUCKBAHE.

(b) Axo JlocTaBuMKbT € yCTaHOBEH B J[bprkaBa ¢ aJleKBaTHO HMBO Ha 3al[UTa, TOraBa /J[ocTaBUMKBT C

Hacrosioro ckiarouBa CJIK va O6equnenoro kpanctso ¢ Kyndryl or umero Ha Bceku [Togo6paboTsaii, KOWTO
e BHocuten Ha naHHU. AKO JIOCTaBUMKBT € B HEBB3MOXKHOCT Jla OCUT'YpH TOBa 3a Hakoi [logo0padoTsaii,
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HocraBuuksT 1ie npegoctasu Ha Kyndryl CITIK nHa O6eTHHEHOTO KPaJICTBO, MOAMUCAHH OT TO3U
ITomo6paboTsar, 3a HacperHo noanucsane ot Kyndryl, mpeaun na mo3sosu Ha [TomobpaboTaius aa
O6pabotsa Jlnunu ganau Ha Kyndryl.

(© CJIIK ua O6enunenoro kpaictBo Mexxay Kyndryl u TocraBuuk e ciyskar win karo CJIK Ha
O0ennHEHOTO KPAJICTBO MeX Iy AaMuHucTpaTop U OO0padoTBall, Mk KaTo HacpelieH MICMEH JI0TOBOP
MEXIY ,,BHOCHUTEJ Ha JaHHU U ,,1I07100padoTBain’ B chorBeTcTBUE ¢ Kiay3a 11 ot CIK Ha O6emuHeHOTO
KpaJICTBO, KaKTO C€ Haylara ot odcroarencrsara. B ciydaii Ha npotuBopeune mexay CHAK na O6enuHeHOTO
KpaycTBo u Te3u Y cioBus npeaumctso uMat CJIK Ha OOeTMHEHOTO KPaJICTBO.

(d) HApyru Anmunuctpatopu, Harp. KiiueHTu wim cBbp3aHu TUlla, MOXKE J1a TIOUCKAT Jla CTaHAT
JIOITBJIHUTEIHH ,,M3HOCUTEIN Ha NaHHU . J[0CTaBUUKBT C€ ChIJacsaBa OT CBOE UME M OT UMETO Ha CBOUTE
ITomo6pabotBaru ¢ Besko TakoBa uckane. Kyndryl mie yBemomu JlocTaBunka 3a €BEHTYaIHH JOIBIHATETHN
,»A3HOCUTEIIM Ha JaHHU " ¥, Ha CBOH pex, JlocTaBunKbT e yBenomMu ceoute [lomoOpadoTBamiu 3a Te3n
JIOITBJIHUTEIHH ,,M3HOCUTEIN Ha TaHHU .

5.4 Tlo otHomenue Ha JlombaauUTEIHOTO(MTE) criopazyMenue(s) 32 OOeTMHEHOTO KPaJICTBO:

a) Axo JIOCTaBYMKBT HE € YCTAaHOBEH B AbPXKaBa C a[leKBaTHO HUBO Ha 3auura: (i) ¢ HaCTOSIIIOTO
JocraBunksT crmouBa ¢ Kyndryl JlomsiaauTtenHo(n) criopazymenne(s) 32 OOeIMHEHOTO KPaJICTBO B
KayecTBOTO Ha BHocuTen Ha nanHu B noneiHenue Ha CJIK na EC, onpenenenu no-rope (kakto e
MPIIOKHAMO, B 3aBUCHMOCT OT OOCTOSITENICTBATA, TIPH KOUTO CE M3BHPIIBAT AEHHOCTUTE IO
o0paboTBaHeTo); ¥ (i1) Jl0CTaBYMKET 1€ CKITFOUX ITMCMEHH CIIOPa3yMEHHS C BCEKH 0100peH
INogmsmenauTEN, 00pabOTBAI JAaHHH, KaTO MPH MOUCKBaHe e npeaoctasy Ha Kyndryl konus ot
TE3H CHOpa3yMeHHUsL.

b) Axo JIocTaBYMKBT € YCTAHOBEH B IbpiKaBa C aJIeKBATHO HUBO Ha 3amuta, a Kyndryl e
AJIMUHHCTPATOp Ha JaHHH, CIIPSIMO KOTOTO He ce npuiiara OOLIUAT periiaMeHT OTHOCHO 3alliTaTa Ha
nanauTe Ha OOeANHEHOTO KPAJICTBO (BKIIIOUEH B 3aKOHONATEICTBOTO HA OOCTMHEHOTO KPaJICTBO
chriiacHo 3akoHa 3a EBpornelickus cbio3 (oTTeriae) oT 2018 1.), ToraBa ¢ HaCTOAMIOTO JOCTaBUUKBT
ckirouBa JlombaHUTENHO(M) criopazyMmenue(s) 3a O0eAMHEHOTO KPaJICTBO B KQUECTBOTO Ha
Uznocuten Ha nannau ¢ Kyndryl B nonsiarenne va C/IK Ha EC, onpenenenu B Paznen 5.2(6) mo-rope.

C) AKO Ipyrd afIMHUHHCTPATOPH HA JAHHH, KaTo HanpuMmep KineHTH Wi QuiInaim, MoUCcKaT qa CTaHatT
ctpana o JJompmHuTenHOTO(MTE) criopasyMenue(s) 3a O0eAMHEHOTO KPAJICTBO, [l0CTaBYNKET ce
CBIJIACSBA C BCIKO TAaKOBA UCKAHE.

d) HWuadopmanmsra B [punoxennero (Kakto e onpezeneHo B tabmuiia 3) B JIombIHATETHOTO(HUTE)
cniopaszymenue(s) 3a OOeMHEHOTO KPAICTBO MOKe Ja ObJie HaMmepeHa B npuwitoxkumute CJIK Ha EC, B
HACTOSIIIIUTE YCIIOBHS, B caMus JJOKYMEHT 10 cIeJIKaTa ¥ B CBbP3aHMs 0a30B JOTOBOP MEXKIY
crpanute. Huro Kyndryl, Huro JlocTaBYMKBT MOTaT Aa MpeKpaTsIT JombIHUTETHOTO(UTE)
criopasymenue(s) 3a O6eTMHEHOTO KPaJICTBO, KOTaTo JIOIMBIHUTEIHOTO CIOpa3yMeHue 3a
O0eanHEHOTO KPAJICTBO CE IPOMEHH.

e) B cayuail Ha KaKBOTO U Jia € MPOTUBOpeUre Mex 1y JlombaIHUTEIHOTO(UTE) CriopasyMenune(s) 3a
O06eIMHEHOTO KPaJICTBO M HACTOALIUTE Y CIIOBUsI JIOMIBJIHUTETHOTO(UTE) CrIopa3yMeHue(s) 3a
O06eIMHEHOTO KPaJICTBO UMA(T) MPEITUMCTBO.

5.5 Illo ce otnacs go C/IK na Cupbust:

@) Axo JIoCcTaBUMKBT HE € YCTaHOBeH B [IbpikaBa ¢ ajiekBaTHO HUBO Ha 3amura: (I) JloctaBuukbT OT
cBoe ume karo O6paborsar ¢ Hacrosoro ckiousa CIK na Coepoust ¢ Kyndryl u (IT) JTocTaBuMKbT 1i1e
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CKJIIOYH ITMCMEHH JIOTOBOPH € BceKH 0/100peH [lonobpadoTsart inuHu naHHH, chriaacHo Kiaysa 8 ot C/IK Ha
Cop6us u me npepocraBu Ha Kyndryl komust OT Te3u IOrOBOPH MPH OUCKBAHE.

(b) Axo JlocTaBUMKbT € ycTaHOBEH B J[bprkaBa ¢ aJleKBaTHO HMBO Ha 3aI[UTa, TOTaBa TOM C HACTOSIIOTO
ckimroua CIIK Ha Cepous ¢ Kyndryl ot umero Ha Beeku [Togo0paboTBali, HaMHpall ce B IbpXKaBa, pa3indHa
ot JIbprkaBa ¢ aJleKkBaTHO HUBO Ha 3amuTa. Ako JIOCTaBUMKBT HE OBbJIe B ChCTOSHHUE J]a CTOPH TOBA C KOHTO U
na 6wmino [Tomobpadotrai, [locraBunksT mie npemxoctau Ha Kyndryl CIK na CepOust, HOAMKUCAHN OT TO3H
IMomobpaboTsar, 3a Hacpeniro noamnuceane ot Kyndryl mpeau na mo3sonu Ha TTogobpaboTsamnius 1a
o6paborsa JInunu marau Ha Kyndryl.

(© CJIK ua Cop6us mexay Kyndryl u JTocraBuuk mie ciayxat uiu kato CIIK na ChpoOust Meskty
AnmuancTpatop 1 O0paboTBalll, UM KaTo HACPEIleH MUCMEH JIOTOBOP MEXY ,,00padoTBail’ u
,,TI0JTI00Pa0OTBAI ", KAKTO CE Hajlara OT 0OCTOsATENICTBaTa. B ciydait Ha npoTuBopeune mexay CJIK Ha
Copbus u te3u Ycnosus, npeauMctso uMat C/IK Ha Copous.

(d) Hudopmarusra, H3MCKBAIla ce 3a mombiBade Ha npuiokerus 1 10 8 kbM CIIK Ha Copoust 3a
YPEKIAHETO HA MPEXBbPIIsAHE Ha JIMUHM TaHHU B IbprKaBa, pasindyHa oT JIbpikaBa ¢ aJeKBaTHO HUBO Ha
3aIIuTa, MOXe J1a ObJle HamepeHa B Te3u Y cioBus U B [Ipuiiokenne koM JIOKYMEHTA 1O CIENKATa, WK B
camust JIOKYMEHT TI0 CJIeNKaTa.

5.6 ITo oTHOIICHHE HAa MIBEHIIAPCKOTO(UTE) AOMIBJIHEHHE():

(a) AKO H JIOKOJIKOTO TpeXBbpIsiHeTO Ha JInunn nanuau Ha Kyndryl ceriacHo pasgen 5.1. e mpeamer Ha
wBeiinapckus deepaieH 3aKoH 3a 3amura Ha ganaute (, FADP “) CJIK na EC, noroBopenu B paszen 5.2. oT
HACTOSIIITUTE Y CIIOBHS C€ YpekKIa MPEXBBPISHETO ChC CIEIHUTE H3MEHEHNS, 32 1a Ce IpHUEeMe CTaHIapTHT Ha
OP3]/] 3a mBelniapckuTe TMYHU JaHHU:

e [Ipemparkute kbM OOIIHS peraamMeHT 3a 3ammra Ha ganaute (,,OP3/1) ce pa3doupar u xaTo mpenpaTKu
KBbM aHAJIOTHYHH paznopenou Ha FADP,

e [lIBefimapckata ¢enepanHa WHGOPMAIOHHA KOMHCHS 3a 3aIUTA HA JAHHUTE € KOMIICTCHTHHST
Haj30peH oprad cbriaacHo Knaysa 13 u [Ipunoxenune 1.C or C/IK Ha EC

e [IIBeiillapckOTO MpaBO KAaTO IPWIOKUMO IPaBO, B cClydyail 4e MPEXBBHPIASHETO € IOIYMHEHO
m3kmountenno Ha FADP, u

e TepmunsT, JppkaBa wieHka™ B kiay3a 18 or CIK ma EC ce pasmupsBa, Taka 4e Ja BKIIIOYBA
[IBeiinapus ¢ men a ce gaae Bb3MOXKHOCT Ha IIBEHIAPCKUTE CYOEKTH Ha JAHHW Ja YIPaKHABAT
IpaBaTa CH B MSICTOTO Ha 0OMYaiHOTO cH IpeOuBaBaHe.

(b) 3a ma ce m3berHe ChbMHEHHE, HUTO €HO OT TOPENOCOYCHUTE JISHCTBHS HIMa 3a 1N Jla HaMalld T0
KaKbBTO U JIa € HAYMH HUBOTO Ha 3allluTa Ha AaHHuTe, ocurypeno ot CJIK Ha EC, a camo J1a pa3iimpu ToBa HUBO
Ha 3aIllUTa [0 OTHOIICHHE Ha IBEWIAPCKUTE CYOCKTH Ha TaHHHU. AKO M JIOKOJIKOTO ToBa He ¢ Taka, C/IK Ha EC
Ce IMOJI3Ba C IMPEAUMCTBO.

6. CopaeiicTBHE M JOKYMEHTHPaHe

6.1 Karo B3ema npensuj ecrectBoto Ha O6padorsaneto, JocrapunksT momara Ha Kyndryl, karo BeBexia
MOAXOJSIIM TEXHUYECKU U OPTaHM3allMOHHU MEPKU 3a U3IbJIHEHUE Ha 3aJbJDKEHUS, CBBP3aHU ChC
3asBKkM U npaBa Ha CyOekture Ha ngaHHH. JloctaBumkbsT nomara Ha Kyndryl npu rapantupane
CIa3BaHETO Ha 3aJbJDKEHUATA, CBBP3aHU ChC CUTypHOCTTa Ha OOpaboTBaHETO, YBEIOMSBAHETO U
M3BeCTsABaHETO 3a HapylieHue Ha CUTYpHOCTTa U Ch3/1aBaHETO HA OLIEHKU 32 Bb3IEHCTBHETO BHPXY
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6.2

3alUTaTa Ha JIMYHUTE JaHHHU, BKIIIOUUTEHO peABapuTeNIHa KOHCYIITAIHS C OTTOBOPHUS PETyJIaTOPEH
OpTraH, ako € HeoOXOIMMO, KaTo B3eMa MpeABH HHPOPMAIIHATA, C KOATO JJoCTaBUMKBT pasmoiara.
JOCTaBYHKBT MOJIBPKA AKTyaJICH 3aIIC Ha IMETO U TaHHWTE 332 KOHTAKT Ha Bceku [lomoOpadoTram,
BKITIOUMTEITHO Ha BCEKHM mpenctaButen Ha [lomoOpaboTBam W UIHKHOCTHO JIMIE IO 3allWTa Ha
naunuute. [Ipu moucksane JloctaBuMkbT mpemoctaBs To3u 3amuc Ha Kyndryl mo rpaduk, koiito
no3BossiBa Ha Kyndryl cBoeBpeMeHHO [1a OTTOBOpU Ha BCSKO McKaHe oT KiMeHT win apyra Tpera
CTpaHa.
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Ynen 1V, Texuuuecku u opzanuszayuonnu mepxu, Cuzypnocm na Koooseme

Tosu Ynen Baxu, ako J[ocTaBYMKBT WUMa MOCThI 10 IIppBuuen kox Ha Kyndryl. JloctaBumkbT crassa
M3UCKBaHMATA Ha TO3W UJIeH 1 1o To3u HaunH 3amuTasa [Ispeuunmst kox Ha Kyndryl ot 3ary6a, yaumoxxasame,
MPOMsTHA, HEBOJTHO WJIM HEpPa3peIIeHO pa3KpuUBaHe, CIydaeH WM Hepa3pelleH JOCThII U He3aKOHHO bopaBene.
Uzuckpanmsta Ha To3u HiteH ce otHacAT 3a Benuku UT mpuiioskeHus, miatpopMu u HHPPACTPYKTYpa, KOUTO
JlocTaBunKbT M3MONI3BA WIIM YTpaBIsiBa mpu npeaoctaBsHetro Ha [Ipomyktu n Yemyru u npu bopasenero c
Texuomoruu Ha Kyndryl, BKIIOYHTETHO BCHUKH Pa3pabOTKH, TECTBAHUS, XOCTHHT, HOAIPHKKA, ONEPAIlMd U
Cpeny Ha LIEHTPOBETE 32 JTAHHHU.

1. H3uckBaHus 32 CHTYPHOCT
Heduanmmm Ha TepMUHATE, U3MOI3BAHU T10-JOTY:

3a0paHeHa TbpsKaBa O3HAUABA BCSKA ABPXKABA, KOSITO: a) aMEPHUKAHCKOTO TPABUTENICTBO € OIPEIEITIIIO KaTo
qyKJIeCTpaHEeH MPOTUBHUK ChIIacHO M3mbaHUTENHATA 3anoBe] 3a OcurypsiBaHe Ha BepUrara Ha JIOCTaBKH 3a
WHGOPMAITHOHHN W KOMYHHMKAIIMOHHH TEXHOJIOTHHM W yciIyrd oT 15 mait 2019 r.; 0) e BKIIOYCHA B CIIMCHK
chbriacHo pazzaen 1654 or 3akoHa 3a HauMOHATHO paspemeHue 3a orOpaHa Ha CAILl ot 2019 r.; unu B) e
uaeHTH(UIpaHa KaTo ,,3a0paHeHa 1bpxkaBa“ B JlIOKyMeHTa 10 CIIeIKaTa.

1.1 JlocTaBYUMKBT HAMA Aa pasmpocTpaHsBa miu noctass [Ibpeuduen kox Ha Kyndryl 3a moeepurenmna
yrmoTpeba B IojI3a Ha TpeTa CTpaHa.
1.2. JlocTaBYMKBT HsIMA Ja pa3pelnaBa KaksBTO U aa e IIspBudeH kox Ha Kyndryl na ce cbxpaHsBa Ha

CBHpPBBPH, Hamupamm ce B 3aOpaHeHa IbpkaBa. J[OCTABUMKBT HsAMA Ja paspeliaBa Ha HHUKOTO,
BKITIOUHATENTHO Ha cBOs [lepconain, Hamupamn ce B 3abpaHeHa Ibp)kaBa WM IOcemaBam 3abpaHeHa
IbprKaBa (3a MPOABJDKUTETHOCTTA Ha BCSAKO TaKOBa MOCEIIEHHE), 10 KAaKBAaTO U Jia € MPUIMHA, Ja UMa
JOCTBIT HUITH Jla M3M0JI3Ba KOUTO | 1a e [TspeuucH ko Ha Kyndryl, Hezasucumo mamu to3u ITspBuucH
Kox ma Kyndryl mma rmobanHo pasmosokeHne, KakTO W HsAMa Ja IO03BOJIIBAa pa3pabOTBaHETO,
TECTBAHETO WM JApyra JeHHOCT B 3abpaHeHa IbpiaBa, KOMTO OMXa M3MCKBAIM TaKbB JIOCTBHI WIH
ynotpeoa.

1.3. JlocTaBYMKBT HsMA Jla MOCTaBsl WK pasnpoctpadsBa [IepBuueH kox Ha Kyndryl B ropucaukuus, B
KOSITO 3aKOHBT WJIM THJIKYBAHETO Ha 3aKOHA M3MCKBA pa3KpuBaHe Ha [IbpBUYEH KOJ Ha TpeTa CTpaHa.
AKO MMa IpOMsHA B 3aKOHA WM THJIKYBAaHETO Ha 3aKOHA B IOPUCIUKIMATA, B KOATO CE€ HaMHupa
IMepeuden kox Ha Kyndryl, koero moxke na Hamoxu U3UMCKBaHETO J[OCTABYMKBT Jla Pa3KpHe TO3M
[IppBudeH kox Ha Tpera cTpaHa, JlocTaBUMKBT He3abaBHO TPsAOBa Ja YHHUINOXKH HIIM IPEMaxHE
ITepeuunust ko Ha Kyndryl ot Tasu ropuCaUKIMS U 1a HE TOCTAaBsl HUKAKBH JAPYTrU [IbpBHYHU KOTOBE
ua Kyndryl B Ta3u ropucukiusi, ako TakbB 3aKOH WM THJKYBaHE HA 3aKOH OCTAHAT B CHJIA.

1.4. JocTaBuMKbT HsMa, MPAKO WM KOCBEHO, Ja NpeArnpuemMa AeHCTBHSA, BKIIOUYMTENHO Ja CKIIOYBa
KaKbBTO U JIa € JOrOBOP, KOMTO Ouxa joBeiu 10 Toa JloctaBunksT, Kyndryl umu kosito u aa € tpeta
CTpaHa Jia TOeM€ 3aJbJDKEHHE 3a pas3kpuBaHe cbriacHo Pazmenu 1654 wnm 1655 ot 3akona 3a
HaIMOHATHO paspemenne 3a otopana Ha CAILLl ot 2019 r. 3a mo-romsiMa sSICHOTa, OCBEH aKoO HE €
W3pPUYHO paspemreHo B JIokyMeHTa 1O chefkaTa WM CBBP3aHUs OCHOBEH JIOTOBOP MEXIy CTPaHMTE,
JToCTaBYMKBT HSIMa MPABO MPH HUKAKBU 00CTOSATENCTBA [a paskprBa [Ispeuten kox Ha Kyndryl mpen
TpeTa cTpaHa 6e3 MpeaBapuTeTHOTO MHCMeHo chrmacue Ha Kyndryl.

1.5. Axo Kyndryl ysemomu JlocraBurka wiin TpeTa CTpaHa YBEJOMH KOSITO M Jia € OT CTpaHuTe, ue: (a)
JocTtaBunksT ¢ mo3sommn [IsprdeH kox Ha Kyndryl na 6b1e BHeceH B 3abpaHeHa cTpaHa WITH KOSTO
U ga e ropucauknus, mocodena B Paszmen 1.3 mo-rope, (b) JocTaBUMKBT MO IOpyr HAuuH €
pa3npocTpaHu, TOCThII Wik u3non3san [IepeudeH kox Ha Kyndryl no Hauus, koiiTo He € m03BOIEH
B JlokyMeHTa 1o cpeikaTra WM CBBpP3aH OCHOBEH WJIM JAPYT JOTOBOP MEXAY CTpaHHTe Wi (C)
HocraBunksT ¢ Hapyummn Pasgen 1.4 mo-rope, ToraBa 0e3 na ce orpanuuaBar mpasara Ha Kyndryl
CBIJIACHO 3aKOHA WJIM CITPAaBEUIMBOCTTA, WM ChIIACHO JJOKyMeHTa Mo c/ienkara, Wi CBbp3aH OCHOBEH
WK APYT IOToBOp Mexay crpanure: (I) ako mogoOHO yBemomieHHe € BpbueHO 10 JlocTaB4mKa, TO
HocraBunkbsT He3abaBHo u3BectTsisa Kyndryl 3a wero; u (II) JlocraBunkbT, KaTo ciaeaBa pasyMHHUTE
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1.6.

ykaszanus Ha Kyndryl, pascriensa u paspemiaBa BeIpoca 1o iaH, Hamaexuo onpeaenca ot Kyndryl
(cnen xoHcynTanuu ¢ JloCTaBIMKA).

Axo Kyndryl ocaoBatento cMsTa, 4e ca HEOOXOAUMH IPOMEHU B TIOJIUTUKHUTE, MIPOLICAYPHTE, KOHTPOJIA
WM TIpakTHKuTEe Ha JlocTaBuMka BBB BpPB3Ka C JOCTHIA A0 [IBpBUYHHUSA KOJ C 1€ CIpPaBSHE C
KHOEPCUTYPHOCTTA, KPAXKOHUTE HA MHTEJIEKTYAIHA COOCTBEHOCT M MOAOOHU WM CBBP3aHU PUCKOBE
(BruroumMTENHO pUcka Oe3 Takusa npomenn Kyndryl na ve moxe na npomasa Ha onpenenetu Kitnentu
WM Ha ONpeJeNieHH Ta3apy WIHM 10 APYr HAYWH Ja He MOXE Jia YIOBJICTBOPU WM3HMCKBAHUATA 32
CUT'YPHOCT WJIM BepHrara Ha focraBkure Ha Kiwmenra), To ToraBa Kyndryl moxke ma ce cBbpike ¢
JocraBuuka, 3a 1a 00CHIAT AEUCTBUATA, HEOOXOIUMHU 3a CIIPaBSHE C MOJOOHU PHUCKOBE, BKIFOUUTEIIHO
MIPOMEHHUTE B ChOTBETHHUTE MMOJUTHUKH, MIPOLEAYPH, KOHTpOJIK win npakTukd. [1o uckane na Kyndryl
JocraBunkbsT cu chTpyaHudn ¢ Kyndryl mpu u3BbpIIBAaHETO Ha OIEHKA 3a HEOOXOIUMOCTTa OT
Mo100HU TIPOMEHH, KaKTO M IPH BbBEKIaHETO Ha MOIXOAIIN B3aUMHO ChIVIACyBaHU IPOMEHHU.
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Ynen V, Cuzypnu paspabomku

Hacrosmusit Unen e npwioxxuM ako JlocTaBUMKBT Ie NpeocTaBy CBOW WM Ha Tpera cTpaHa Codryep Ha
mscto Ha Kyndryl wim ako Ilpoxykrure wiam Yeayrure Ha JlocTaBurka 1ie ObaaT mpeaocTaBeHu Ha KineHnT Ha
Kyndryl kato gact ot npoxykT unu ycayra Ha Kyndryl.

1. I'oToBHOCT 3a curypHoct

JTOCTaBYMKBT CH CHTPYIHUYH C BhTpeniHuTe npoiecy Ha Kyndryl, kouTto orieHsIBaT roTOBHOCTTA 3a
CUT'YPHOCT Ha mpoayktuTe u yeiyrute Ha Kyndryl, 3aBucemu ot [Ipoaykrute Ha JlocTaBunKa, BKIFOYATEIHO
Ype3 HaBpeMeHHa 1 e()eKTHBHA PEaKIysl Ha 3asBKH 3a HHPOpMaIHs, He3aBUCHMO Iajli Ype3 TOKYMEHTH,
JPYTHU 3allUCH, UHTEPBIOTa Ha ChbOTBeTHUS [lepconan Ha JlocTaBunka, Ui JpyTy TOJ00HH.

2. CurypHu pa3padoTku

2.1 Hacrosmmsr Pasnen 2 e npunoxkum camo koraro JloctaBuukbT npeaoctaBs CodTyep Ha MACTO Ha
Kyndryl.

2.2 JOCTaBUYMKDBT € BHEAPUA U LEe NoAabprKa Npes Leaunsa CPoK Ha lokyMeHTa No caesikaTta, cbriacHo Ham-

[obpuTe UHAYCTPUANHM MNPAKTUKU  MpeXa, Nnathopma, cucTemMa, MNPUIONKEHUA, YCTPOMCTBa,
dun3nyecka MHOPACTPYKTYPa, peakumsa Npu MHUMAEHTU U OPUEHTUPAHU KbM epcoHana NnoauTUKMY,
npouesypy U MepPKM 3a KOHTPOJI MO CUTYPHOCTTa, KOUTO ca HeE0bXoaMMM 3a 3aLmMTa Ha: (a) cuctemuTe
W cpegata 3a pa3paboTka, M3rparkaaHe, U3NUTBAHE WM omnepauumu, KouTo [OCTaBUMKBT UAM TpeTa
CTpaHa, aHra)xkmpaHa ot [JocTaBuMKa, eKCnioaTupa, ynpasnaasa, MoaA3Ba WAM Ha KOUTO Apyrosye
pasymnTa 3a UK No oTHoLWeHue Ha MpoayKkT u (b) BcUUKM NbpBUYHM KOZOBE Ha MNpoayKTK OT 3ary6a,
He3aKoHHWU GopmMM Ha BopaseHe UM HepaspeLleH AOCTbI, Pa3KpUBaAHE WU UBMEHEHMUE.

3. VA3BUMOCTH B CHTYPHOCTTA

3.1 Hacrosmusit Pasnmen 3 e mpunmoxkum camo ako [lpoayktn wim Yciyrn Ha JloctaBumka me Obaar
npenocraBenn Ha Kimment va Kyndryl kato gact ot mpoxykt wmm ycayra Ha Kyndryl.

3.2 JocTaBunkbT Npnaobuea ceptudmKkaT 3a cboteeTcTBme ¢ ISO 20243, Information technology, Open

Trusted Technology Provider™ Standard (O-TTPS), Mitigating maliciously tainted and counterfeit
products [MHbOpMAUMOHHM TexHonoruu, cTaHgapt Open Trusted Technology Provider™,
MpoTuBoaencTBMe Ha 3710HamepeHu U danwuduumMpaHn npoayktn] (Ypes camooueHKa WA Bb3
OCHOBA Ha OLLEHKA, M3BbPLUEHA OT KOMMETEHTEH HE3aBUCUM 0aMTOP). ANTepHaTMBHA Bb3MOMKHOCT €
LoCTaBuYMKDBT Aa 3asaBKM nMcmeHo, a Kyndryl aa gage nucmeHo ogobpeHue, ocTaBYMKBT ga Nnoayym
cepTMdMKaAT 3a CbOTBETCTBME C MO CbHLLECTBO EKBMBANEHTEH WHAYCTPUAJIEH CTAaHAAPT, Kacaely
HaZeX4HU NpPaKTUKM 3a pa3paboTBaHe M 33 Bepurata Ha [AOCTaBKUTe (cepTuduuMpaHe upes
CamMoOLLeHKa UK 6asMpaHo Ha OLEeHKAaTa Ha KOMMNETEHTEH HEe3aBMCMM OAUTOP CbINAaCHO U3UCKBAHMATA
Ha Kyndryl).

3.3 JocTaBunkbT Npuaobusa ceptmdmkar 3a cboTeeTcTBme ¢ ISO 20243 MK ¢ NO CbLLECTBO EKBUBANEHTEH
WHAYCTPUANeH cTaHZapT (cnen nucmeHo ogobpeHuwe oT cTpaHa Ha Kyndryl) go 180 aHu cnep
B/IN3aHETO B CWJ1a Ha [loOKyMeHTa No caenkaTa, KaTo cnes ToBa cepTMdMKATLT ce NOAHOBABA HA BCEKM
12 meceua (BcAKO NOAHOBABAHE Ce NPaBu B CbOTBETCTBME C Hal-aKTyaHaTa Bepcua Ha NPUIOKMMUA
CTaHgapT, T.e. I1SO 20243, nan korato Kyndryl e ogobpuna nucmeHo, NPUHLMMIHO €KBUBAJEHTEH
WMHAYCTPMANEH CTaHAAPT, OTHACALL Ce A0 CUTyPHUTE MPaKTUKM 3a pa3paboTBaHe M 3a BepuraTa Ha
[OoCTaBKuTe).

34 [Tpu nouckpane JlocTaBunkbsT He3abaBHO mpenocTaBs Ha Kyndryl komue oT ceprudurarute, KOUTO
JlocTaBUMKBT € AIBKEH Jia npuodue chriacHo pasaenu 2.1 u 2.2 mo-rope.
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4. VA3BUMOCTH B CHTYPHOCTTA
JlepuHUIIY HA TEPMUHUTE, U3TIOJI3BAHU TIO-I0ITY:

Kopnrnpaﬂe Ha ITPEelIKHA O3HavaBa KOPEKIMA U IIPOBEPKA Ha IPOIYCKHU C LET OTCTPaHABAaHE HAa I'PEHIKU WJIN
HCJOCTAaTblU, BKIIOYHUTCIIHO VA3BUMOCTH B CUT'YypHOCTTA, OT HpOI[yKTI/ITe.

IIpoTruBoaeiicTBHe 03HaYaBa NpUIIaraHe Ha U3MUTAHU CPEJCTBA 32 OTPaHUYaBaHE WU U305TBaHEe HAa PUCKOBETE
OT YA3BUMOCT B CUTYPHOCTTA.

YA3BHUMOCT B CHUTYPHOCTTAa O3HauaBa CbCTOSHUE B MPOEKTUPAHETO, KOJUPAHETO, pa3pabOTBaHETO,

BHEJPSABAHETO, TECTBAHETO, €KCIUIOATALMATA, ChIACHCTBUETO, NOJAPBIKKATAa WIM YIPaBICHUETO Ha AaJeH

IIponykT, KOHTO MO3BOIABA aTaka OT CTpPaHA HA KOWTO M Jla OMII0, KOSTO MOXKE Jia IOBEZE 10 HETPaBOMEPEH

JOCTBIT MM eKCIUIOATAlys, BKIFOUYMTEIHO: a) JOCTBII JJ0, KOHTPOJI WIIM IIPEKbCBaHe Ha paboTaTa Ha CHCTEMA;

0) OocTen 10, W3TpUBAHE, NPOMSHA WIM W3BIMYaHE HA JAaHHW; WIM B) NPOMEHU B HAECHTUYHOCTTA,

YIOCTOBEPSIBAHE MM Pa3peIIeHNs Ha MOTPEOUTENN NI aAMUHNACTPATOPH. YA3BHMOCT B CUTYPHOCTTa MOXeE J1a

CBINECTBYBA HE3aBUCHMO OT TOBA Jali MMa MPUCBOEHA HACHTHHKAIMA 32 OO YA3BUMOCTH U €KCTIO3HIIH

(CVE), nsxaxBa oleHKa WM O(UITATHA KIaCH(PUKAIHSL.

4.1 JloCTaBUMKBT 3asBsBa U rapaHTUpa, 4e Ie: a) u3nonssa Haii-nobpure HHAyCTpUANIHU IPAKTUKY, 32 A
UACHTUHIPA YSI3BUMOCTH B CHTYPHOCTTA, BKIJIIOYMTENHO Ype3 HENPEKbCHATO CTAaTHYHO H
JUHAMHUYHO CKAaHUPAaHE HAa CUTYPHOCTTa Ha IPUIOKCHMETO HAa IbPBUYEH KOJ, CKaHHMpaHE Ha
CUTYpPHOCTTa Ha OTBOpPEH ITbPBHUYEH KOJ M CKaHUpaHE Ha IPOINYCKUTE B CHCTeMaTa; U 0) cmasma
W3UCKBAHMATA HA TE3U Y CII0BHS, 32 Ja IPEJOTBPATH, yCTAHOBU M KOPUIHpa Y I3BUMOCTH B CHTYPHOCTTA
Ha IIponyxtute u Bcnuku IT npunoxenus, matdopmu 1 HHPPACTPYKTypa, U B KOUTO U Upe3 KOUTO
JocTaBuuMKbT ch3/1aBa U npenoctassd Yciyru u [pogykru.

4.2 Ako [locTaBUMKBT YCTaHOBH YS3BHUMOCT B cuUTrypHOcTTa Ha nazaeH IIpoxaykr win UT npunoxenue,
miarpopma uim HHPpacTpykrypa, JoctaBunksT npenoctass Ha Kyndryl Kopekius Ha rpemikure u
Mepku 3a OpoTHBOAEHMCTBHE 3a BCUUKM Bepcud Ha IIponykrure B chorBerctBue ¢ HuBara Ha
CEpPHO3HOCT M BPEMEBHUTE PAMKH, TIOCOUCHHU B TAOIHIUTE ITO-TOJY:

HuBo Ha cepno3HoCT*

H3BbHpeaHa YSA3BUMOCT B CHTYPHOCTTA — YSI3BUMOCT B CUI'YPHOCTTA, KOSITO IIPEACTABIISIBA CEPHO3HA U
MOTEHIHATHO T06anHa 3amiaxa. Kyndryl onpenens V3gbHpentnTe YAI3BUMOCTH B CHIYPHOCTTA 110 CBOE
YCMOTpEHHE, He3aBUCUMO OT Oa3oBus pedtuHr Ha CVSS.

Kputnuna — Y3BUMOCT B CUHTYPHOCTTa, KosiTo nMa 0a3oB peiftuar Ha CVSS o1 9 10 10,0

Bucoka — Y43BHUMOCT B CHTYPHOCTTA, KOATO nMa 06a3oB peitunr Ha CVSS ot 7,0 10 8,9

Cpeana — Ys3BUMOCT B CHTYPHOCTTa, KosITO nMa 0a3oB peiftunr Ha CVSS ot 4,0 10 6,9

Hucka — Y53BEMOCT B CHTYPHOCTTA, KOsiTo MMa 6a3oB pertunr Ha CVSS ot 0,0 10 3.9

CpokoBe
H3evHpeden Kpumuuen Bucok Cpeoen Hucvk
Mo 4 onu, kaxmo e 30 gau 30 guu 90 nau Coritacuo Haii-
nocouerno om I'nagnomo nobpure
o10po no ungopmayuonna WHAYCTPUAITHH
cuzyprnocm na Kyndryl MPAKTHKH

* BBB BCEKM CiIydail, Koraro HsMma mocodeH 0a3oB pedtmHr Ha CVSS 3a Y43BUMOCT B CHTYpHOCTTA,

I[OCTaB‘H/IK'LT nmpujiara Huso Ha CEPHUO3HOCT, KOCTO € IMOAXOAAIIO 3a €CTCCTBOTO U oOcTOsITENICTBAaTA HA
CbOTBCTHUA HpO6I/IB.

4.3 [Ipu YS3BUMOCT B CUTYPHOCTTA, KOATO € OMiia pa3kpuTa IMyOJUYHO | 32 KOSITO JlOCTaBUMKBT BCE OIIIe
He e npenoctasun Ha Kyndryl mukaksa Kopekims Ha rpemiku wid Mepku 3a NPOTHBOJEHCTBHE,
JOoCTaBUMKBT TPsOBa A3 MPHUIOKH BCIKAKBU TEXHUYECKH W3IMBIHUMH JIONBIHUTCIHH KOHTPOIH 32
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4.4

4.5

CUTYPHOCT, KOUTO CMEKYaBaT PHCKOBETE OT YSI3BUMOCTTA.
Axo Kyndryl ve e yaoBmerBopeHo or Mepkute Ha JlOoCTaBuMKa Cpelly KOHKPETHA YS3BHMOCT B
cUrypHocTTa Ha JajaeH [IpofayKT win npuinoxkenue, miarGopma mwid HHOPaCTPyKTypa, MOCOYCHH I10-
rope, To ToraBa, 06e3 ma ce 3acsarar apyru npasa Ha Kyndryl, JocraBunksT He3abaBHO OpraHu3upa
o0cwxaane Ha mpobiemute qupektHo Mexay Kyndryl u Burienpesument Ha JlocTaBuMKa WK JpYyT
CHOTBETEH MPEJICTABUTEI HA PHKOBOJICTBOTO, OTroBapsii 3a Kopekius Ha rpelkure.

[MpumepuTe 32 YSI3BUMOCT B CUTYPHOCTTA BKIIFOUBAT KO Ha TPETa CTPaHA UIIM OTBOPEH IIbPBHYCH KOJI
3a kpait Ha ycnyrara (EOS), 3a KouTo Beue He ce odydyaBaT KOPEeKIMY Ha 3aluTara.
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Ynen VI, /locmvn 00 Kopnopamugnu cucmemu

To3u Unen Baxku, ako CIy>kutenu Ha JlocTaBunka uMat JOCTHII 10 KosiTo U Aa € KopnopaTuBHa cuctema.

1.
11

1.2

13

1.4

15

1.6

1.7

1.8

1.9

O6mm ycnoBus

Kyndryl onpeznesns mnanu na paspenin Ha ciyxkurtenure Ha JJoctaBunka noctsi 10 KoprnopartuBHute
cuctemu. Axko Kyndryl paspemm poctema, JIOCTaBUMKBT Ill€ Cla3Ba M 1€ OCHUTYPU HETOBUTE
CIIY>KUTEJH, KOUTO OCHLIECTBIBAT AOCTHIIA, JIa CIIa3BaT M3MCKBAHUATA HA HacTOSIIUS YiieH.

Kyndryl oripezerns HauuHUTE, 110 KOUTO CIIy)KHUTeauTe Ha JOCTaBYKMKa MOTAT Jja OCHIIECCTBABAT JAOCThI
no KopropaTuBHHTE CHUCTEMH, BKIIIOUYUTETHO AATH TE3U CIIY>KUTENU 1€ OCBILECTBSIBAT JOCTBI J0
Kopnoparusaute cuctemu upe3 ycTpoiictsa, npegocraBenu ot Kyndryl wiu ot JloctaBunka.
Cayxurenure Ha JlocTaBYrKa MOTaT Aa OCBIIECTBABAT JOCTHII caMo 10 KopropaTHBHE CUCTEMH U 12
npefocTaBaT Ycoiuyrd camo 4pe3 YcrpoiictBa, 3a kouto Kyndryl mpemocraBu pasperieHue.
Cnyxxurenure Ha J[ocTaBUMKa HAMAT MPABO Ja M3MOI3Bar Y cTpoiicTea, kouto Kyndryl paspemasa, 3a
MpeloCTaBsHe Ha YCIYTH Ha APYro JWIE WK NpeAnpusTHe, HUTO Ja OChIIecTBABAT 10ocThi A0 UT
CHCTEMH, MPEXH, IPUIOKEHUS, yeOCalTOBe, MHCTPYMEHTH 32 €JIEKTPOHHA II0INa, HHCTPYMEHTH 32
CHTPYJHUYECTBO WU IPYTU MOAO0HM 32 MITH BHB Bpb3Ka C YCIIyTUTE Ha Apyru JJocTaBUMIM UK TPETH
CTpaHHU.

3a mo-roisiMa SCHOTa CIyKUTelIuTe Ha JlocTaBurmka HsAMAT HpaBO Ja W3IOJN3BAT 3a JHYHM IIEIH
VYerpoiictsa, kouto Kyndryl paspemnasa 3a goctsin 1o Kopriopatusaute ciucteMu (Hamp. ClyKATEIUTE
Ha JlocTaBurKa HAMAT MIPABO Ja ChbXpaHABaT JIMYHU (ailyioBe KaTO My3HKa, BUACOKIUIIOBE, CHUMKH HIH
IpyTH TOZOOHU Ha Te3W YCTPONCTBA, HUTO Ja M3IION3BAT MHTEPHET OT TE3W YCTPOMCTBA 32 JHIHH
LIETIH).

Cnyxwurenure Ha JlocTaBumka HsMaT mpaBo aa komupatr Marepuanu Ha Kyndryl, moctemmu mpes
nanena Koprmoparusha cuctema, 6€3 npeaBapuTeIHOTO mucMeHo oa00penue va Kyndryl (u e HambiHo
3a0paHeHO Ja Komupar KakBuTo W ga ¢ Marepuanu Ha Kyndryl Ha mpeHocumo ycTpoiicTBO 3a
cbxpaHeHue, HarpuMep USB, BBHIIICH TBBP/ TUCK WIH APYTH MOZOOHHU YCTPOICTBA).

[Ipun mouckBane JlocTaBUMKBT TOTBBpPXKAaBa, C MMEHAa Ha CIY)XXHTEIHUTE, N0 KOW CHenupUIHH
KopropatuBHu cHCTEMHU CIyKUTEIUTE My Ca YIBIHOMOIIEHH Ja MMaT JOCTBI W Ca OCBHINECTBIIN
JOCTBII B PAMKHUTE Ha KOMTO U Ja € IepHo] OT Bpeme, rmocoueH ot Kyndryl.

Hocrasunka ysemomsisa Kyndryl B pamkute Ha nBagecer u yetnpu (24) yaca, B ciiydail ye KOWTO u 1a
e ciayxuren Ha JlocTaBunka ¢ OCTBHII 10 KOosATO U aa € KopropaTtuBHa cuctema Beue He: a) € HaeT OT
JlocraBurka; wiu 0) pabOTH MO JAEWHOCTH, W3UCKBAIIM MOAOOCH NOCTHI. J[OCTaBUMKBT paboTH ¢
Kyndryl, 3a na rapantupa, 4e JOCTBITBT Ha TAKWBA OMBIIM MIIH HACTOSIIN CIYKUTENH € TPEyCTaHOBEH
He3abaBHO.

JocTaBunKbT He3a0aBHO TOKIIA/IBA 32 AEHCTBUTEITHH HITH MPEAIIONAraeMH HHIIMACHTH ChC CUTYPHOCTTA
(mamp. 3ary6a Ha ycrpoiictBo Ha Kyndryl wiu JlocTaBurka niid HepaspelieH JA0CThII 10 Y CTPOHCTBO
WITH JaHHU, MaTepUaId WA JApyra wH(opMarus OT KakbBTO W ja e xapakrtep) Ha Kyndryl u cu
cerpyaanun ¢ Kyndryl mpu pascieaBaHeTo Ha Moq00HN HHIIHAEHTH.

JoCTaBUMKBT HAMA MPaBO Ja pa3peliaBa Ha KOWTO U J]a € areHT, HE3aBHCUM H3ITBIHUTEIN FITH CITYKHUTE
Ha MMOJM3ITBIIHUATEI TOCTHII JI0 KoATO U Ja € KopmopaTtuBHa cuctema 0e3 mpeaBapuTeIHOTO MTUCMEHO
ChIJIaCuC Ha Kyndryl; aKo Kyndryl MPEe0CTaBU TaKOBa ChIJIACHE, TO TOoraBa J[0CTaBUMKBT aHTaKUpa
9pe3 JOTOBOP TE3U JIMIA M TEXHUTE pabOTOJaTeNy Aa Cria3BaT M3UCKBAaHUATA HA To3H UJIeH, BCe €IHO
Te3H JIMIa ca cinyxurenu Ha JloctaBunka, u otroBaps npen Kyndryl 3a Bcuuku neiictsust u 6e31eiicTBUS
OT CTpaHa Ha BCAKO TaKOBa JIMIIEC WJIM PabOTOAATEN IO OTHOIICHHE Ha AocTha g0 KopmopaTtuBHuTe
CUCTEMHU.

Codryep Ha yCTPOHCTBOTO
Z[OCTaB‘II/IK’I)T JaBa YKadaHUs Ha CIIYXXUTCIUTC CH CBOCBPEMCHHO [a MHCTAJIMpPAT Ha YCTpOI\/'ICTBOTO
Bceku codryep, usuckBan ot Kyndryl 3a ymecusBane Ha 3ammureHus Aocthi 10 KopmopatusHute
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2.2

2.3

2.4

3.2

3.3

cuctemu. Huto JlOCTaBUMKBT, HUTO HETOBHUTE CIYKUTEIH BB3MPEIITCTBAT (DYHKIHMOHHPAHETO HA
codryepa wiu Ha 3aUTHATE (PYHKIIUH, KOUTO TPEAOCTABS COPTYEPHT.

JlOoCTaBUMKBT M HErOBHTE CIYXHUTEIHM C€ MNPUAbPKAT KbM IIpaBHiaTta 3a KOH(QHUIypuUpaHe Ha
VerpoiictBa, kouro Kyndryl 3agasa, u cu chTpyaHuuar no Beskakbe apyr Hauu ¢ Kyndryl, 3a na
rapaHTupar, 4e QyHKImuTe Ha codryepa ca ciopen Hamepenusta va Kyndryl. Hanpumep JlocTaBYMKBT
HsAMa Jla OTMEHHM (YHKIHUATA 3a OJOKMpaHe Ha yeOcalTOBe WM aBTOMATHU3WPAaHUTE (DYHKIUH 32
KOpHUTHpaHe.

Cayxutenute Ha JlocTaBunKa HAMAT MPaBO Ja CIIONEIAT ¢ KOTOTO U Ja Omiio Y cTpoicTBaTa, KOUTO
M3M0JI3BAT 3a OCTHII 10 KopropaTuBHUTE CHCTEMH, HIIH TOTPEOUTEIICKUTE UMEHA, TAPOJIN WU IPYTH
MoT00HU 3a Te3u Y CTPOHCTBA.

Axo Kyndryl yosnHomomu ciyxutenute Ha J[0OCTaBYMKA Ja MONTydYaT JOCTHII O KOPIOPATHBHUTE
cuctemu mpe3 YcrpoiictBa Ha JlocTaBumka, TO ToraBa JIOCTaBYMKBT HWHCTAIMpPa W CTapTHpa
olepalMoHHa CHCTeMa Ha OHe3u Y cTpoiicTa, kouto Kyndryl ogo0psiBa, HancTpoiiBa 10 HOBa BepcHs
CBHIIECTBYBAIIlaTa ONEPAIMOHHA CHCTEMAa WIIK MHCTAIMPa HOBA OIEPAI[MOHHA CUCTEMa B Pa3yMEH CPOK
clie]l MHCTpyKTUpaHe oT cTpaHa Ha Kyndryl.

Hapn3zop n cbTpyIHHYeCTBO

Kyndryl uma HeorpanuveHu nmpasa [a Clequ U Ja MPOTUBOACHCTBA HA MOTCHIMAIHH POHUKBAHUS U
IpYTH 3aIDIaxy 32 KHOEPCUTYPHOCTTA MO KaKBUTO W J1a € HAYWHH, OT KaKBUTO M J]a € MecTa M 4pe3
KaKBHTO U Jia € cpenctsa, konto Kyndryl cunTa 3a HEOOXOMUMH WITH TOIXOIAIIH, O€3 MPeIBaAPUTEITHO
yBenomsiBane Ha [locraBumka, cimykuren Ha JloctaBumka wim apyro nuie. Karo mpumep 3a TakuBa
mpaBa Kyndryl mosxe 1mo Bcsiko Bpeme: a) 1a M3BBPIIBA TECT 3a 3aIUTa Ha KOETO M 1a € Y CTPONCTBO, 0)
Jla HaOJro/laBa, Bh3CTAHOBSIBA Ype3 TEXHHYECKH WIIM JPYTH CPEACTBAa M JAa CJIEAM KOMYHHKAalMUTe
(BKJIIOYMTEIHO MMEHIN OT KaKBUTO M Jla € MMCWI akayHTH), 3alucH, (aiiioBe M APYTH €JIEeMEHTH,
CBXpaHjIBaHU B KOETO ¥ J1a € Y CTPONCTBO I MpeJaBaHu Ipe3 KosATo U aa ¢ KopmoparusHa cuctema;
M B) Ja mpuaoOMBa TOYHO KOIMHE Ha KoeTto M na e YcrpoiictBo. Ako Kyndryl ce Hyxmae ot
CLﬂeﬁCTBHeTO Ha HOCTaB‘H/IKa, 3a Jla YIIpaXXxHU IpaBaTa CHu, HOCTaB‘II/IK’bT U3IIBbJIHABA U3LAJTI0 U B CPOK
uckanusata Ha Kyndryl 3a momoOHO chaelcTBHE (BKIIOYMTEIHO HANpPUMEDP HCKAHE 3a CHTYPHO
KOH(QUTYpHpaHe Ha KOETO M Ja € YCTpOHCTBO, MHCTAIMpAaHEe HA COPTYyep 32 MOHHUTOPHHT IUTH IPYT
copTyep Ha KOETO M Ja € YCTPOWCTBO, CHOJENITHE Ha MOJPOOHOCTH 33 BPBh3Ka Ha CHCTEMHO HHBO,
aHTaXHpaHe NMPH MEPKH 3a peaklys Ha MHLUJICHTH 32 KOeTO U Jia € YCTPOMCTBO M OCHI'ypsiBaHE Ha
¢bm3uyecku goctbin Ha Kyndryl mo xoeTo u a € yCTpoicTBO 3a mosiyyaBaHe Ha TOYHO KOIHE WIH C
JpyTa e, KaKTo U APYTY MOZO0OHHU U CBBP3aHU HCKAHUS).

Kyndryl uma mpaBo ma otmenu qoctbiia 10 KoprnopaTHBHHITE CHCTEMH 10 BCIKO BpeMe, 38 KOUTO | J1a
e ciyxuten Ha JlocTaBuMKa WM 3a BCHYKH CIyXuTenw Ha JloctaBumka, Oe3 MpeABapUTENHO I
yBenomsiBa JloctaBunka, ciyxuten Ha JloctaBurka wiu Apyru auna, ako Kyndryl cmsita, ue ToBa e
HeoOxoanMo, 3a na ce 3ammtu Kyndryl.

Ipasara na Kyndryl se ce Gokupat, HamaasiBaT WM OrpaHUYaBaT M0 KAKBBTO U Ja € HAYMH OT KOSTO
u 1a e pasznopenba Ha JIokyMeHTa 1o clieIkaTa, CBbp3aHus OCHOBEH JOTOBOP HIIH IPYT JOTOBOP MEXTY
CTpAaHUTE, BKIIIOYUTCIIHO KOATO U Oa € pa3nope;16a, KOATO HM3UCKBA JaHHU, MaTCpUAIM WU Apyra
nHpopMaIKs OT KaKbBTO U J]a € BUJ JIa C€ ChbXpaHABAT CaMoO Ha ONPENENICHO MSCTO MM MeCTa WM
M3UCKBA CaMO JIMIA OT W30paHO MACTO WM MECTa Ja MMaT JOCTBII JI0 Te3H AaHHW, MaTepHaIH I
Ipyra nHPOPMAITHSL.

YerpoiictBa Ha Kyndryl

Kyndryl cu 3ama3sBa mpaBoTo Ha cOOCTBEHOCT BBpXy Bcuuku YcrpoiictBa Ha Kyndryl, xaro
JlocTaBYMKBT HOCH OTTOBOPHOCT 3a 3ary0a Ha YCTpoicTBara, BKJIIOYHUTEIHO TOpaaud Kpaxoa,
BaHAAIN3BM WM HEOPEKHOCT. J[OCTAaBUMKBT HAMA Ja HM3BBPIIBA WM Jla pa3peliaBa MPOMEHH B
Verpoiicta Ha Kyndryl 6e3 npeasaputento mucmeno crrinacue Ha Kyndryl, kato moj mpomsiHa ce uma
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4.2

4.3

4.4

NpeBU BCSKa IpOMsAHA B codrTyep, NPWIOKEHUsS, IW3aiiH Ha CHTYPHOCTTa, KOHQUryparus Ha
CUTYPHOCTTA WIH (PH3UUECKH, MEXaHUYCH MM ENEKTPUICCKH JH3aiH.

JlocTaBYMKBT BphIna Bcuuku Ycrpoiictsa Ha Kyndryl B pamMkuTe Ha 5 pabOTHM THY ClIeT TPUKIIOUBAHE
Ha HEOOXOAUMOCTTA Te3U Y CTpOUCTBA [a npenocTasat Yemyrute u ako Kyndryl morcka, yHumoxasa
€HOBPEMEHHO C TOBAa BCHYKM JAaHHM, MaTepUalM U Jpyra MHPOpMAaIMs OT BCSKAaKbB BUJ Ha TE3U
YcTpoiicTBa, 63 1a 3ama3Ba Komue, kato ciensa Hali-nobpure WHIycTpraaIHi IPAKTHUKY, 32 J]a U3TPHE
TpallHO BCHYKM JaHHHW, MaTepHald H Ipyra uHpopMarms. JOCTaBYMKBT ONAKOBa M BPBINA 33 CBOS
cMeTka Ycrpoiictara Ha Kyndryl B chIioTo ¢bCTOsSIHEE, B KOSTO ca MPeAoCTaBeH: Ha JlocTaBumMKa, C
M3KJII0YEHHE Ha HOPMAJTHOTO M3HOCBAHE, 10 MACTO, mocoyeHo oT Kyndryl. Hecriazganero ot cTpana Ha
JocTaBurka Ha KOETO U Ja € 3aIbJDKCHHE OT TO3U pasfel 4.2 MpeacTaBisiBa CHIIECTBEHO HapyIICHUE
Ha JIoKkyMeHTa IO ceNKaTa ¥ CBbP3aHUs OCHOBEH JIOTOBOP U IPYT CBBP3aH JIOTOBOP MEXIY CTPAHUTE,
KaTo ce MMa INpeaBHJ, Y€ JaJeH JOroBOp CE€ CUMTa 3a ,,CBBP3aH™, ako AOCTBIBT A0 KOSTO U Jia €
KopmopatuBHa crctema yiecHsBa 3a1a4nTe WIK APYTU AeHHOCTH Ha JlocTaBunKa 10 CMHCHIIA HA TO3H
JIOTOBOD.

Kyndryl ocurypsiea mommpbixkka 3a VYcrpoiictBara Ha Kyndryl (BkmrounmtenHo mnpoBepka Ha
YCTpOHCTBOTO U NMPEeBaHTHBHA M BH3CTAHOBHUTEIIHA MTOAAPHKKA). JlOCTaBIMKBT HE3a0aBHO YBEIOMSIBA
Kyndryl ipu Hy’km1a 0T peMOHT.

3a codryepnu mporpamu, kouto Kyndryl mpurtexasa nmu uma npaBo na otaasa non gunens, Kyndryl
npenocTass Ha JlocTaBurKa BpEMEHHO NPaBo J1a U3I0JI3BA, ChbXpaHABa U NMPAaBU JOCTAThYHO KOIHS, 32
Jla TIO[UThbPIKa Pa3pelieHoTo u3non3Bane Ha YcrpoiictBara Ha Kyndryl. JIocTaBYMKBT HsIMa MPABO Ja
MPEXBBPIIS HIPOTPaMH Ha KOTOTO U 1a OUJI0, Aa IPaBU KOMHS Ha HH(POpMAIUATA 32 COPTYEpHUS JIUIEH3,
HUTO Jia pasrio0siBa, JEKOMIMINPA, Aa KOHCTpyHpa OOpaTHO WM IO APYT HA4YMH Ja ImpeoOpa3ysa
KakBaTo W Ja € IMporpamMa, OCBEH aKO0 TOBa HE € M3PUYHO pPa3pemiecHO OT MHPUIOKUAMOTO
3aKOHOAATENCTBO, 0€3 BE3MOKHOCT 32 OTKa3 OT OTTOBOPHOCT TIO IOTOBOPA.

AKTyanusupaHe

HesaBucumo ot paznopendu ¢ MpOTUBOMOIOXKEH CMUCHA B JIOKyMeHTa 1O CAeNKaTa Uil CBbP3aHHS
OCHOBEH JOTOBOP MEXKIy CTpaHHTE, CIIe MMCMEHO m3BecTre 10 JlocTaBurka u 6e3 1a € HeoOX0IUMO
ceriacuero Ha JlocraBunka, Kyndryl moxe na akTyanusupa, [OMBJIBA WUITH 10 IPYT HAYKH [1a H3MEHS
T03u UIieH, 3a 1a OTTOBOPU Ha BCSIKO M3MCKBAaHE HA MPUIIOKUMOTO 3aKOHOAATEICTBO UITH 3aIbJDKECHHE
Ha KnineHTa, 3a 1a oTpassBa BCSKO AOMBIHEHHE KbM Hal-100pUTe MPAKTUKHU 32 CUTYPHOCT MJIH TIO JIPYT
HauuH, KakTo Kyndryl cmsra 3a HeoOX0AnUM BBB Bpb3Ka ChC 3aiurara Ha KopropaTuBHuTe cucTeMu

i Kyndryl.
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Ynen VII, Yeenuuasane na nepconana

To3u YieH BaxKH, KOTaTo CIyKuTeauTe Ha JIoCTaBUUKa OTACISIT HSUIOTO CH pabOTHO BpeMe 3a MPEIOCTaBsIHE Ha
Yenyru 3a Kyndryl, usebpmiBar Beuuku Te3u ycnyrd B obexktd mHa Kyndryl, obextun ma Kiwenrta mnm or
JOMOBETE CH, W IMPEIOCTaBiAT YCIOyrW, camo Kato m3moysBar YcrpoirctBa Ha Kyndryl 3a moctem g0
KopriopatuBHuTe CHCTEMH.

11

1.2

13

1.4

15

1.6

1.7

Hoctbn 10 Kopnopatusnu cuctemu; Cpenu na Kyndryl

JocTaBuMKbT MMa MPaBo Ja U3MBJIHABA YCIYTHTe, KaTo OCHLIECTBSIBA AOCTHI 10 KopmopatuBHuTe
CHCTEMH caMo Iipe3 Ycrpoiictsa, mpemocraseru ot Kyndryl.

JlocTaBuHKBT cra3Ba YcioBuaATa, unoxenn B Unen VI (JlocTen 10 KOPHOpPaTHBHU CHCTEMH), BHB
BpbB3Ka C KaKbBTO U Jia € AOCTHII 10 KoprnopaTuBHUTE CUCTEMH.

VYcrpoiictara, npenoctaBenu ot Kyndryl, ca emmucrtBenure YcrpoiicTBa, KOMTO J[OCTAaBUHKBT U
HErOBUTE CITY>KUTENIM MOraT Jja U3M0JI3BaT 3a IPeAOoCTaBsiHe Ha Y CIIyTH, KaTo Te3u Y CTpOHCTBa MOrat
Ja ObJaT U3MOI3BaHU OT JlocTaBUMKa U HETOBUTE CIIY>KUTEIH CaMo 3a NMPEJOCTaBIHE Ha Y CIyrure. 3a
MoBeYe SICHOTA, JJOCTaBUMKBT MM HETOBUTE CIYKHUTEIHN B HUKAKbB CIydaid HIMAT MpaBo Jia U3I0JI3BaT
IPYTH YCTPOMCTBA, 3a Ja IPEIOCTaBAT Y CIIyTH, WK J1a u3moa3Bat Ycrpoiicrea Ha Kyndryl 3a koiiTo u
Jia € ApyT KIUeHT Ha JlocTaBuMKa WK 32 KaKBaTO U J1a € Jpyra LieJl OCBEH 3a [IPel0CTaBsSHE Ha Y CIIyTUTe
ua Kyndryl.

Cayxutenure Ha JlocTaBumka, n3nojsBamy Y crpoiicTBa Ha Kyndryl, morar ga crogensit Marepuanu
na Kyndryl nomexny cu u na cbxpaHsBar TakuBa Matepuain Ha Ycrpoiicta Ha Kyndryl, Ho camo mo
CTEICH, B KOSTO TAKOBa CIHOJCISIHE M ChXpPaHEHHE € HEOOXOAMMO 3a YCIEIIHOTO H3IbIHEHHE Ha
VYenyru.

OcBeH 3a nenute Ha MOAOOHO chxpaHeHue Ha YcrpoiictBa Ha Kyndryl, JIocTaBUMKBT WiIM HErOBUTE
CIy)KUTENM B HUKAKBB CIy4ail HaMar mpaBo qa npemaxsaT Matepuanu xHa Kyndryl ot xpanmmmiia,
cpen, HHCTPYMEHTH Win uHppacTpykTypa Ha Kyndryl, xbaero Te ce cexpansiBat ot Kyndryl.

3a moBeue SICHOTA, JlOCTaBUMKBT M HErOBUTE CIYKMTEIM HSAMAT IPaBO Ja MPEXBBPIAT HUKAKBU
Marepuanu va Kyndryl B kakBuTo 1 1a ca XpaHUIHIIA, CPEAU, HHCTPYMEHTH WK HH)PACTPYKTypa Ha
JlocTaBumKa WM IpyTH CUCTEMH, IIATPOPMHU, MPEXHU WIH JPYTH MOJO00HU CTPYKTYpH Ha JlocTaBumKa
0e3 mpeaBapuTeTHOTO MMCMEHO chrtacue Ha Kyndryl.

Unen VII (TexHuyeckn M OpraHu3alMoHHH Mepku, OOIa CHTypHOCT) HE BaKM 3a YCIyrHTe Ha
JocraBurka, KOrato ciry>kxutenuTe Ha JloctaBurka OTAEIAT LsUI0TO CH pabOTHO BpeMe 3a IPEAOCTaBsIHE
Ha Ycayru 3a Kyndryl, usssprBar Benuku te3u yemyru B obexta Ha Kyndryl, o6extn Ha Kinenra win
OT JIOMOBETE CH ¥ MPEAOCTAaBAT Y CIIyTH, CaMo KaTo u3moy3BaT Ycrpoiictea Ha Kyndryl 3a moctsnn mo
Kopnoparusaure cucremu. BbB Bcuuku ocrananu ciaydan Ynen VIII Baxu 3a Ycmyrure Ha
HocraBuuka.
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Ynen VIII, Texnuuecku u opzanuzayuonnu mepku, Oowa cuzypnocm

Hacrosmusit Ynen e npuiokum ako JloctaBuukbT mpemoctas Ycnyru win [poayktu wa Kyndryl, ocsen
koraro JloctaBuuksT mie uma jgocthi camo 1o MCK wa Kyndryl mpu npemocraBsiHeTo Ha Te€3u YCIyrd WK
Iponyktu (T.e. JlocraBunksT HAmMa ma O6pabdorsa apyru Januu Ha Kyndryl, wiu ma mma moctem mo apyru
Marepuanu #a Kyndryl, uimu o Koprnoparusha cucrema), equactBenute Y cnyru u [Ipoaykru Ha JloctaBunka
ca ma mpenocrasu Ha Kyndryl Codryep Ha Mscto mwiu J[oCTABUMKBT MPEIOCTaBS BCHYKH CBOM YCIYIU U
[IponykTn upe3 Mozaen Ha yBenudyaBaHe Ha repconana cbrimacao Ynen VII, sxkmrountenno Pazgen 1.7 ot Hero.

JlocTaBUHKBT Clla3Ba M3MCKBAaHUsITA Ha TO3W YJIeH 1 10 TO3U Ha4WH 3anurtasa: a) Marepuanu Ha Kyndryl cpemry

3ary0a, yHHUIO)KaBaHEe, U3MEHEHHE, CIy4alHO WIIM HEpa3pelieHO pa3KpHBaHE W CIyYaeH WM Hepa3pelieH

noctbir; 0) Manaun wa Kyndryl ot nesakonnu nauunnu Ha O6paborBane; u B) Texuonoruu Ha Kyndryl ot

HezakoHHM (opmu Ha bopasene. M3uckBanusita Ha To3u UneH ce orHacaT 3a Bcuuku WT mpunoxenus,

wIaThopMd ¥ HHPPACTPYKTypa, KOUTO J(OCTABUMKBT H3MON3BA WM YIPABIsABAa TPH IPEIOCTABSIHETO HA

IMponyxts u Ycnyru u npu bopasenero ¢ Texuomoruu Ha Kyndryl, BKIOUHTENTHO BCHUKH pa3paboTKH,

TECTBaHUsI, XOCTHHT, MOAIPHKKA, OTIEPAIIMH U CPEIN Ha IIEHTPOBETE 3a JaHHU.

1. IMoJMTHKH 32 CUTYPHOCT

1.1. JlocTaBUMKBT NOAIBPAKA U CIIeJ[BA MOJIUTUKUTE U IPaKTUKUTE 32 T cUrypHOCT, KOUTO ca Hepa3/ieinHa
yacT oT Ou3Heca Ha JlocTaBunKa, 3aIbJDKUTEIHU 3a 1enus [lepconan Ha JlocTaBuMKa U ChOTBETCTBAT
Ha Haii-noOpure MHIYCTpHATHA TPAKTHKH.

1.2. JlocTaBYHMKBT Tpepasriiekaa CBOUTE MOJUTHKH W MPaKkTHKW B oOyiactra Ha MT curypHocTTa MoHe
BEJIHBXK TOJUIIHO U TH U3MEHS, aKO CMETHE 3a HE0OX0IMMO, 3a 1a 3auutd Marepuanute Ha Kyndryl.
1.3. JlocTaBUMKBT MOIBPIKA U CII€/IBA CTAHAAPTHUTE, 33 TBIDKATEITHA U3UCKBAHUS 32 TIPOBEPKA BHB BPB3Ka

C HAaEMaHETO Ha HOBHM CITyXKHMTEJIM M Hajlara Te3d W3UCKBaHMA Ha uenus Ilepconan Ha JlocTaBunka u
BCHUYKH M3IIO IPUTEXKABAHU ABIIEPHHU ApyxecTBa Ha JlocTaBumka. Te3sw H3UCKBAaHUS BKIIOYBAT
KpUMUHAQJIHU TIPOBEPKHM JO CTENEHTa, JOMyCTHMa OT MECTHUTE 3aKOHHM, JOKa3aTelICTBO 3a
HNOTBBPXK/IABAHE HA CAMOJIMYHOCTTA M JONBIHUTEIHU IPOBEPKU, KOUTO JIOCTABUMKBT cuMTa 3a
HeoOXxoauMu. JIOCTaBYMKBT NMEPUOJUYHO IOBTApsl WM MPEHNOTBBPXKIABA TE3M M3UCKBAHMS, KOTaTo
CMETHE 32 HE0OXOUMO.

1.4. JloCTaBUMKBT OPTaHU3MPA €XKEroTHO 00yUEeHHE 3a CUTYPHOCT W IOBEPUTEITHOCT 32 CBOUTE CIIYKUTEIH
U W3UCKBA BCUYKH TE3M CIY>KUTEIH BCsSIKa TOJMHA Ja YAOCTOBEPSIBAT, Y€ CIa3BaT €THYHUTE HOPMH 32
OM3HeC MOBEICHNE, TPABUIIaTa Ha TIOBEPUTETHOCT U MTOJUTUKUTE 32 CUTYPHOCT Ha JloCTaBUMKa, KAKTO
€ TIOCOYEHO B KOJICKCa 3a MoBefeHNe Ha JlocTaBIMKa WM APYTH MOZOOHH NTOKyMEHTH. /l0OCTaBUMKBT
MPOBEkKAA JOIBIHUTEIHO 00yUeHHE 110 MOJIUTUKH U NIPOLECH Ha JIULA ¢ aAMUHUCTPATUBEH JOCTBII 10
KaKBUTO M Jia ca KOMIMOHeHTH Ha Ycnyrd, [Ipoaykrtu mnun Marepuamu Ha Kyndryl, karo takosa
o0ydeHne e crienn(UIHO 3a TAXHATa JUIHKHOCT U ydactue B Ycmyrure, [Ipoayktute n Marepuanute
Ha Kyndryl, n e Heo0xoauMo 3a MoAIbpKaHe HAa HCKAHOTO ChOTBETCTBUE H CEPTH(HHKATH.

1.5. JocTaBunKkbeT pa3paboTBa MEPKH 3a CHUTYPHOCT M IOBEPHTENHOCT, 3a Ja 3allUTH W HOAIbpXKa
HaTu4HOCTTa Ha Martepuanun Ha Kyndryl, Bimrountento upe3 TAXHOTO BHEApPSABAHE, MOAIPHKKA U
CBHOTBETCTBUE C NOJIUTUKH U MPOLELYPH, U3UCKBALIY CUTYPHOCT U IOBEPUTEIIHOCT YPE3 NPOEKTUPAHE,
UH)XEHEPHHT HA CUTYPHOCTTA U CUTYPHHM ONEpaluy 3a BCUukH Yciayru u [IponykTu u 3a Bceku citydaid
Ha Bopasene ¢ Texuonorun va Kyndryl.

2. NHuuaenTn, cBbp3aHu CbC CUTYPHOCTTA

2.1. JlOCTaBUMKBT MOAABPKAa M CHa3Ba JOKYMEHTHPAHM THONUTHKM 3a pearupaHe Ha WHLUACHTH,
choTBeTCTBAaIM Ha Haif-moOpure MHAYCTpHANHM NPaKTUKH 3a CIpPaBSHE C MHIWACHTH, Kacaelld
KOMITIOTBPHATA CUTYPHOCT.

2.2. JocTaBunKBT pa3ciieiBa HepaspelleHHs TOCTHI WM HepaspelieHaTa ymnorpeba Ha Marepuamu Ha
Kyndryl u onpesiesst 1 n3bIHsABA MOAXOIAII IIaH 33 pearnpaHe.
2.3. JlocTtaBuMKBT He3a0aBHO (M IPU HUKAKBU OOCTOSITENICTBA IMO-KbCHO OT 48 yaca) e yeenomu Kyndryl,

aKO yCTAaHOBH HApYIICHHWE HA CHT'YPHOCTTA. JIOCTaBUMKET IE MPEJOCTaBH MOAOOHO W3BECTHE [0
cyber.incidents@kyndryl.com. JlocraBuuksT mpemoctaBs Ha Kyndryl ocHoBaTenHO moOMCKaHa
HHpOPMAITHA 32 TO00HO HAPYIICHUE U 32 ChCTOSHUETO HA BCHYKU MEPKH, IPeIIpreTH oT JlocTaBunKa
[0 OTCTpaHsBaHEe M Bb3CTAHOBSIBaHE. a3 OCHOBATEIHO MOMCKaHA MHQPOpPMALKS MOXKE Ja BKIIOUBA
HaIpUMEp PETUCTPALMOHHH (ailyioBe, ChABPKAIIM JaHHH 33 MPUBIICTHPOBAH, aIMIHUCTPATHBEH H
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2.4.

2.5.

2.6.

3.1

3.2.

3.3.

3.4.

(@)

(b)

(c)

JPYT JOCTHII 710 Y CTPONCTBA, CUCTEMH WM MPHUIIOKCHUS, TOYHHU KOMHKSA Ha Y CTPONCTBA, CHCTEMU KK
MPWIOKEHHUS W JPYrd TOJOOHM €IEMEHTH 10 CTENEeHTa, OTHACAIIA Ce J0 HAPYIICHHETO WM [0
neriHocTuTe Ha JlocTaBYMKA M0 OTCTpaHsBaHEe M Bb3CTAHOBSIBaHE.

HocraBunksT npenoctaBs Ha Kyndryl pasymMHO chieiicTBHe 3a U3NBIHCHHETO Ha KAKBHTO W J1a ©
MPABHU 3aIb/UKCHUS (BKIIIOUYUTETHO 3aJBJDKCHHS 3@ YBEIOMsIBAHE HA PEryJIATOPHUTE OPraHd WA
Cy6exture Ha mannute) Ha Kyndryl, ceppsanu muna ¢ Kyndryl u Kinentu (4 TeXHHTE KIMEHTH U
CBBP3aHH JIMI[a) BbB Bpb3Ka ¢ HapyiieHue Ha curypHocrTa.

JlocTaBUUKBT HAMA 1a WH()OPMHUpA WM YBEAOMSABA TPETH CTpaHu, ue HapyllleHHe Ha CUTYPHOCTTA,
MIPSIKO M KOCBeHO e cBhp3ano ¢ Kyndryl wian Matepuamm va Kyndryl, ocsen ako Kyndryl xe paspemm
MICMEHO TOBa Jia ObJle HAIIPABEHO HIIM aKO TOBA CE M3KMCKBA 10 3aKOH. J[OCTABYMKBT MTHUCMEHO IIe
urdopmupa Kyndryl nipenu na HampaBu H3MCKBAHO 10 3aKOH YBEIOMJICHHE IO TPETa CTpaHa, aKo
yBenomienueto e uaentuduimpa Kyndryl, npsiko uim KocBeHo.

B cnyuait Ha Hapymenne Ha CUTYpHOCTTa, IPOU3THYAILA OT HapylieHre Ha JlocTaBurKa Ha KOETO U Ja
€ OT 33IBJKCHHATA 110 TE3U Y CIIOBHSL:

JloCTaBYHKBT IIOEMa BCHYKU PA3XOJIH, KOUTO MPaBH, KAKTO U JEUCTBUTENHUTE pa3xoau, kouro Kyndryl
MpaBH, KaTo YBEIOMsBA NEHCTBAIIUTE PETYIATOPHH OPTaHH, APYTH IMPAaBUTEICTBEHH W CHOTBETHU
WHAYCTPUAIHU CaMOPETyJIaTOPHU AarcHIMM, MeIuuTe (aKo Ce W3UCKBA OT MPUI0KAMOTO
3akoHOAaTencTBo), CybekruTe Ha nannu, KimenTn u npyru;

npu noucksane ot Kyndryl JloctaBurkbT ch3/1aBa U MOIbPIKA 33 CBOSI COOCTBEHA CMETKA KOJI LICHTHD
3a OTroBOpH Ha BbIipocH 0T CyOeKTH Ha JaHHU OTHOCHO HapyIiieHus Ha CHTYPHOCTTA U MTOCICICTBUATA
OT TSIX B MIPOABIDKCHUE Ha 1 TomMHA cieq paTara, Ha KosTo choTBeTHHTE CyOeKTH HA JaHHU ca OWIIH
yBemoMeHH 3a HapyieHne Ha CHTypHOCTTA HIH KaKTO C€ U3UCKBA OT IMPIIOKIMHUTE 3aKOHH 32 3aIlINUTa
Ha JAHHHUTE, KOETO OT JIBETE OCUTYPsiBa MO-BUCOKa cTerneH Ha 3amtura. Kyndryl u JToctaBuukbsT paboTsT
3ae/IHO 32 Ch3[IaBaHE HA CIICHAPUY U IPYTH MATSPHAIM, KOUTO JIa C€ M3MOJI3BAT OT CITY)KUTEIUTE B KOJI
LEHTHPA [TPU OTIOBOP Ha 3aMUTBaHKs. AJITEPHATUBHO, TPU CcMeHO u3Bectue 10 Jocrapurka Kyndryl
MOJE J1a Ch3JaJe U MOJIbpPKa CBOW COOCTBEH KOJ IEHThp BMecTo JlocTaBumka, a JIOCTaBUUKBT jaa
Bb3cTtanoBu Ha Kyndryl neiictBurennute pasxomu Ha Kyndryl 3a ch3maBaHeTo U MoqIbpiKaHETO Ha
TaKbB KOJI HEHTBP; U

HocraBunkbsT Bb3cTaHoBsiBa Ha Kyndryl nmeiictBurennure pasxomu, xomto Kyndryl mpasu mpm
MPEOCTaBsHE HA YCIIyTH 32 MOHUTOPHHT HA KPEAUTH U BH3CTAHOBABAHE HA KPEAUTH, B IPOIbIDKCHHE
Ha | rogMHa clien 1aTara, Ha KOsTO PU3MYECKUTE JIMIA, 3aCETHATH OT HApyIICHUETO, KOUTO H30UpaT aa
Ce PErHCTpUpaT 3a TaKWBa YCIyTH, ca OWIM yBeIOMEHH 3a HapymeHweTo Ha CHUTypHOCTTa, WU
CHIVIACHO M3UCKBAHUSITA HA TPUIOKHUMHUTE 3aKOHH 3a 3alllUTa HA JaHHHUTE, KOCTO OT JIBETE OCUTYPBA
MO-TOJIIMA 3aIIKTA.

du3nyecka curypHoct 1 KoHTpoa Ha qoctbn (TepMUHBT ,,O0SKT", M3MOI3BAH 1I0-J0TY, 03HAYaBa
(bU3MYECKO MECTOIIONIOKEHNE, Ha KoeTo JJOCTaBUMKBT XOCTBa, 00pab0oTBa MITH OCHIIECTBSIBA JOCTBII 0
Martepuamu va Kyndryl).

JOoCTaBYMKBT TOIIBbpIKa HEOOXOAMMHUS (U3MUSCKH KOHTPON HA JIOCTHIIA, HAIpuMmep Oapuepw,
KOHTPOJIUPAHU C KapTH BXOJHHU ITYHKTOBE, KaMEpH 3a HAOIOJCHUE U OOCITY)KBaHU OT CITy>KUTEIH
MIPUEMHH, 3a J1a Ce MPEAIa3u OT HermpaBoMepHO Biu3aHe B OOeKkTHTe.

JOCTaBUMKBT W3UCKBa pa3pemieHrue 3a MoCThIl 10 OOEKTH W KOHTPOJIHMPAHH 30HH B PaMKUTE Ha
OOekTHTEe, BKIIOYHATETHO NPH BPEMEHEH IOCTHII, W OrPaHWYaBa JOCTBIIA CIIOPEN THKHOCTTA U
Ciy)KeOHUTE 3aab/oKeHuss. AKO J[OCTaBYMKBT MPEIOCTAaBH BPEMEHEH NOCTHII, HETOB YIIBIHOMOIICH
CITY’KUTEN IPUAPYKABA BCEKU MOCETUTE, J0KaTo ¢ Ha OOekTa 1 B 00XBaTa Ha KOHTPOJHUPAHHUTE 30HH.
JOCTaBYNKBT BBBEXKAA (PH3HICCKA KOHTPOJI HA JOCTHIIA, BKIFOUATEITHO MHOTO(AKTOPEH KOHTPOI Ha
JOCThIIAa B ChOTBETCTBHE ¢ Haii-moOpuTe MHIYCTPHAIHM MPAKTUKH, 33 Ja OTPAHHYM 10 IMOIXOJISII
HAYMH BIM3aHETO B KOHTpOJIMpaHUTE 30HH Ha OOEKTHUTE, PETUCTPHPA BCUUKH ONHUTH 32 BIU3aHE U
CBbXpaHsIBa TE3H PETHCTPHU HAl-MaJIKO 3a CPOK OT €IHA FOJMHA.

HocTtaBunkbsT OTMEHs AocThna no OOekTH W KOHTpoiupaHu 30HH Ha OOekTH B cioydaid Ha a)
0CBOOOXKIaBaHE HAa YITBIHOMOIICH CIyXHUTeN Ha JlocTaBumka; uiam 0) ciyKeOHUTE 3abJDKCHUS Ha
VITBTHOMOIICHUST CIYy)KHUTEeN Ha J[ocTaBunka Bede HE U3UCKBA TAKBB JOCTBIL J[OCTAaBUMKBT Cria3Ba
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3.5.

4.2.

4.3.

44.

4.5.

4.6.

CTPUKTHO O(MIMATHO BBBEAEHHTE NPOLEIYPH 3a OCBOOOXKIAaBaHE, KOWTO BKIIOYBAT He3a0aBHO
IpeMaxBaHe OT CITUCBIINTE 32 KOHTPOJI Ha IOCThIIA U IIpeaBaHe Ha (PM3HYECKUTE MPOITYCKH 3a JOCTBHII.
JOCTaBYHKBT NpeanpueMe MpennasHu MEepKH, 3a Aa 3alluTH IpuiaTa (Gu3nvecka HHPPACTPYKTypa,
M3I0JI3BaHa 3a moaabpkane Ha Yciayrure u [Ipoaykrure u 3a bopasene ¢ Texnomoruu Ha Kyndryl, ot
3aIlIaxM 3a OKOJIHATa Cpefld, KaKTO MPUPOJHU OCICTBUA, Taka M INPUYMHEHU OT YOBEKA, HAIpUMEp
MpeKaJIeHo BHCOKa TeMIlepaTypa Ha OKOJHATa cpela, IoKap, HaBOTHEHHWE, BIAKHOCT, Kpaxkba u
BaHJAIA3BM.

JlocTb, HaMeca, IPeXBbPJIsIHE H KOHTPOJI Ha pa3ie/siHeTo

JOCTaBYHKBT 1€ MOANBP)KAa NOKYMEHTHpaHa apXWUTEKTypa Ha CHUTYpHOCTTAa Ha MpPEXKHTE, KOHWTO
VIpaBJsiBa IIPH CBOETO M3MBJIHSABAaHE Ha YCIyrure, mpenoctaBsHe Ha [Iponykrure m Bopasene c
Texuonoruu Ha Kyndryl. JIocTaBYMKBT OTACNHO Mperiekaa ChOTBETHATA MPEXKOBA apXUTEKTypa H
BBBEXKIA MEPKHU 32 NPEOTBPATIBaHE HA HEPA3PELUICHU MPEKOBU BPB3KH KbM CHUCTEMHU, IPUITOKEHUS
U MPEKOBH YCTPOWCTBa C IIeNl Cla3BaHE HA CTPUKTHHATE CTAHAAPTH 32 CHUTYpHO CETMEHTHpAHE,
U30JIalMA U 3a1uTa. JloCTaBYMKBT HAMA MPaBo Ja U3M0I3Ba 0€3KHMUHA TEXHOJIOTHS IIPH CBOSL XOCTHHT
U TIpH OTIepUpaHe Ha KaKBUTO U J1a € XOCTBAaHH YCIyTH; BMECTO TOBA JIOCTABUMKBT MOJKE J]a M3IO0I3Ba
TEXHOJIOTHS 3a Oe3KMYHa MpeXa IpH IpenocTaBsHeTo Ha Ycmyru u [Ipogykti u mpu bopaseneTo ¢
Texunonoruu Ha Kyndryl, Ho npu ycnoBue ue mmdpoBa U M3MCKBA CHIYPHO YJOCTOBEpSBAHE 3a
BCSIKAKBU TaKKUBa 0€3KUIHU MPEKU.

JOoCTaBUHKBT MOATBPKAa MEPKH, KOUTO MMAT 3a IeN Ja Pa3aeisaT JOTHYSCKH W Ja IPEIOoTBPaTsIBAT
n3naranero Ha Martepuanun Ha Kyndryl Ha mocten or HeymbiHOMomieHd muia. OCBeH ToBa
JlOCTaBUMKBT MOAABPKA MOAXOMAINA H30JALUs HA CBOSTA IPOU3BOJICTBEHA, HEIPOU3BOJICTBEHA U
apyra cpema u ako Marepuain Ha Kyndryl Beue npuchcTBaT WM ca MPEXBBPICHU B
HETPOU3BOJCTBEHA cpesia (HampuMep 3a BB3IPON3BEKIAHE Ha TPemika), JJoCTaBIuKBT TapanTupa, 4e
CTETCHTA Ha 3alllUTa U HENPHKOCHOBEHOCT B HETPOW3BOJCTBEHATA CpEJa ¢ EKBUBAJICHTHA Ha TE3U B
MIPOM3BOJICTBEHATA Cpefa.

HocraBuuksT e mudposa Martepuanute Ha Kyndryl B mporiec Ha TpaH3UT 1 B U3BBH TPaH3UT (OCBEH
axo JlocTaBunkbT He Hokake yoequrento 3a Kyndryl, ue mmdposanero na Marepuanute va Kyndryl
U3BBH TPAH3UT HE € OCBIIECTBUMO TeXHHYecKH. OcBeH ToBa J[OCTaBUMKBT MIM(PPOBA BCHUKH
(U3UYECKN HOCUTENH, aKO UMa TaKHWBa, KaTO HAIIPUMEP HOCHUTEIH, ChABPKAIIN PE3EPBHH KOS Ha
¢aitmoBe. [loCTaBUMKBT MOJIBPKA JOKYMEHTHPAaHU MpPOIEAypUd 3a TCHepupaHe, W3/JaBaHE,
pa3npocTpaHeHue, CbXpaHeHHue, pOTalusl, OTMEHSIHE, Bh3CTAaHOBSBAHE, Ch3/[aBaHE Ha PE3EPBHU KOIHS,
VHHIIOKaBaHe, JOCTHII U M3II0JI3BaHE Ha KITIOYOBE 32 CHTYPHOCT, CBBP3aHHU ¢ MH(ppPOBaHE HA TaHHU.
JOCTaBYHKBT 1€ OCHTYPH BCHYKH CHECHU(PHYHA KPUNTOTPA()CKHA METOIH, M3IION3BAHU IIPH TaKOBa
mmdpoBane, na orroBapsAT Ha Haii-noOpurte mHaycTpuanHu npaktuku (kato Hamp. NIST SP 800-
131a).

Axo JloctaBumkbT M3MCKBa A0ocThil 10 Matepuanu Ha Kyndryl, JlocraBuukbsT orpaHuuyaBa TO3U
JOCTBI [0 HaW-HUCKOTO HHMBO, HEOOXOIUMO 32 MPEAOCTaBSHE M TMOAABPKaHE Ha YCIYTUTE H
[IpomyxTute. JI0OCTaBUMKBT M3UCKBA MOZOOEH JOCTBII, BKIIOUUTEIHO aIMUHUCTPATHBECH IOCTBI 10
KaKkBUTO M Jla € OCHOBHH KOMIIOHEHTH (T.e. MPUBHJIETHPOBAH AOCTHII), Ma ObJe WHAMBHIyaJeH,
0a3upaH Ha UIHXHOCT W TOJIEXAll Ha OJOOpeHHe M PEeAOBHA IPOBEPKA OT YIIBIHOMOIICHU
CITy>)KuTenu Ha JlocTaBYMKa CHIVIACHO NMPHHIMUINTE 32 pa3[elicHHE Ha 3aAbIDKCHUSITA. JJOCTaBUMKBT
MOJUIBPXKAa MEPKH 3a HICHTH(HIMpaHe W IpeMaxBaHe HA PE3CPBHU WM JIATCHTHH aKayHTH.
JOCTaBYMKBT OTTETIIS aKayHTH C IPUBUICTHPOBAH AOCTHII B PAMKUTE Ha JIBAIECET U UeTHpH (24) yaca
cie]i 0ocBOOOXKIaBaHe Ha COOCTBEHMKA Ha akayHTa i uckaneto Ha Kyndryl umui Ha ymeiHOMOIIIEH
cirykuten Ha JlocTaBurka, KaTo HalpuMep MEHHKbpa Ha COOCTBCHUKA Ha aKayHTa.

B crotBercTBHE ¢ Haii-moOpuTe MHAyCTpHATHUA MPAKTHKH, JIOCTaBYMKBT MOIANBpKA TEXHUUECKH
MEpKH{, Hajaramy IpeKbCBaHE Ha HEAKTUBHHU CECHM, OJIOKMpaHe Ha aKayHTH CJell HSIKOJIKO
TMIOCJIEIOBATEIHN HEYCIENIHN ONKTa 3a BIM3aHe, CHIIHM Mapoiu WM (pas3a 3a yIOCTOBEpsiBaHE Ha
JOCTBII, KAKTO ¥ MEPKH, U3UCKBAIIM CUTYPHO MIPEXBHPIISTHE M ChXPAaHCHUE HA TE3H Mapoiu U (hpasu 3a
nocten. OcBeH ToBa JIOCTaBUMKBT H3ION3BA MHOTO(AKTOPHO YHIOCTOBEpSIBAHE 32 BCEKH
NpPUBWICTHPOBaH N0CThII 10 Marepuanu Ha Kyndryl, koiiTo He ce ochliecTBsBa OT KOH30J1a.
JOCTaBUMKBT ClIeW W3MOJ3BAHETO HA MPHUBWIICTHPOBAH JOCTBI U MOJIbpxka WH(OpManus 3a
CHUTYPHOCT M MEPKH 32 yIpaBiieHWE Ha CHOWTHS, NpelHa3HAYeHH 3a: a) HWACHTH(HIUpaHEe Ha
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4.7.

4.8.

4.9.

5.2.

HepaspelleH JOCThI U AeHHOCT; 0) yIeCHsIBaHE HAa HABPEMEHEH U MOIXOAII OTTOBOP HAa TAKBB JOCTHI
W AeHOCT; U B) pa3peruaBaHe Ha oauTu ot JocraBurka, Kyndryl (B choTBeTcTBHE C mpaBata My 3a
IIPOBEPKa, [IOCOYEHU B T€3H Y CJIOBUSA, U IPABOTO Ha OJUT, IOCOUYEHU B JIOKyMEHTa 110 clieNKaTa Wil
CBBpP3aH OCHOBEH WIM IpPYyr [OTOBOP MEXKIy CTpaHWTe) M JIpPYyrd JHIOa 3a Ccha3BaHe Ha
JOKyMEHTHpaHaTa NoJuTuKa Ha JlocTaBumka.
JlocTaBUMKBT ChXpaHsABa PETHCTPAIIMOHHHUTE (hailloBe, B KOUTO 3allMCBa, B ChOTBETCTBHE ¢ Haii-
JIOOpHUTE WHIYCTPHUAIHYU IPAKTHKH, HETUs aIMIHACTPATUBEH, TOTPEOUTEICKN WX JPYT AOCTHII HIIH
JEHHOCT 70 WIM IO OTHOIICHHWE HA CUCTEMMTE, U3IMOJ3BAaHU MPH NPEAOCTaBSIHETO Ha YCIYTH WUIH
Iponyktn u npu Bopasenero ¢ Texuomormm ma Kyndryl (i mpemocTtaBu Te3u perucTpanrmoOHHU
¢aiinose na Kyndryl mpu noucksane). JJocTaBUMKBT MOJIbPKA MEPKH, MIPETHA3HAUCHH J[a 3alIUTaBaT
Cpellly HEyIbIHOMOILICH AOCTBII, U3MEHEHUE U CIy4allHO WM MpEeJHAMEPEHO YHMII0)KaBaHE Ha
TaKUBa PETUCTPH.
JocTaBUMKbBT NOAABP)KAa KOMIIOTBPHM 3allUTH 3a CHCTEMH, KOUTO IpHUTEXaBa WM YIPaBIABa,
BKJIFOUUTEITHO CUCTEMH 32 KpalHU MOTPEOUTENH, X KOUTO U3MOJI3BA NIPU MIPEIOCTABIHETO HA Y CIYTH
wi IIpoxykry, umu npu bopasene ¢ Texuonoruu Ha Kyndryl, karo takuBa 3ammti Morat aa ObaaT:
3alIUTHN CTEHH Ha KpaiiHaTa TOuka, MH(poBaHEe HA IEIHs AUCK, TEXHONOTHH 3a OTKPUBAHE H
pearupane, 6a3upaHu Ha MOIKC WK 0e3 MOIIINC, 32 CTIPaBSHE ChC 3JI0HAMEPEH COPTyep U pa3IIupeHu
YCTOMYMBH 3aIuiaxy, 0a3upaHO Ha BpeMe 3aK/IIOYBAHE HA €KpaHa U pEIICHUs 3a yNpaBlICHHE Ha
KpaifHUTe TOYKH, KOWTO Haiarar KOH(WTypHpaHe Ha CHUTYpHOCTTAa W M3MCKBAHHUS 33 KOpUTHpAHE.
OcaeH ToBa [locTaBUMKBT MpHJIara TEXHUYECKU U ONIEpaTUBHU KOHTPOJIHU MEPKH, KOUTO rapaHTUPaT,
Ye caMO MO3HATH M HAJEXIHH CUCTEMHU Ha KpailHM MOTpeOuTeNu MMAaT pa3pelieHHe Aa U3MO0I3BaT
Mpexure Ha JloctaBuuka.
B cpoTBercTBHE ¢ Hail-nobpute MHIYCTpHATHH MPAaKTUKH JJOCTaBYMKBT MOAIBPIKA 3aLIUTH 32 CPEIH
Ha [IEHTPOBETE 3a JaHHH, KBJICTO MPUCHCTBAT WK ce 00paboTBaT Marepuanu na Kyndryl, ksaeto Tesu
3alllUTH BKJIIOYBAT YCTAHOBSIBAHC Ha MNPOHUKBAHC W MPEBCHIUA, KAaKTO U HpOTHBOHCﬁCTBHe 4
CMEKYaBaHe Ha MOCIeAUIUTe IPU 0TKa3 Ha yciyrara.
HMHTerpureT HA YCJIYIM M CUCTEMH U KOHTPOJI HA HAJIMYHOCTTA
JlOCTaBUMKBT: a) M3BBPIIBA OILCHKH HAa PUCKA 3a CUT'YPHOCTTAa M HEIPUKOCHOBEHOCTTA HA JIMYHUTE
JaHHU TIOHE BEIHBX TONWINHO; O) MPOBEXKAa TECTOBE 3a CHUTYPHOCT M OLCHABA YS3BUMOCTHTE,
BIJIFOYUTEITHO CKaHUPAaHE HAa CUTYPHOCTTa Ha aBTOMAaTU3MpaHaTa CUCTeMa U NPUIIOKEHUATA U PHYHO
CTUYHO XaKBaHe, NMpeIy ITyCKaHe Ha MPOAYKIMITA M €XKEroJHO CJeA TOBa, KOraTo ce OTHAacs 0
VYcenyrure u IIpoaykTuTe, W €KeroaHo 1mo oTHomeHue Ha bopasenero ¢ Texuomorun Ha Kyndryl; B)
aHTaXupa KBau(UIIIpaHa He3aBUCHMa TPeTa CTpaHa, KOsTO a U3BBPIIBA TECTBAHE 32 IPOHUKBAHE B
cboTBeTCTBHE ¢ Haii-mobpure MHIYCTpUATHHU MPAKTUKU TOHE BEAHBK TOAUIIHO, KaTO TECTOBETE
Morar 1a ObJaT aBTOMATH3UPaHU W PHYHM; T) U3BHPIIBA ABTOMATHU3UPAHO YIIPaBICHUE W PYTHHHA
MPOBEpKa Ha CMa3BAaHETO HAa M3MCKBAHUATA 32 KOHQUTYpUpaHEe HA CUTYPHOCTTA 32 BCEKH KOMITOHEHT
Ha Venyrute u Ilpomyktute u mo ortHomnerne Ha bopasenero ¢ Texuomornu Ha Kyndryl; u i)
OTCTpaHsABa YCTAHOBCHU YA3SBUMOCTH WJIM HCECBOTBETCTBUC CHC CBOUTC HU3HWCKBAHUA 3a
KOH(QUTYpHpaHe Ha CHT'YPHOCTTa B3 OCHOBA Ha CBBP3aHHUS PHUCK, SKCIUIOATALWS M BBH3ICHUCTBHE.
JlocTaBUMKBT TMpeAnpreMa pasyMHH CTHIKH, 3a Ja W30erHe MPEeKbCBAaHETO Ha YCIyruTe MpH
H3BBPUIBAHC HA TCCTOBE, OICHKH, CKAaHUPAHC W U3IIBJIHCHUEC Ha HCﬁHOCTH 0 Bb3CcTaHOBgBaHe. I1o
uckane Ha Kyndryl [ToctaBurksT npegocrass Ha Kyndryl mucmeHo pe3roMe Ha MOCIeAHNTE TECTBAHMS
3a MIPOHHUKBaHEe Ha JloCTaBUYMKa, KOETO IPEACTABIBA JOKIAM, ChABPIKAIL IIOHE HANMEHOBAHUETO HA
odepTHuTe, 00XBaHATH OT TECTBAHETO, OPOSl HA CUCTEMHUTE MU TPUIIOKEHHUSATA, BKIFOUECHH B 00XBaTa
Ha TECTBAaHETO, JATHTE HA TECTBaHE, HM3IIOJI3BaHATA METOJOJIOTHS M KAaueCTBEHO O0OOIICHWE Ha
IIponykture.
JlocTaBUMKBT NOAABP)KA MOJIUTUKU U NPOLEAYPH, IPEeJHA3HAUEHHU 3a YIIpaBJIEHHME Ha PHUCKOBETE,
CBBbp3aHu ¢ 100aBsiHE HA MpoMeHu B Ycimyrute win [Ipogykrute uin ¢ bopaBeHero ¢ TexHonoruu Ha
Kyndryl. TIpenu na BbBele ChOTBETHATA MPOMSIHA, BKIIOYUTEIHO 33 3aCETHATH CHCTEMH, MPEKH U
CBBP3aHH KOMIIOHEHTH, J{0OCTABUMKBT TOKYMEHTHPA B pETUCTPHPAHA 3asBKa 32 IPOMSHA: a) OIIIICAHHE
Y TIpUYHMHA 32 MPOMsHaTa; 0) MoApOOHOCTH M TpadHK 3a BHBEXKAAHETO; B) JCKJIApalvs 3a PUCKa,
Kacaella Bb3JeicTBUETO BbpXY Yciayrure u [Ipoaykrute, KIMeHTUTE Ha Y ciyrure uin MaTtepuanute
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5.3.

5.4.

5.5.

5.6.

5.7.

5.8.

6.1

ua Kyndryl; r) ogakBaHusT pe3ysrar; 1) IIaH 3a 00paTHH JEHCTBUS; €) 0JJ00PEHHE OT YITbIHOMOIICHH
ciyxurenu Ha JloctaBumka.
JocTaBunkbT mojgabpka onvuc Ha BCU4kd VT akTHBHM, KOUTO M3MOI3Ba MPH M3BBHPIIBAHE HA Y CIIYTH,
npenocTassine Ha Ilpoxykrtu u Bopasene ¢ Texunomormu Ha Kyndryl. /locTaBYnksT HEmpeKbCHATO
Ha0JI0]aBa U YIIPaBIsiBa ChbCTOSHUETO (BKJIIOUUTENTHO U KalaluTeTa) U HAINYMETO HA ChOTBETHUTE
UT axtuBH, Ycayru, [Ipogyktu u Texnonorun Ha Kyndryl, BKIrounTeIHO OCHOBHHTE KOMIIOHEHTH Ha
Te3u akTuBH, Ycuyry, [Ipoaykru u Texnomorun va Kyndryl.
JocTaBUMKbBT U3rpaXkaa BCUUKA CHCTEMH, KOUTO U3MOJI3Ba MPH Pa3padOTBAaHETO MM U3BBHPLIBAHETO
Ha Ycanyrure u Ilpomykrture u mpu bopaBenero ¢ Texumomormm ma Kyndryl, or mpensapurento
neuHupaHu H300paKCHHUS HA CHCTEMH 32 CHUTYPHOCT WJIM 0a30BH JIMHUH 338 CHI'YPHOCT, KOHTO
otroBapsaT Ha Hail-noOpuTe MHAYCTpHATHU TPAKTUKH, HAPUMEP CPaBHUTEIHHUTE IMOKa3aTeld Ha
LenTbpa 3a untepHeT curyproct (LI1C).
bes na orpannuasa 3axbinkeHusTa Ha JlocTaBurka mnn npasara Ha Kyndryl, mocodenu B JJokymenTa
IO CJIeNTKaTa UM CBBbP3aHUs OCHOBEH JIOTOBOP MEXKIY CTPAHUTE 110 OTHOIICHHE Ha HETIPEKbCHATOCTTA
Ha OusHeca, JlocTaBUMKBT OLIEHSABA OTHENHO Besika Yemyra u IIpogykt u Beska UT cucrema,
usnoi3Bana npu bopasene ¢ Texuonoruu na Kyndryl 3a Henpexbcraroct Ha 6uzneca u UT u cripsiMo
W3MCKBAHMATA 33 BB3CTAHOBSBaHE IIPH OCICTBUS CBHIJIACHO OKYMECHTHPAHHTE YKa3aHUSI 3a
yIpaBjeHue Ha pucka. JloCTaBUMKBT rapaHTHpPa, Y€ BCsika TakaBa Y ciyra, [Ipoaykr u UT cuctema, no
CTETIeHTa, IpeABUICHA B OICHKAaTa Ha pUCKA, NePHHHpPA, NOKYMEHTHpPA, MOIABPXKA M EKETOTHO
YTBBpKAaBa IUIAHOBE 3a HempeKkbcHaTocT Ha Om3Heca m UT u BB3cTaHOBsSBaHEe mpu OEICTBHSA B
chOoTBeTCTBHE ¢ Hali-moOpure MHAyCTpUaIHU MPAKTUKU. JJOCTaBYMKBT TapaHTUpa, Y€ TE3U IUIaHOBE
ca pa3paboTeHH Taka, 4e Ja ce Clla3BaT KOHKPETHUTE CPOKOBE 32 B3CTAHOBSIBAHE, TIOCOUYEHU B Pazmern
5.6 mo-momy.
KonkpeTrHuTe 1eneBr Touku Ha Bb3cTaHoBsiBaHe (,,LITB) u meneBn cpokoBe 3a BH3CTAHOBSBAHE
(,LICB*) ¢ ornen Ha xosiTo U Aa € XocTBaHa yciyra ca: 24 yaca LITB u 24 yaca [{CB; He3aBucumo ot
toBa JlocraBunkpT cmaszea L[TB wnu LICB ¢ mo-kpatka npombipkurenHoct, ako Kyndryl ro e
noroopuia ¢ Kiuenra, u cinen karo Kyndryl mamiesxso yBemomu mucMeno JlocTaBymMKa 3a IMo-
Maikute L[TB wnu IICB (uMmeiurbT ce mpuema 3a MUCMEHO yBeaomiieHHe). Thi KaTo ToBa Kacae
BCHUKH Ipyrd Ycuyrd, npenoctasiad ot JlocraBumka Ha Kyndryl, loctaBumksT rapaHTtupa, ue
TUTAHOBETE MY 32 HEMPEKbCHATOCT Ha OM3HECa M BH3CTaHOBSBAHE IPH OCICTBUS ca pa3pa0OTEeHH Taka,
ye na rapantupar L{TB u LICB, xouto no3BomnsBar Ha JlocTaBuuka ja MOIAbPKa ChOTBETCTBHE 32
BCHUKH cBoM 3ambibkeHus kbM Kyndryl cerioacHo J[okymeHTa MO clIenkata W CBbP3aH OCHOBEH
JIOTOBOP MEXIY CTpaHUTE M HACTOSIIUTE YCIIOBHs, BKJIIOUUTENIHO HErOBUTE 3aIbJDKEHUS 3a
CBOECBPEMEHHO TECTBAHE, ChJICHCTBHE U TOIPHIKKA.
JocTaBUMKbT MOANBpKA MEpPKH, IpEeIHA3HAYeHHW 3a OIICHABAaHE, TeCTBaHE M IpujlaraHe Ha
MPENOPBUUTEIHH KOPEKLHH 3a CUTYPHOCT BbB Bpb3ka ¢ Yciayrute u Ilpogyktute U CBBp3aHH
CUCTEMHU, MPEIKU, ITPUITOKCHUSA 1 OCHOBHU KOMIIOHECHTHU B oOxBaTa Ha TE€3U YCHyFI/I u HpOJIyKTI/I, KaKTO
U CHUCTEMUTEC, MPCIKHUTEC, MPUIIOKCHUATA WU OCHOBHUTC KOMIIOHCHTH, MU3MOJI3BAHU 3a BopaBeHe C
Texuonoruu Ha Kyndryl. Axo ce ycTaHOBH, ue qajeHa NPENOPhYMTEIHA KOPEKIHS 38 CUTYPHOCT €
MPWIIOKUMA U MOAXOJsAIa, JJoCTaBUMKBT s TpHjiara ChriacHO HACOKUTE 3a IOKYMEHTHpaHa OIICHKa
Ha CEpUO3HOCTTA U pucka. [Ipunaranero ot ctpana Ha JlocTaBuMKa Ha MPETMOPHYUTEITHA KOPEKIINH 32
CUTYPHOCT C€ ypex/a OT Heropara NoJUTHKA 32 yIpaBJIeHUe Ha IPOMEHHU.
Axo Kyndryl mma ocHoBanwe ma cMsTa, Ye XapayepbT HIH COPTyepbT, KOWTO J[OCTABUMKBT
npepoctass Ha Kyndryl, Mmoske 1a cbhabpika IPOHUKBAIIY €JIEMEHTH, HATPUMED IIITHOHUpAI] COPTYyEp,
3JI0HAMEpeH codTyep WM 3I0HaMepeH KO, TO ToraBa [IOCTaBYMKBT CH CHTPYIHHYH CIICIIHO C
Kyndryl 3a npoyuBaHe u otcTpaHsiBaHe Ha npurecHenusita Ha Kyndryl.
IIpenocraBsine HA yCJIyru
[oCTaBUMKDBT We noaabpiKa 0bnyainHUTe B UHAYCTPUATA METOAM 33 UHTErPUPAHO
yAocTtoBepsaBaHe Ha akayHTU Ha Kyndryl uam KnmenTn, kato [loctaBumnksT We cneasa Haii-
£[06pUTe MHAYCTPUANHN NPAKTUKM NPY YA0CTOBEPABAHETO HA TakMBa akayHTM Ha Kyndryl nam
KnueHtu (Hanp. ypes LeHTpanHo ynpasnasaHo oT Kyndryl MHoropakTopHo EAMHHO BNMCBaHe,
usnonssawo OpenlD Connect unau Security Assertion Markup Language).
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Momm3nmbanurenn. bes na ce orpannyaBar 3aabokeHusaTa Ha JloctaBunka win npasata Ha Kyndryl
o JIokyMeHTa 110 CeNIKaTa WU CBbP3aHHsI OCHOBEH JIOTOBOP MEX]y CTPaHUTE MO OTHOILIEHHE Ha
AQHTXUPAHETO HA MOAM3IBIHUTENH, JJ0CTaBUNKBT IIIe OCUTYPH BCEKH PadOTe] 3a HETO
MOIU3ITBIHATEN, U3BbPIIBaII paboTa 3a JlocTaBunka, 1a BbBEIEC MEPKHU 32 KOHTPOJ Ha yIIPABICHUETO
C LieJl U3IbJIHEHHE Ha U3UCKBAHUATA U 3a]IbJDKEHHATA, KOUTO TE3H Y CJIOBUSA Hajaratr Ha JlocTaBuuKa.
Du3nyecKn HOCUTETU. JJ0CTaBINKBT MOUNCTBA IO O€30MaceH HAYHMH (PI3HUSCKUTE HOCUTEIIH,
MpeIHa3HauYeHH 33 TIOBTOPHA YIOTpeba, Mpean camaTa yrorpeda 1 YHUIII0KaBa HOCHTENH, KOUTO HE
ca IpelHa3HaueH! 3a TIOBTOPHA YIOTpeOa, KaTo ce Mpuabpxka KbM Haii-noOpute HHyCcTpHAIHN
MPAaKTUKH 32 TOYNCTBAHE Ha (PM3UUECKUTE HOCHTEIH.
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Ynen IX, Cepmugpuyupane u ooxnaou 3a Xocmeanu yciyzu

Tosu UiteH e B cuia, ako JIocTaBuMKbT npemiara XocTBana yciayra Ha Kyndryl,

1.1 JlocTaBUMKBT HOTydaBa CICTHUTE CEPTUPHUKATH U JOKIAAN B CPOKOBETE, YIIOMEHATH T10-OJIY:

Cepruduxkaru/nokaaam

Bpemena pamka

I1o oTHOmMIEeHUe HA XOCTBAHUTE YCJAYTH HA
JocraBuuka:

VY nocroBepsiBane Ha choTBeTCTBUE C [SO
27001, MadopMaliiOHHH TEXHOJIOTHH,
TEXHUKH 32 CUTYPHOCT, CHCTEMH 3a
yIpaBlieHHE Ha MH)OPMAMOHHATA CUTYPHOCT,
KaTo cepTH(UKATUTE ca Oa3upaHH Ha OlCHKA
OT KOMIIETEHTEH HE3aBUCHUM OJUTOP

HNian

SOC 2 Tun 2: JIoknaj OT KOMIIETCHTCH
HE3aBHCHM OIUTOP, KOUTO IEMOHCTPHPA, Y€ €
U3BBPIIII IPETJIe]] Ha CHCTEMUTE, KOHTPOIUTE
U onepanuuTe Ha JlocTaBurKa B ChOTBETCTBUEC
c¢be SOC 2 Tun 2 (BKJIFOYUTEITHO HA-MaJIKo 32
CUTYPHOCT, TIOBEPUTEIHOCT ¥ HATUYHOCT)

JocraBunkbT nony4asa cepruduiupane mo ISO 27001 no
120 muu cnen Biu3aHe B cuiia Ha JIokyMeHTa 1o caenkaTta™
unu Ha apyra JlaTa Ha 3agbKkaBaHe™® ™ u cien ToBa
MIOJHOBSIBA CEPTUPHUIIMPAHETO BH3 OCHOBA HA OIICHKATa Ha
KOMIICTEHTEH HEe3aBHCHM OJMTOP Ha Bceku 12 mMecena (BCSIKO
MIOJTHOBSIBaHE € ChOOPa3eHO ¢ MOCIIeHATa aKTyallHa BEPCHUs
Ha CTaHJapTa)

HocraBuukbT 11e noiayun gokiaaa cerimacHo SOC 2 Tun 2
1o 240 nHM crep naTaTa Ha BIM3aHe B cuia Ha JlokymenTa
o caenkara® wiu Jlara Ha 3agbipkaBaHe ¥ * U clie] TOBa Ie
MOJIyYaBa HOB JIOKJIA] OT KOMIIETCHTEH HE3aBUCHUM OJIUTOD,
KOMTO IEMOHCTPHUPA, Ye € U3BBPIIII MPETJIC Ha CUCTEMHUTE,
KOHTPOJIUTE U OllepanuuTe Ha JlocTaBUMKa B ChOTBETCTBHE C
SOC 2 Tun 2 (BKIIOYUTETHO Hail-MalIko 32 CUTYPHOCT,
MOBEPUTEITHOCT M HAJIMYHOCT) HA BCeKH 12 Mecela cies ToBa

* AKO KbM Ta3u JaTa Ha Biiu3aHe B cuia J{ocTaBUUKbBT
npenocTaBs X0CTBaHa yClIyra

** JlaraTta, Ha KOATO JJOCTaBUMKBT moeMa 3adb/KCHHUE 3a
MPEJ0CTaBsHE HA XOCTBaHA yCIyra

1.2

Axo JlocTaBuHKbT 3asiBH ICMEHO, a Kyndryl ogo6pu miucmeno, J[oCTaBYMKBT MMa MTPABO /12 MOIY4H

MO CHIIECTBO E€KBUBAJICHTHO cepTH(HIMpaHEe WM JOKIaJ 3a OMUCAHUTE MO-TOpPE EJIEMEHTH C
pa3bupaHeTo, 4e CPOKOBETE, IIOCOUYCHH B TAOIHUIIATa IO-TOPE, C€ IPHIaraT HEPOMEHEHH C OTJIeN Ha
MIPUHIAITHO CKBUBAJICHTHO CePTUUIMPAHE HITH JOKIA].

13

JlocTaBUMKBT: a) IPH MOMCKBaHe He3abaBHO mpemocTas Ha Kyndryl xomue ot Beekn cepTudukar u

JOKJaJ, KOWTO JIOCTaBYMKBT € JUIBKEH J1a MOTy4d; U 0) He3a0aBHO OTCTpaHABA BCAKAKBU MPOITYCKU
BbB BBTPEIIHUS KOHTPOJ, oTOena3anu no speme Ha SOC 2 uiu B APYry NPUHLUIHO €KBUBAJICHTHU

(ako Kyndryl ogo6psisa) mperiemu.
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Ynen X, Compyonuuecmeo, npogepKa u 6b3CMaH06A6aAHE

Tosu UiteH e B cuia, ako JIocTaBuMKbT npeaocTaBs Y cayru win [poxykru Ha Kyndryl.

1.

1.1

1.2.

1.3.

2.1.
2.2.

2.3.

24.

2.5.

CoaeiictBue Ha JlocTapunka

Axo Kyndryl uma npuumna ga ce chbMHABa, ue Ycayrd win [IpoayKTH MOXKe Ja ca JOMPUHECIH,
JIONPUHACAT WM MOXKE Ja OTIPHHECaT 3a MpolieM ¢ KuOepCHUTypHOCTTa, J|OCTaBUMKBT pasyMHO
chleiicTBa mpu Besiko 3amurBaHe Ha Kyndryl oTHOCHO TakbB MpoOJieM, BKIFOUHTENHO KaTo
CBOEBPEMEHHO M ITBJIHO OTTOBaps HA UCKaHU 32 WH(pOpMAIHs, OWIO Uupe3 JOKyMEHTH, APYTH 3aIkCH,
WHTEPBIOTA ChC chOoTBeTeH [lepconain Ha JlocTaBumKa U T.H.

CrpanuTe ce OOTOBapsAT: a) Aa CH IPEIOCTAaBSIT B3aMMHO IPH IOWCKBAaHE TaKaBa IONBIHUTEIHA
uHpopMmanys; 0) 1a U3TOTBAT U J1a CU IPEAOCTABAT B3aUMHO HEOOXOAUMUTE APYTH TOKYMEHTH; U B) J1a
W3BBPIIBAT TaKUBa JIPYTHU ACUCTBUS M HEllla, KOUTO JpyraTa cTpaHa OW MoMCKaja pa3yMHO C Lel
W3ITHITHEHNE Ha IIeNITa Ha Te3W Y CJIOBHUS M CBITIACHO JOKYMEHTHTE, IIOCOYEHH B Te3u YcmoBus. [lo
uckane Ha Kyndryl manpumep JlocTaBUMKBT MPEIOCTaBS B Pa3yMEH CPOK YCIIOBUSATA 38 TOBEPUTEITHOCT
W 3alidTa, BKIIOYEHH B HErOBM NHCMEHHU A0roBopu ¢ [lomoOpaboTBaiy, BKIIOUUTETHO, KOTATO
JoCTaBYHKBT MMa IIPaBO Ja HAIIPaBH TOBA, KATO IMPEIOCTABH JOCTHII JO CAMHUTE JOTOBOPH.

ITo uckane na Kyndryl ocraBumksT mpemocTaBs uHGOpMANUs 3a IbPKABUTE, B KOUTO HETOBUTE
[Ipoayktu u koMmoHeHTHTe Ha Te3u [IpoAykTH ca mpou3BeleHH, pa3padOTEHH WU MO-ApyT HAYHH
MOCTUTHATH.

ITpoBepka (TepMHUHBT ,,O0CKT", H3MOA3BAH MO-I0JTY, O3HAYaBa HH3UUIECKO MECTOIONOKEHHE, Ha
K0eTo JIOCTaBYMKBT XOCTBA, 00pab0TBa MIH OCBINECTBIBA AOCTHII 40 Matepuanu Ha Kyndryl)

JocTaBUMKBT NOJABPIKA MOAJIEKAI HA OJIUT 3aIUC, IEMOHCTPUPAL] ChOTBETCTBHUE C TE3U Y CIIOBUSI.
Kyndryl, camocTosiTennHo Witk upe3 BBHIIEH OJUTOP, MOXKe cie 30-IHEBHO TPEIBAPUTETHO MUCMEHO
yBegomiieHne 10 JloctaBuMka aa mpoBepd CHOTBETCTBHETO Ha JlocTaBumka c Te3u Y CIOBUS,
BKJTFOYHTEITHO Ype3 JOCTHII A0 Koitro u ma e O6ekt win OOexTH 3a TakuBa 1eid, Beipekn 1e Kyndryl
HsIMa J1a OCBIIECTBSBA JOCTHII JI0 KOWTO M Jia € IEHTHP 3a JaHHHU, KbaeTo JlocTaBunkbsT OOpaboTBa
HMaunu va Kyndryl, ocBeH ako HsiMa OCHOBaTesHA MPUYMHA []a CMATA, Y€ [0 TO3M HAYUH IIE TONydH
HeoOxonumaTa uHpopmanus. JJoctaBuuksT chaeiicTBa Ha Kyndryl mpu n3BbpiiBane Ha npoBepkara,
BKITIOUMTEIHO Ype3 CBOCBPEMEHHA U e()eKTUBHA peakiusl Ha UCKaHMATA 3a WHPOpMaIIKs, HE3aBUCUMO
JlaJId ype3 JTOKYMEHTH, JPYTH 3allUCH, MHTEPBIOTa Ha choTBEeTHU Ilepconan Ha JfoctaBunka Uiy ApyTry.
JlocTaBYMKBT MMa MPAaBO Ja Npeioku Ha BHuMaHueto Ha Kyndryl nokaszarenctBo 3a cma3BaHe Ha
0100peH KOJIeKC 3a MOBEACHNE WITH UHAYCTPUANICH cepTH(UKAT WK 1O IPYT HAYKH J1a YIOCTOBEPH, 4e
MOAbPKa CHbOTBETCTBUE C T€3U Y CIIOBHSL.

ITpoBepkaTa HsiMa Jia ce U3BBPIIBA MMOBEUE OT BeJHBK Ha 12 Mecena, ocBeH ako: a) Kyndryl nposepsisa
Kak JIoCTaBYMKBT Ce€ € CIPaBHI C OTCTPaHSIBaHETO Ha MPOOJIEeMHUTE, YCTAHOBEHH IPH MPOBEpKaTa 3a
npeaxonHus 12-meceded nepuo wid (6) ¢ Bp3uukHano0 Hapymenue Ha curypaoctra u Kyndryl skenae
Jla MPOBEPH CIa3BaHETO Ha 3aIbJUKCHUSI, CBbp3aHU ¢ Hapymenuero. M B mBara cimydas Kyndryl
npeaocrtass 30-IHEBHO MpeABAPUTETHO MTUCMEHO U3BECTHE, KaKTO € rmocoueHo B Pazgen 2.2 mo-rope,
HO CIIEIIHOCTTa Ha OTCTpaHsBaHeTO Ha HapyleHne Ha cUrypHOCTTa MOKe aa Hainoxu Ha Kyndryl ma
M3BBPILU NPOBEpPKa Npeau u3Tndane Ha 30-JHEBHOTO MUCMEHO MTPEIU3BECTHE.

PerynaropeH oprad wid Apyr A IMUHHACTPATOP MOXKE J1a YIPAKHH ChIIKUTE MpaBa kato Te3u Ha Kyndryl,
nocoueHu B Paznenu 2.2 u 2.3, kaTo ce UMa NpeABUJ, Y€ PEryJaTOPHUAT OpraH MOXKE Jla yIpakKHsBa
BCSAKAaKBH JIOIBJIHUTENHHU IPpaBa, KOUTO UMa ChITIACHO 3aKOHA.

Axo Kyndryl uma pazymHO OCHOBaHHE /1a 3aKJTF04H, Ye JJOCTABUMKBT HE CIIa3Ba HUKOE OT Te3H Y CIIOBUSI
(He3aBUCHMO JTaTd TOBA OCHOBAHWE NPOW3THYA OT MPOBEPKA CHIVIACHO TE€3W Y CIOBHUS, WM IO JPYT
Ha4MH), TO B TaKbB ciiyyail JlocTaBYMKBT OTCTpaHsABa He3a0aBHO yCTaHOBEHOTO HECHOTBETCTBHE.

IIporpama 3a 6op6a ¢ panrmmduurpanero

ctp. 25 ot 26



3.1

4.1.

4.2.

4.3.

Axo [ponykTture Ha JlocTaBUMKa BKIIOYBAT EIEKTPOHHU KOMIOHCHTHU (HAIPHMEP TBBPAU JUCKOBE,
SSD nmuckoBe, maMeT, LEHTPATHU MPOIECOPHHU YCTPOMCTBA, JIOTHYECKH YCTPOHCTBA WM KaOemw),
JlocTaBUMKBT TOAIBPXKA M cJelBa [OKyMEHTHpaHa [porpamMa 3a [peloTBpaTsIBaHe Ha
¢banmmpuMpaneTo, Hali-Bede 3a 1a U30erHe npeaocTaBsHeTo Ha ¢ammueu kommoneHtn Ha Kyndryl
H, CIIeJI TOBA 32 JIa OTKPUBA M KOPUTHPA CBOEBPEMEHHO BCEKHU CITy4ail, B KOWTO JJOCTABUMKBT MOTPEITHO
npepocras Qamumeu komnoHeHTn Ha Kyndryl. locraBumkbsT Hajgara ChIIOTO 3aJb/DKCHHE 3a
MOJIbPIKAHE U Clie/IBaHe Ha JIOKYMEHTHPAaHa [Tporpama 3a MpeAoTBpaTsIBaHe Ha (ammuduipaneTo Ha
BCHYKH CBOM JJOCTABYHIIN, KOUTO MPEIOCTABSIT EIICKTPOHHU KOMIIOHEHTH, BKJIFOYCHU B [IpoaykTuTe Ha
Hocrasumka 3a Kyndryl.

OtcTpaHsiBaHe HA LIETH

Axo JIOCTaBYMKBT HE H3IBIHMA CBOE 3aIbJDKEHHE 10 HACTOSIINTE YCIOBHUS M TOBA HEU3IIbIIHEHHE
nosene no Hapymenue Ha curypHocTTa, JlOCTaBUMKBT Iiie TOMPABH HEU3MBIHCHUETO U IlI¢ OTCTPAHU
BpEeIHHUTE MOCIEANIY Ha HapylieHneTo Ha CHTYpPHOCTTA, KaTo MOMPABSIHETO W OTCTPAHIBAHETO IIIE
OBIaT CHIIIACHO pa3yMHHUTE yKaszaHus U rpaduk, onpenenenn or Kyndryl. Axo Bce mak Hapymennero
HA CUT'YPHOCTTA ITPOM3THYA OT MpeaocTabsiHe oT JlocTaBurka Ha X0CTBaHA yCIyra ¢ MHOTO MOJI3BATEIH
M Karo CJEICTBHE 3acerHe MHOro kiueHTH Ha JlocraBuuka, BkimouutenHo Kyndryl, Torasa
JlocTaBYHKBT, ChOOPA3HO €CTeCTBOTO Ha HapyiieHreTo Ha CHIypHOCTTa, CBOEBPEMEHHO U TIOAXO/IAIIO
[Ie KOPUTHpa HEM3IbJIHEHUETO MPH MPEIOCTABSIHETO i M e OTCTPaHU BPEIHHUTE MOCIEAUIH OT
Hapyiennero Ha CUTYpHOCTTA, OTYMTAWKU B HY)KHATa CTEIEH eBeHTyaltHus mpuHoc Ha Kyndryl 3a
KOPEKIUSITA U OTCTPAHSBAHETO.

Kyndryl mie mma mpaBo ga yd4acTBa B OTCTpPAHSBAHETO Ha BCsAKO HapyllleHWe Ha CHTYPHOCTTa,
yrnoMeHnato B Pazznen 4.1, kakTo cMeTHe 3a MOAXOJSIII0 WM Heo0XouMo, a JIoCTaBUKMKBT IIe MoeMe
Pa3XoAnTe M Pa3HOCKHUTE CH 3a OTCTPaHsIBaHE HA HEM3ITBIHEHHWETO OT HEroBa CTpaHa M PasXOAMTE U
Pa3HOCKUTE 10 OTCTPAHSIBAHETO, KOMUTO CTPAHWTE MOHECaT BbB BPb3Ka ¢ mopobHO HapyrieHue Ha
CUT'YPHOCTTA.

Hanpumep pasxomute 3a OTCTpaHsIBaHE Ha IIIETH U Pa3X0IUTe, CBbp3aHu ¢ HapylieHne Ha CHTYPHOCTTA,
Orxa MOTJIH J1a BKJIFOUBAT PAa3XO/IM 33 YCTAHOBSBaHEe U pa3cie/Bane Ha HapyieHneTo Ha CUIyPHOCTTa,
OIpeIeNIiHe HA OTTOBOPHOCTUTE CHINIACHO MPHUIIOKHMHUTE 3aKOHH U Pa3nopeadH, MpenoCcTaBsHe Ha
M3BECTHS 32 YS3BHMOCTTA, OCHTYpsIBAHE HA KOJI IICHTPOBE, YCIyTH 3a MOHUTOPHUHT HAa KPEAUTH U
BB3CTAHOBSIBAaHE HA KPEIWTH, Mpe3apekIaHe Ha JaHHH, KOPUIHPaHE HAa MPOAYKTOBH JedeKxTH
(BxirountenHo upe3 [IbpBHYEH KOJ WM Apyra pa3paboTka), aHraXHpPaHe HA TPETH CTPaHH 3a
ChJICHCTBHE 3a MPEAXOJHHU WIH APYTH CBBP3aHU JACHHOCTH, KaKTO U JAPYTH Pa3Xxoau, HeOOXOIUMH 3a
OTCTpaHsIBaHE Ha BPEAHUTE mocienunu ot HapyiieHnero Ha cUrypHOCTTa.3a SICHOTA, Pa3XOAUTE U
Pa3HOCKUTE MO OTCTpaHsBaHe He BKIouBar mpomycHatd ot Kyndryl meuan6bu, mopwsuku, CTOHHOCT,
pUuXoau, KIIMCHTEIAa UKW OYaKBaHU NKOHOMUHU.
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