Cmamma \. [inosa Konmaxkmna Ingpopmauia

ITs Crartst 3acTocoByeThes, sikiino I[Tocrauansauk abo Kyndryl O6po6isie BCI intioi croponw.

11 Kyndryl i TTocrauansauk MoxyTh 00pobssiti BCI iHIoi croponu npu BeeHHi Gi3HeCy y 3B’S3Ky 3
HagauHsM [locradanpaukoM [lociyr i Pesynbraris.

1.2 Cropona:

a) 3000B’SI3y€ThCS HE BHKOPHCTOBYBaTH Ta He poskpuBatd BCI iHmoi ctopoHu 3 Oyab-SKOIO 1HIIOKO
METO0 (JUIsl ICHOCTI, *O/iHa 31 cTopiH He noBuHHa [IpogaBatn BCI iHIIOT cTOPOHM, BUKOPUCTOBYBATH
abo poskpusati BCI iHmOi cropoHHM mis Oyab-KMX MapKETHHIOBMX MLIed 0e3 MonepeaHboi
MMACHMOBOI 3TOJIU 1HIIIOT CTOPOHH ¥ Y HEOOXIHUX BHITaIKaX — 0e3 MomnepeHbOl MUCHbMOBOT 3rOH
BimmoBigauX Cy0’ekTiB JlaHux), i

b) 3000B’S13Y€ThCS BUIAISATH, 3MIHIOBATH, BUTIPABJIATH, IOBEPTATH, HaaBaTH iHGopMarlliro mpo OOpooKy,
obMmexxyBaTi O0poOKy abo BKUBaTH OyJb-iKi iHIN 0O0rpyHTOBaHO 3aTpedyBani mii momxo BCI inmoi
CTOpOHH, 6e3 Oy 1b-IK0T OOIPYHTOBAHOI 3aTPUMKH MUCHMOBHM 3aIIUTOM iHIIIOI CTOPOHH.

1.3 CTOopOoHH HE BCTAHOBIIOIOTH MK 00010 BimHOCHHH cyMicHUX Bonomineiis BCl ogna omHO1, i )komHe
nonoxeHHs Tpan3zakiiiitnoro JJokyMmeHnTta He Oy/ie TIIyMaduTHCS a00 PO3IIHIOBATUCS K TaKe, IO CBIAYHUTH PO
OyIb-AKHii HaMip BCTAHOBUTH BiTHOCHHU CyMiCHUX Bomosinbiis.

1.4 Honatkosi Bimomocti mpo O6pobky Kyndryl BCl naBenexo B 3asBi Kyndryl mpo npuBatHicTs,
omyOikoBaHii Ha BeO-caTi https://www.kyndryl.com/privacy/.

15 CTOpOHM 3arpoBaliiIi Ta 3000B’3YIOTHCS MIATPUMYBATH TEXHIUHI Ta OpraHi3alliifHi 3aX01u Oe3mneKu
s 3axucty BCIl iHIIOT CTOpOHW BiA BTpaTH, 3HUIICHHS, 3MiHH, BUIAJKOBOTO a00 HECAHKI[IOHOBAHOTO
PO3KPHUTTS, BUIIQIKOBOTO 200 HECAHKITIOHOBAHOTO JOCTYITY Ta He3aKOHHOT OOpOOKH.

1.6 ITocrauansHUK 3000B’ 13y €ThCSA HEBLAKIAIHO (AJIe B )KOAHOMY Pasi He Mi3Hille HiXX MPoTaroM 48 roanH)
noBigomiaTd Kyndryl, moiiHo oMy ctane Bijgomo nipo Oynb-sike [lopymienns besneku, mo crocyersess BCI
Kyndryl.  TlocrayanpHuk HagaBaTHMe Take IIOBIIOMJICHHS 3a aapecor cyber.incidents@kyndryl.com.
IMocrauanpHuk 3000B’si3aHMi HamaBaTh Ha oOrpyHtoBanuit 3amut Kyndryl indopmamnito momo Ttakoro
MOpYIIEHHsT Ta cTaHy Oyzab-skux niif IlocTadanpbHMKa Ui BMIIPABICHHS Ta BiIHOBICHHS MisUTBHOCTI.
Hamprkiran, oOrpyHTOBaHO 3anuTyBaHa iH(OpMAaIliss MOXKe BKIIIOYATH JKypHANH, IO MiATBEPIDKYIOTh JTOCTYII
MpUBIICHOBaHUX KOPUCTYBadiB, aJAMIHICTpaTOpiB Ta IiHIIMX KopucTyBauiB o IlpumcrpoiB, cuctem abo
MPUKJIaTHUX [IPOTPaM, BifoOpaskeHHS sl eKCIIepTHOTo aHanizy [Ipuctpois, cucteMm abo MpUKITaTHUX IPOrpam
Ta iHII TOi0HI eJIeMEHTH, HACKITBKU BOHH CTOCYIOTBCS MTOPYIISHHS a0 Horo BUMpapieHHs [locTadanbHUKOM
1 BIJHOBIIEHHS IiSUTBHOCTI.

1.7 Sxmio IMocravansuuk O6po6isie mume BCl Kyndryl i He mae moctymy 10 Oyb-KUX IHIIKUX JaHUX a00
Marepiali Oyab-skoro tumy abo 6yap-sxoi Kopmoparusroi Cuctemu Kyndryl, To 10 takoi O6poOku MaroThCst
tineku 1 Cratts Ta Crarrsa X (CriBmpars, mepeBipka Ta BUTIPABICHHS).
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Cmamma ||. Texniuni ma opzanizayiini 3axoou, 3axucm 0aHux

I CraTts 3acTocoByeThes, ko [locTavansauk 3aiticaioe O6podky Janux Kyndryl, inmmux mixk BClI Kyndryl.
[TocrayanmsHUK 3000B’sA3aHUI BUKOHYBaTH BUMOTH Iiei CTarTi min yac HajgaHas Beix [locmyr 1 Pesynbratis i
takuM uuHOM 3axuinatu Jani Kyndryl Bix BTpatH, 3HUIIEHHS, 3MiHH, BUMAJKOBOTO a00 HECAHKIIIOHOBAHOTO
PO3KPUTTS, BUTIAIKOBOT0 200 HECAHKIIIOHOBAHOTO JIOCTYITY Ta He3akOHHHUX (opM O6pooku. Bumorn 1iiei Crarti
MIOIIUPIOOThCS Ha BCi IpuKiIamHi nporpamu, miatdopmu ta IT iHdpacTpykTypy, GYHKIIIOHYBaHHS SKHX 1
yIpaBIiHHA SKUMU 3a0e3neuaye [locTavansHuk mi yac Haganus Pe3ynpraTis i [locmyr, BKITIOYat09YH BCi MOCITYTH
PO3pOOKH, TECTYBaHHS, PO3MIIIICHHS, T ITPUMKH, SKCIUTyaTallil Ta CepeJOBHIIA IEHTPIiB 0OPOOKH TaHUX.

1.2.

2.2.

3.1

Buxopucranns Jlanux

IMocrayansuuk He Moxe moxasatu 10 Janux Kyndryl a6o Bximrodartu pasom i3 JJanumu Kyndryl 6yae-
SIKy 1HITY iH(pOpMaIito adbo maHi, 30kpema Oyab-ski [lepconanbhi Jlani, 63 monepeaHpoi MMCEMOBOT
sromu Kyndryl, i TTocrauaneauk He Moxke BukopuctoByBatd Jaui Kyndryl y Gymp-sikiit dopwmi,
30KpeMa y 3BefieHil abo iHmii dopmi, 1t Oyap-kuxX iHIMX Iteld, okpiM HamanHs Ilocmyr i
Pesynprarie  (manpukman, IloctagampHuKy 3a00pOHSETBCS BHKOPHUCTOBYBATH a00 IIOBTOPHO
BukopucroByBatu ani Kyndryl mis ominku eeKTHBHOCTI a00 3aXO0/iB yIOCKOHATIEHHS POIIO3UITi
[NocravyaneHuka, IS JOCTIIPKEHHS Ta PO3POOKM 3 METOI CTBOPEHHS HOBHMX IPOIO3UIN abo s
CTBOPEHHS 3BITIB CTOCOBHO mporo3ulliii IloctadanpHrka). SIKImo 1me mpsMo HE J03BOJCHO B
Tpanzakmitnomy JTokymenTi, ITocradansauky 3aboporeno Ilpomasaru Jani Kyndryl.
ITocTauansHUK 3000B’S13y€ThCs HE BKIIOUATH OYIb-iKi TEXHOJOTi /g BiACTEXEHHS B IHTepHeTi B
Pesynpratn a6o Ilocmyrm (taki texHosorii BkimodaroTh HTMLS, nokampHe cxoBuie, Terd abo
MapKepH TPETiX 0cib 1 BeO-MasKu), SKIIO 1€ IPSIMO He J03BOJICHO B TpaH3akmiiiHOMY JIOKyMeHTi.

3anutu Tperix Oci6d i Konginenuiiinicts

IMocravansauk He poskpuBaTuMe Jami Kyndryl tperiMm ocobam, OKpiM sIK TCIOs OTPHMaHHS
MOTIePeHbOr0 MUCEMOBOTO M03BONy Kyndryl. SIkiio opranu nepaBHOI Baau, BKIFOYAI0UH OYIb-sKi
PEryJIATOPHI OpraHud, BUMaraioTh HagaHHs iM foctymy a0 Janux Kyndryl (manpuxman, sSKmo ypsa
CLIA Bupae Ilocraganpauky opaep CmyxOu nHamioHamsHOi Oesmexu CIIIA Ha orpumanss JlaHMX
Kyndryl) a6o sixmio poskpurts Jarux Kyndryl € 060B’s13k0BHM BiAIOBiIHO 10 BUMOT 3aKOHOIaBCTBa,
IMocTravyansHUK 3000B’s13y€ThCst MUCbMOBO moBigomut Kyndryl mpo taky Bumory ta magatu Kyndryl
PO3YMHY MOYIIUBICTb OCKapKUTH OYAb-sKE PO3KPHUTTS (SKIIO 3aKOHOAABCTBO 3a00pOHSE HAIaBaTH
nmoBigomiieHHs, [locTadabHUK 3000B’A3yEThCSA BXKUTH 3aXOJliB, 5Ki, HA HOrO JYMKY, € IOIUILHUMH,
1106 ockapxkutH 3a60pony Ta po3kputts Janux Kyndryl y cyai a6o i3 3acToCyBaHHSM iHIINX 3aC00iB).
IMocrayansuuk 3anesusie Kyndryl, mo: (a) nume Ti WOro mpaiiBHUKH, SKi MAalOTh CIy)00BY
HeoOXiaHicTh y Aoctymi a0 Jauux Kyndryl aust vagauus [Tociayr a6o Pe3ynbTaTiB, MATUMYTh TaKHii
JIOCTYTI, 1 JTuIie B 06Cs131, HeoOXiHOMY JUTst HamanHs Takux [locnyr i Pesynbraris; i () BiH 3060B’513aB
CBOIX TMpaIiBHUKIB IOTPUMYBATUCS 3000B’s3aHb KOH(IJCHINWHOCTI, BIAMOBIAHO JO SKUX TaKi
npaliBHUKK 3000B’s13aHi BHKOpUCTOBYBaTH Ta poskpuBaru [aui Kyndryl BukimodHO B HOpSAKY,
BCTAHOBJICHOMY B 1IuX [10IOKEHHSX.

IMoBepHenns a6o Bunanenns Janux Kyndryl

IMocrauansHuK 30608’ s13aHui, 3a Bubopom Kyndryl, Bunamuri abo nosepuaytu Kyndryl JTani Kyndryl
MICJISL TOCTPOKOBOTO MPHUITMHEHHS a00 3aKiHYeHHs CTPOKyY Aii TpansakuifiHoro JlokymMeHTa abo paHirie
na Bumory Kyndryl. Skmo Kyndryl Bumarae Bumanutu nawi, To ITocradyanpbHUK, IiFOYH 3TiAHO 3
Kpammmu [Mpaktukamu [HaycTpii, Mae 3po0uTH aHi HednTabeIbHUMH, 00 X HE MOXKHA OYJI0 3HOB
3i6patu abo BigHOBUTH, i Mae miarBepauTu M Kyndryl dakr Bupanenns. SAxkmo Kyndryl Heobxigmo
noBepuyTr Mani Kyndryl, TloctayanpHuk mMae moBepHyTH 1x y BetaHoBieHi Kyndryl po3ymui cTpoku
Ta 3TiJHO 3 PO3YMHUMH TUCbMOBUMH iHCTpyKiisimu Kyndryl.
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Cmamma |1\. Ilpusamnicmeo

I CrarTst 3acTocoByeThes, kim0 [locTavansauk 3aiticHioe O0pooky Ilepconanpaux Janux Kyndryl.

1.

11

1.2

1.3
(a)
(b)
(©

(d)
(e)

3.1

3.2

41

O0podka

Kyndryl mpusnagae [Tocrauanpuunka sik Posmopsaauka mist O6pobku I[lepconansuux Janux Kyndryl 3
€IMHOI0 MeTOr HajaHHs PesymprariB i Ilocmyr BimmosigHo no inctpykuiii Kyndryl, Brimouaroun
THCTPYKIIi1, Mo MIiCTAThca B nuX [lomoxkenusx, TpanzakuiiHoMmy JIOKyMeHTI Ta OB’ SI3aHOMY 3 HUM
6a3oBoMy m0roBopi Mix ctoponamu. Skmio IlocravansHuk He BuKoHye iHcTpykmii, Kyndryl mosxe
MPUMTUHATH CIOKUBAHHS BiNMOBiAHOT yacTuHM [locmyr, HamaBIIUd MUCBMOBE MOBIIOMIICHHS. SIKIO
[MocTauansHUK BBaXkae, IO IHCTPYKIIiS MOPYIIYE 3aKOHOJABCTBO PO 3aXHUCT JaHUX, [locTavyanbHUK
3000B’s13aHu HeBinkIaaHo moBigomutH npo e Kyndryl y BcTanoBieHi 3aKOHOIaBCTBOM CTPOKH.
[MocTavansHUK JOTPUMYBATUMETHCS BCIX IMOJIOKEHB 3aKOHOABCTBA PO 3aXUCT TAHUX, 1[0 CTOCYEThCS
ITocnyr i Pesynbrartis.

Honatok no Tpansakuiinoro JlokymeHnta abo BinacHe TpanzakmidHuii JIOKyMEHT BCTAHOBIIFOE IIOJIO
Hannx Kyndryl:

kareropii Cy6’exTiB [laHux;

i Iepconansaux Janux Kyndryl;

Aii 3 AaHuMK Ta onepaii O6pobKu;

TpuBanicTb Ta nepiognyHicte O6pobKu; Ta

cncok CyOpo3nopsTHUKIB.

Texuiuni Ta Opraunizauniiini 3axoan

ITocrauaneHUK BIPOBaXKyBaTUME Ta MIATPUMYBATUME TEXHIUHI W opraHi3amiiHi 3aX0/H, OMUCAaHI B
Crarri II (Texniuni Ta opranizaniiiai 3axoan, 3axuct nanux) i Crarri VIII (TexHiuni Ta opranizarmiiai
3ax0AH, 3aranbHi mapaMeTpu Oe3nexH), i 3a0e3neuyBaTiMe piBeHb O€3MEKH, SIKUH BiIOBIAAaE PUSHUKY,
SIKMH cTaHOBIATH Horo [locoyru ta Pesynbratu. IlocTadansHUK MIATBEPIIKYE Ta po3yMie OOMEKEHHS
Crarri 11, miei Crarri I1I Ta Crarti VIII i 3000B’SI13y€ThCSl JOTPUMYBATHUCH iX.

IIpasa ta 3anutu Cy6'ekTiB Janux

IMocravansHuUK HEeBiaKIamHO (B CTpoKH, o qo3Bosstiots Kyndryl i 6yap-sxum TumM Bomominsism
BUKOHYBAaTH 1XHi 3000B’s13aHHS, BCTAHOBJIEHI 3aKOHOAABCTBOM), moBimomistume Kyndryl mpo Bei
3amuTH Bin Cy0’ekTiB JlaHuX, sIKi KOPHUCTYIOTHCS cBOiMU npaBamu K Cy0’ ekt JlaHuX (30Kpema mpaBo
Ha YTOYHEHHS, BHIAIEHHS abo OJIOKYBaHHS IaHMX), cTocoBHO Ilepcomamphux [anumx Kyndryl.
MocTayaNbHUK TaKOXK MOXKe Yy HaMKopOTLWi CTPOKKU AaTh BKasiBky Cy6’ekTy [aHux HadicnaTu Takui
3anuT po Kyndryl. TToctayanpHHK He BignoBigaTHMe Ha Oyib-sKi 3amuTH Bix Cy0’exTiB JlaHuX, OKpiM
KOJIU 11€ BUMAara€ThCsl 3aKOHOaBCTBOM ab0 IMUCHMOBHMMHU iHCTpYKIissmMu Big Kyndryl.

Skmo Kyndryl 6yne 30608’ s3ana Hagatu inpopmarito momo Ilepconanpuux Hanux Kyndryl Tammm
Bomoninemsam ab6o tperim ocobam (Hampukian, Cy6’ekram [lanmx abo peryisaTOPHEM OpraHam),
IMocrauansauk mae cipusti Kyndryl y nibomy, Hagasiu HeoOxinHy iH(opMariifo Ta BAKOHABIIN iHIII
obrpynroBani aii Ha 3anut Kyndryl, y ctpoku, uo nossomste Kyndryl cBoedacHo matu Biamosiab
TakuM [HIMM BosoaineisaM abo TpeTiM ocodam.

CyOpo3nopsaiHUKH

IMocrayaneHuk Hamacte Kyndryl momepenHe muchMoBe MOBIAOMIICHHS Mepe] J0JaBaHHIM HOBOTO
CyOposnopsnauka abo posmmpeHHsM o0csary OOpoOku icHyrounM CyOpo3mopsaHUKOM, i3
3a3Ha4YCHHSIM Yy I[bOMY MOBioMIIeHH] Ha3BU CyOpo3MOpsAHUKA Ta OMUCOM HOBOI'O 200 PO3IMIMPEHOrO
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06csary O6pobku. Kyndryl mosxe 3amnepedyBatu mpoTH Oyab-sKOro Takoro HoBoro Cy6po3mopsiiHuKa
ab0 pO3MIUPEHOro 0OCSTY 3 PO3YMHUX ITIJICTaB y OyIb-AKHii yac, 1 sikiro Kyndryl ckopucraerbes Takum
MPaBOM, CTOPOHH CYMIIIHHO CIIBIPAIIOBAaTAMYTh Ui BHUpilieHHs 3amepedens Kyndryl. I3
ypaxyBanHsaMm mnpaBa Kyndryl mopmaBatu 3amepeueHHss B Oyab-sikuii 4ac, [locTadajibHUK MOXKe
npusHayntH  HoBoro CyOposmopsaHuka abo  posmmputH  0o0car  OOpoOkHM  iCHYIO4Oro
Cy6posnopsaauka, skimo Kyndryl He 3asBuiaa Take 3amepedenns nporsrom 30 [IHiB Bim matu
MUCHMOBOIO IToBimoMIiieHHs Bix [TocTadansHUKA.

4.2 [TocTayabHUK BCTAHOBHTH 3000B’S3aHHS IIOJO0 3aXUCTy JaHHX, Oe3lmeku Ta cepTudikarii,
nependayeHi B 1ux [1omoxkeHHsIX, IS KOKHOTO 3aTBepmkeHoro Cyoposnopsaauka nepea O6pookoro
Cy6posnopsaaukoM Oyab-sxux Janux Kyndryl. TloctadansHuk Hece MOBHY BiAMOBIIaIbHICTb Mepe
Kyndryl 3a BukonauHs 30608’ s13aHb KOKHIM CyOpO3MOPSTHUKOM.

5. Tpanckopronna Oopodka Janux
HwmxdenaBeneHi TepMiHH BKUBAIOTHCS B TAKOMY 3HAYCHHI:

Kpaina 3 Haje:kHuM piBHEM 3aXHCTy — KpaiHa, sika 3a0e3neuye HAICKHUN PiBeHb 3aXHCTy JAHHX I 4ac
Tepe/iavi BiIIOBITHO J0 3aCTOCOBHOTO 3aKOHOIaBCTBA PO 3aXUCT JaHHUX a00 pillicHb PETYJIATOPHUX OPTaHiB.

Imnoprep Jdanux — Posnopsaauk a6o CyOpo3nopsaHMK, 3acHOBaHMM He B KpaiHi 3 HajeKHUM piBHeEM
3aXHCTY.

Cranaapthi goroBipHi mosoxenns €C («€ECSCC») — Cranpaptai gorosipai nojoxenus: €C (PimeHus
komicii 2021/914) i3 3acTocyBaHHSIM HEOOOB’SI3KOBUX MO3MILiH, 32 BUHATKOM orii 1 ITyrkry 9(a) Ta omii 2
Iyuxkty 17, sxi  odimifino omyGmikoBani 3a aapecoro  https://ec.europa.eu/info/law/law-topic/data-
protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en.

Crangaptai gorosipui monoxennss Cepoii («SCC Cep6ii») — Cranmaptai norosipai monoxenHs Cepo0ii,
npuiiHiTi «YmoBHOBakeHHMM Cep0ii momo iHdopmamii, M0 CTaHOBHUTH IyONIYHWI iHTEpec, Ta 3aXHCTY
MEPCOHATIBHUX JTaHUX), SIK1 ory0JikoBaHi1 Ha BeO-CcalTi
https://www.poverenik.rs/images/stories/dokumentacija-nova/podzakonski-akti/Klauzulelat.docx.

Cranaapthi goroBipHi moJoxkenns («SCC») — MOroBipHi MOJOKEHHS, 10 BUMAralOThCs 3aCTOCOBHHUM
3aKOHOJABCTBOM Imono nepenadi IlepconHampuux Jlanux Posmopsianukam, 3acHoBaHMM He B Kpainax i3
HAJIC)KHUM PIBHEM 3aXUCTY.

Jonosuennst Cnosnyuenoro Kopoaiscrsa npo mizknapoany nepeaady ganux 10 CTaHIapTHUX 10TOBipHUX
nonoxenb €C («JomoBuennsi CK») o3nauae Jlomopuenus Cromydenoro KopomiBcTBa mpo MiKHAPOIAHY
nepenady gaHux A0 CraHgapTHUX JOTOBipHHX monokeHb €C, odimiiHo omyOnikoBaHe Ha CaiTi
https://ico.org.uk/for-organisations/quide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/international-data-transfer-agreement-and-guidance/.

5.1 [TocrauaneHuK 3000B’s3aHMI HE MEpeAaBaTH Ta HE PO3KPHBATH (BKIIIOYAIOUM HUITXOM BiJIaleHOrO
noctyny) oyne-axi Ilepconanshi dani Kyndryl 3a mexi kpaiam 6e3 mornepenHboi MACHBMOBOI 3TOAN
Kyndryl. SIkmo Kyndryl mamacte Taky 3rofy, CTOPOHHM CIIBIIPALIOBATHMYTh ISl 3a0e3ledeHHs
JOTPUMAaHHS YAHHOTO 3aKOHOJIABCTBA MPO 3aXKCT AaHUX. SIKIIIO TAKUM 3aKOHOJABCTBOM TIepen0avyeHo
yknanaennst yroau SCC, ITocrayanpHuK HeBigkiaaHo ykiaae yrogy SCC Ha sumory Kyndryl.

5.2 Crocosno €C SCC:
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(a) Axmo [NocrauansHuk 3acHOBaHUH He B KpaiHi 3 BiIOBITHUM piBHEM 3axucTy: [locTauanbHUK yKIaaae
EU SCC sik immoprep Janux i3 Kyndryl, i TTocTayanbHUK MOBHHEH YKIACTH MHCHMOBI JOTOBOPH 3 KOXKHUM
sartBepmkeHnM CyOposmopsanukoM, Bimnosimao mo Ilyakry 9 EU SCC, i mamatm Kyndryl xomii takmx
norosopis Ha 3anut Kyndryl.

(i) Momyns 1 EU SCC He 3acTOCOBY€ETBCS, SIKIIO IHIIE HE Y3TOKEHO B TUCHMOBOMY BHIJISI.

(il) Monyns 2 €CSCC moxnuso, sikmo Kyndryl € Bonoaisbiiem, a Moy 3 BUKOPHCTOBYE, SIKIIIO
Kyndryl € Po3nopsiaankom. Binmosigao mo ITyukry 13 EU SCC, xomu 3acTocoByroThest Moayimi 2 abo
3, CTOpPOHU MOTOKYIOThCA 3 THM, 1110 (1) EU SCC perynroerbesi 3aKOHOAABCTBOM KpaiHU-yJacHUKA
€C, ne 3HaXOAUThCSI KOMIETCHTHUH YIIOBHOBAaXXEHUI HArTISIIOBUIM opraH, i (2) Oy1b-sIKi cynepeuky, siki
Bunukatotb 3 EU SCC, BupinryBaTuMyThCS B CyAax KpaiHu-ydacHuka €C, ne 3HaXOJUThCA
KOMIICTCHTHHUH YITOBHOBaXCHUI HATIIAOBUI opraH. SIKIIo Take 3aKoHO0IaBCTBO (1) He TomycKae mpaBa
TpeTix ocib Oenedimiapis, Tomni EU SCC perymoBaTiuMyThes 3akoHOAaBcTBOM Hinepnanmis, i Oyab-ski
cropu, o BumuBaioTh i3 EU SCC, (2) BupinryBatumyThes B cynax Amcrepaama B Hinepnanngax.

(b) Sxmo ITocTayanpHUK PO3TALIOBAHWK y KpaiHi, 0 € y4acHHKOM €Bporeicbkoro ExoHOMIYHOTO
Ipocropy ta Kyndryl Buctymae B poni Bomoziipis, Ha SIKOTO HE PO3MOBCIOKYIOTHCS BUMOTH 3araibHOTO
Perimamenty mpo 3axuct Jlanux 2016/679, Toni 3actocoByerhess Momyns 4 EU SCC, 1 [loctayansHUK 1AM
yikiaagae EU SCC sk excoprep manux i3 Kyndryl. fIkmo 3acrocoByersess Moayis 4 EU SCC, toni croponu
noroukyroteesd, mo EU SCC perynroBatuMyThcsi 3aKoHOmaBCTBOM HinepnaniiB, i Oyab-sKi CIOpH, IO
BurBaroTh 13 EU SCC, BupintyBatumMyThes B cyaax AMcrepaama B Higepianaax.

(© Axmo [Hmi Bomoaineii, Hanpukian 3aMoBHUKH abo adimifioBaHi 0coOu, HAACUIIAIOTh 3aIlUT, 00
cratu ctopoHoto EU SCC BinnosigHo 1o oco6nmBoi ymoBu Ilynkty 7, IlocTaqanbHUK MM MOTOKYETHCS 3
OyIb-SIKMM TaKUM 3aIHUTOM.

(d) Texuiuni ta Opranizaniiini 3axo/u, siki € 0008’ s13k0BUMHE 151 3anoBHeHHs Jonosuenns |1 mo EU
SCC, MoxHa 3HAWTH B IIMX YMOBaX, camomy Tpan3zakiidHoMy JJOKyMeHTI, a TAKOX Y BiAMOBIAHOMY
0a30BOMY JIOTOBOPI, YKIIAJICHOMY MK CTOPOHAMH.

(e) VY pasi BUHUKHEHHS Oyab-ikoro koH(ikTy Mixk EU SCC ta nmmu IlonoeHHAMU, TIEpEeBaXKHY CHITY
matumyTth EU SCC.

5.3 Crocosno UK SCC:

(@) Sxmo ITocrauansauk 3acHOBaHMK He B KpaiHi 3 Hane:xHUM piBHeM 3axucTy: (i) [locTavansHuK mum
yknagae SCC Crionyuenoro Koposisersa i3 Kyndryl Bix imeni camoro ITocrauansauka sk Immoprepa JTaHux;
i (ii) IlocTauabHHK TIOBHHEH YKJIACTH MMMCHMOBI JIOTOBOPH 3 KOXKHNM 3aTBepLKeHNM CyOpo3rnopsTHAKOM,
sikuii € Immoprepom Jlanux, BiamosinHo 1o [Tyrkry 11 SCC Crnonydenoro Kopomisera, i Hagatn Kyndryl
KOIIi1 TakuXx [oroBopis Ha 3arut Kyndryl.

(b) Sxmo ITocTavansauk 3acHOBaHMN y KpaiHi 3 Hale)kHUM piBHEM 3axucTy, To [locTauansHuK 1IUM
ykaanae SCC Crnonyuenoro Koposmisersa i3 Kyndryl i imeni koxuoro CyOpo3mopsiHuKa, SKHil €
Immoprepom Jlanux. Skmo [locTayansHUK HEe MOXKe 3pOOMTH 1€ BiJ iMEHi OyIb-KOTO 3 TaKUX
Cy6posnopsiaaukis, [Tocrauansauk Hagacts Kyndryl miamucani takum Cy6posnopsiiaukom SCC
Cnonyuenoro KopomieTsa st ckpimiensst gokymenta miamicom Kyndryl, mepii Hisk 103BOTHTH
Cy6posmnopsiaauky 3aificaioBata O6pooky Oyab-skux [Tepconansaux Janux Kyndryl.

(© UK SCC wmixx Kyndryl i ITocrayaipankom BuctynatumyTh a60 B sikocti UK SCC mixk Bosominbiiem i

PosznopsigarkoM, a00 B SIKOCTI B3aEMHOT MUCHMOBOT YTOJIM MiIXK «IMITIOPTEPOM JAHUXY 1 «CyOPO3IIOPSTHIUKOM
Bignosiano 1o [Tyrkry 11 UK SCC, 3anexHo Big 00cTaBuH. Y pa3i BUHUKHEHHS OYIb-IKOT0 KOHMIIKTY Mixk
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SCC Crnonyuenoro Koponiscrsa Ta mumu [lonoxxeHHsIMH, nepeBaxxkHy criry MaTuMyTh SCC CriosrydeHoro
KopomniscTaa.

(d) Irmri Bonoaisbii, 30kpeMa 3aMoBHEKH a00 adiniioBaHi 0CO0H, MOXKYTh HOAaBATH 3aIIMT IIPO Te, 00
CTaTH JOJATKOBUMH «EKCIIOPTEpaMu JaHUX». [locTayanbHUK MM ITOTOKYETHCS BijJl BIACHOTO IMEHI Ta Bij
iMeHi BiamoBimaux CyOpo3mopsaHuKiB 3amoBonbHuTH Takui 3anuT. Kyndryl nosigomuts [Toctauaipauka
po OyAb-IKHX TOJTATKOBUX «EKCIIOPTEPIB JaHUXY, 1, y CBOIO Uepry, [locTadyaabHHUK MOBIIOMHUTH CBOIX
CyOpo3nopsqHHKIB, siKi € IMmopTepamu JlaHuX, PO TaKKUX JOAATKOBHX «EKCIIOPTEPIB JTAHUX).

5.4 CrocorHo JlonoBHeHH:(-Hb) CK:

a) Sxmo [TocrayansHuK He 3apeecTpoBanuit y KpaiHi 3 HanexuuM piBHeM 3axucty: (i) I[TocTadanbHUK
muM ykianae Jlomosaenns CK 3 kommaniero Kyndryl y sskocti Immoprepa Ha monatok no C/I1 €C,
3a3HaueHUX BUILE (AKIIO 3aCTOCOBHO, 3aJI€3KHO BiJl 00CTaBUH ompamtoBanHs); Ta (ii) [locrauanbHuk
yKJIaie IUChMOBI IOTOBOPU 3 KOXKHUM 3aTBeppkeHNM CyOpo3nopsaHukoM Ta Hagacte Kyndryl komii
IIUX JIOTOBOPIB 32 3aITUTOM.

b) Sxmo IMocravansHuk 3apeectpoBanuit y KpaiHi 3 Halne)KHUM piBHEM 3axHCTy, a kommanis Kyndryl €
Bosoxineiiem, sikuii He mignanae miy gito 3aransHoro periaMenTy CK mpo 3axuct nanux (BiAITOBiIHO
1o 3akoHoaBcTBa CrioyueHoro KoposriBcTBa BiAMOBIIHO 10 3aKOHY PO BUXiJa 3 €BPOINEHCHKOTO
Coro3y 2018 p.), Iloctagansauk 1iuM ykiagae JlonosHenns CK 3 Kyndryl y sixocti Excioprepa s
nonasanus no C/I1 €C, Buknaaenux y Posmimi 5.2 (b) Bute.

c) Skmo T Bonominei, Taki sk 3aMOBHHKH 200 adiniifioBaHi 0COOH, BAMArar0Th MPHETHAHHS 10
HomnosHenns(-up) CK, [TocTauanbHUK [TUM MOTOIXKYETHCS 3 Oy Ib-5KOI TaKOK BUMOTOIO.

d) Momarok 3 indopmariiero (sx 3a3HaueHo B Tabmuili 3) y JonosuenHi(-1x) CK MoxHa 3HalTH B
3actocoBHUX CHII €C, 1ux IlonoxxeHHsx, caMoMy TpaH3aKI[ifHOMY JOKYMEHTI Ta OB’ I3aHOMY
6azoBomy goroBopi Mk croponamu. Hi Kyndryl, Hi [TocrayansHuK He MOXXYTh PO3ipBaTH
Honosuennst CK y pa3i BHECEHHS 10 HBOTO 3MiH.

e) 'V pasi Oyap-skoi cynepedrocti mix JlomoBuenusiM(-u) CK ta unmu [TonoxxeHHAME TIEPEBAKHY
ynHHICTH MaTuMe JlonoBHeHH: CK.

5.5 CrocoHo SCC Cepbii:

(@) Sxmo ITocrauansHuk 3acHOBaHMK He B KpaiHi 3 Hane)xxHUM piBHeM 3axucTy: (1) IlocTagaapHUK 1M
yknagae SCC Cep6ii i3 Kyndryl Big imeni camoro ITocrauanshuka; i (ii) [TocTagaibHUK MOBUHEH YKIACTH
MUCBMOBI TOTOBOPH 3 KOKHHUM 3aTBepkeHuM CyOpo3nopsnaukoM, BiamoBinHo ao [Tyakry 8 SCC Cepbii, i
uagatu Kyndryl xomii Takux moroBopis Ha 3amut Kyndryl.

(b) Sxmo [Tocravansauk 3acHOBaHuK y KpaiHi 3 Halle)kHUM piBHEM 3axucTy, To [locTadansHIK UM
ykaagae SCC Cepb6ii i3 Kyndryl Bix imeni koxxaHoro CybposmopsiiHrka, 3apeectpoBatoro He B KpaiHi 3
HaJIC)KHUM piBHEM 3axucTy. Skmo [locTauanbHIK HEe MOXKE 3pOOUTH 1€ Bi iMEHI OyAb-SIKOTO 3 TAKHX
Cy6posmnopsiauaukis, [Tocrauansauk Hagacts Kyndryl mignucani Takum Cy6posnopsaaukom SCC Cep6ii st
cKpirieHHs qokymenTa mmigmucom Kyndryl, mepur wixk qo3souti CyOpo3nopsaaHuKy 3aiiicaioBata O6pooKy
Oy nb-sikux [lepconanpaux Tanux Kyndryl.

(© SCC Cep6ii mixx Kyndryl i TTocrauansankom BuctynatumyThb abo B sikocti SCC Cep6il mik
Bosogineiiem i PosnopsigaukoM, abo B IKOCTI B3a€EMHOT MTUCHMOBOT YTOIM MIX «BOJIOMITBIIEM) 1
«PO3MOPSITHUKOMY, 3AJISKHO Bifl 00CTaBUH. Y pa3i BHHUKHEHHS Oyab-sikoro kKoHpmikTy mixk SCC Cep0ii Ta
My [lonoxxennsamu, nepeBaxny cuiry MatumyTb SCC Cep6ii.
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(d)

Iadopmarriro, sika € HeoOXigHOIO T 3anoBHeHHs JJonoBHeHb 1-8 10 SCC Cep0ii 3 MeTO0 KepyBaHHS

nepenaueto [lepconanbHux JJanux 10 Kpainu, mo HanexuTs 10 KpaiH 3 HalexHUM piBHEM 3aXHCTy, MOXKHA
3HalTH B ux [looxxennsx ta Jlomatky no Tpanzakuiiinoro JlokymenTta abo B camoMy TpaH3akIiitHOMY
JlokyMeHTi.

6.1

6.2

Cnpusinas ta Begennsa O0aiky

3 ommsany Ha xapakrep OO6poOku, ITocravanbHuK 3000B’s3anuit HamaBatn Kyndryl momomory B
3aMpoBaPKCHHI HAJIGKHUX TEXHIYHMX 1 OpraHi3allifHMX 3aXxodiB Ui BHKOHAHHS 3000B’s3aHb,
OB s13aHUX 13 3anMTamMH Ta npasamu Cy0’ekTiB Jlanux. [locTauanbHUK 30008’ A3aHUM TaK0X CIIPUATU
Kyndryl i3 metoro 3abe3nedyeHHss AOTpUMAaHHS 3000B’s13aHb Yy 3B’s3Ky 3 Oesmexoro OOpoOKH,
MTOB1IOMJICHHSM Ta iH(popMyBaHHM 1po [lopymieHHs be3neku i mpoBeieHHSIM OIIHKY MTOTSHIIIHHOTO
BIUIMBY Ha 3aXHUCT JAHUX, BKIFOYHO 3 TIOMEPEIHBOI0 KOHCYIBTAIIIEIO 3 BiIIIOBITATEHUM PETyIITOPHUM
OpTaHoOM, SIKIIO IIe BUMAra€ThCs, 3BXKAI0UH Ha iH(opMallito, moctynHy [locTayanbHUKYy.
ITocrayanpHuk 3000B’sA3aHMI  BecTH OOMIK IMEH/Ha3B 1 KOHTAKTHHUX JAHUX KOXKHOIO
CyOpo3nopsIHUKa, BKJIIOYAOYM KOXXKHOTO TpeactaBHuka CyOposmopsaHMKa Ta KOXHOI 0CoO0H,
BIIOBIAAIBHOI 3a 3aXUCT JaHuX. [locrayaibHUK 3000B’°s13aHUN HamaBaTy Takl OOJIIKOBI 3aIllMCU Ha
sumory Kyndryl y crpokwm, siki mossosste Kyndryl cBoewacHo BimmoBicTi Ha Oyab-sKHMH 3amdT
3amMoBHHKA a00 TPETHOT 0COOH.
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Cmamma V. Texuiuni ma opzanizayiini 3axoou, 3axucm Kooy

I CraTTs 3acTOCOBYEThCS, SKIO TlocTadanbHuk Mae goctyn n0 Buxigaoro Koy Kyndryl. TTocrauansHuk
3000B’s13aHuUM TOTpUMYBaTHCh BUMOT 1iei Ctarti il Takum unHOM 3axuinati Buxinuuit Kox Kyndryl Bix BTpaTs,
3HHINCHHS, 3MIHH, BHITaJKOBOTO a00 HECAHKI[IOHOBAHOT'O PO3KPHTTS, BHIIQJAKOBOTO a00 HECAHKI[IOHOBAHOTO
JOCTYIy Ta He3akOoHHHX (popMm Bzaemonii. Bumorn wniei CtaTTi NOMMPIOIOTHCS HA BCi MPUKIIAAHI NPOrpaMHy,
miatdopmu ta iHppacTpykTypy IT, QyHKITIOHYBaHHS SKWX 1 yIpaBIiHHS SKHMU 3a0e3neuye [TocTadanbHUK 1w
yac HamauHsA Pesynpraris i [Tocnyr i mig yac B3aemomii 3 Texuomorissmu Kyndryl, Bkirodaroun BCi mociayru
PO3pOOKH, TECTYBaHHS, PO3MIIIEHHS, MIITPUMKH, €KCILTyaTallil Ta CepeJOBUIIA LIEHTPIB 0OPOOKH TaHUX.

1. Bumoru mono be3snexn
HwmxuenaBeneHi TepMiHH BKUBAIOTHCS B TAKOMY 3HAYCHHI:

3aboponena kpaiHa — Oyb-ska kpaina: (a) sky ypsn CIIA Bu3HaB iHO3EMHUM ITPOTHBHUKOM BiJTIOBITHO JO
Vkazy IlIpesupenta CIIA «IIpo rapanTyBaHHs Oe3neku TOCTadyaHb iH(OPMAIITHO-KOMYHIKAIIHIX
TEXHOJIOTIH i mociyr» Bix 15 tpaBus 2019 poxky, (D) siIKky BHECEHO B CIIMCOK BiXOBIAHO 10 po3ainy 1654 3akony
CIIIA npo OrokeTHI acCUTHYBaHHS Ha HallioHaNbHY 00opoHy 2019 poky abo (C) siky BU3HaHO «3a00pOHEHOI0
KpaiHoro» B Tpanzakiiiiinomy /IoKyMeHTi.

1.1 ITocTauaneHUK 3000B’SI3Y€THCS HE PO3MOBCIOKYBATH Ta HE JNENOHyBaTH Oyab-skuil Buxinnuii Kon
Kyndryl Ha xkopucts 0y mb-1K0i TPETHOI 0COOH.
1.2. IMocrauanbHKUK 30008’ A3y€ThCS He MomyckaTu po3mimenHs Buxigaoro Koay Kyndryl ua cepsepax, 110

3HAXOIAThCS B 3a0opoHeHii kpaiHi. [locTadambHUK 3000B’S3y€ThCs HE JOMYCKATH, 1100 OyIb-sKi
ocobw, BKItoYaroun Horo Ilepconarn, ski 3HaXOAAThCA a00 TMMYAcOBO TepeOyBaroTh y 3a00poHEeH
KpaiHi (IIPOTAroM yChOTO 4acy CBOTO IepeOyBaHHS), 3 OyAb-sKOi IPUUMHU, OTPUMYBAJIH AOCTYI abo
BHKOpHCTOBYBanu Oyap-skuit Buximauit Kox Kyndryl, xou B sikiit kpaini abo perioni cBiTy Takwmit
Buxigauii Kon 3naxomuthes, i [locTadyanbHUK 3000B’SI3y€ThCSA HE JOMYCKATH 3MIMCHEHHS OYIb-SKUX
PO3pOOOK, TECTyBaHHS UM 1HIIUX MOCITYr y 3ab0poHeHil KpaiHi, Mo moTpedye Takoro AOCTyIy abo
BUKOPHCTaHHSI.

1.3. ITocTavansHUK 3000B’A3y€THCS HE PO3MIIIYBAaTH Ta He po3moBciomkyBarn Buxinnuit Kox Kyndryl y
OyIb-AKiil IOpPUCIOUKIN, Jie¢ 3aKOHOJABCTBO a00 TIIyMaueHHS 3aKOHOJABCTBA BHUMAra€ pO3KPHUTTS
Buxigaoro Koay Oyne-sikiii Tperiii ocoOi. SIkimio B ropucAMKIii, ae 3HaxomuThcs Buximuuit Koa
Kyndryl, 3miHrO€ThCSI 3aKOHOIABCTBO 200 TIIyMaueHHs 3aKOHOAABCTBA, [0 MOXKE IPU3BECTH JIO TOTO,
o [TocTavanbHuk Oyme 3000B’s13aHNi po3kpuTH Takui Buximanii Kox tpertiit oco6i, [TocTauanbHuk
MOBUHEH HETalHO 3HUIUTH a00 HeraiiHo BuBectH Takuii Buxinuuii Kox Kyndryl i3 i€l ropucaukiii, i
He Oy/Jie po3MilllyBaTH B Hiii Oyab-skuii fogatkosuit Buxiguuit Kox Kyndryl, nomoku tam mgisitume take
3aKOHOAABCTBO 200 TUIyMadeHHsI 3aKOHOAaBCTBA.

1.4. [TocrauaneHuk He OyJe, IPSMO YU OIOCEPEIKOBAHO, BXKUBATH KOAHUX Jil, BKIIOYAIOUH YKIIaICHHS
Oymb-skoi yromd, BHacHmimok sikoi ITocrayanenuk, Kyndryl aGo Oymp-sika Tpers ocoba Habyne
3000B’s13aHHS pO3KpUBATH iH(OpMamio 3rimHo 3 posmimamu 1654 abo 1655 3akomy CHIA mpo
OI0/DKETHI acWTHyBaHHS Ha HaIioHaJIbHY oOopoHy Bim 2019 pokxy. [lns yHHKHEHHS CyMHIBIB,
IMocrauanbHKUKY 3a XKOTHUX 0OCTABUH HE TO3BOISIEThCS po3kpuBatu Buxinuuii Kox Kyndryl 6y mp-sixiit
TpeTiii 0cobi 6e3 monepeaHboi mucbMoBoi 3roau Kyndryl, kpiM Bumaakis, KOJIH 1€ MpsMO J03BOJICHO B
TpanzakiitaHomy JlokymeHTi 200 MoB’si3aHOMY 0a30BOMY JIOTOBOPI MiXK CTOPOHAMHU.

1.5. Sxmo Kyndryl mosinomuts IToctauanpHrka abo SIKIO TPeTst 0coba MOBIAOMUTE OYab-SKy 31 CTOpiH
po Te, 1m1o: (&) [Mocrayansuuk no3Bonus nepeHectu Buxiguuit Kox Kyndryl y 3aboponeny kpainy abo
Oyab-SKy IOPMCAMKINIO, IO Mifmagae mix airo posmity 1.3 Bume, (b) ITocTayaabHHMK iHIIMM YHHOM
BunyctuB Buximauii Kox Kyndryl, otpumas moctymn 10 HbOro abo BUKOPHCTAaB HOTO CIIOCOOOM, HE
no3BosieHnM Tpan3akimiauM JlokymeHTOM ab0 MOB’si3aHMM 0a30BUM a00 IHIIUM JIOTOBOPOM MIX
cropoHamu, abo (C) TTocrauanbHUK TOpyHIUB po3ain 1.4 Buiie, Toai 6e3 oomexkenns mpas Kyndryl
BYKUTH 3aXOJiB TSI YCYHEHHS TAKOTO IMOPYIICHHS 33 3aKOHOAABCTBOM, a00 3a IIPaBOM CIIPAaBEIIMBOCTI,
a6o 3rigHo 3 TpanzakiitauM JlokymMeHTOM, a00 MOB’si3aHUM 0a30BHM a0 iHIIMM JIOTOBOPOM MiXkK
cropoHamu: (i) KO Take MmoBimomieHHs Haxaiiine no IlocrauanpHuka, [TocTadyanbHUK HEraHO
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1.6.

nepenacth 1e nosimomienas Kyndryl; i (ii) TlocrauanbHuK, BiIIOBIIHO 10 BMOTHBOBAHHX
posnopskens Kyndryl, posciigye Ta ycyHe MOPYIICHHS B CTPOKH, OOIPYHTOBAHO BCTAHOBJICHI
Kyndryl (micns xoucymbrartii 3 [ToctagyaisHHKOM).

Sxmo Kyndryl o6rpyHTOBaHO BBaKaTHUMe, 110 3MiHH B IOJIITHIII, TPOIEIYPax, 3aC00ax KOHTPOIIIO abo
npaktukax [locravanpHuka moao goctymy ao Buxignoro Komy MoxyTh OyTH HEOOXiTHUMH IS
YCYHEHHsI pU3HKiB KibepOe3neku, KpaikKKH 1HTeJIEKTyallbHOI BIIACHOCTI, YU MOAI0HUX a00 TOB’I3aHUX
i3 HUMH PHU3MUKIB (BKJIIOYAIOYM PH3UK TOro, mo Oe3 Takux 3min Kyndryl moxke Oytu oOMekeHa B
MUTAHHIX MPONAXy NMEBHUM 3aMOBHUKAaM, a00 Ha TICBHUX PHHKAX a00 IHIIMM YHHOM HE 3MOXKE
3a7I0BOJILHUTH BHUMOTH 3aMOBHHKa MIOA0 BUMOr Oe3meku abo mocradanss), tomi Kyndryl mosxe
3B’ s3aTHCs 3 [TocTavabHUKOM 1 0OTOBOPHTH [Tii, HEOOXITIHI JUTS YCYHEHHS TAKUX PU3UKIB, BKITFOUAIOYH
3MIHH 10 TakuX TMOJITHK, MPOIEIyp, 3aco0iB KOHTPOJIO YM TNpakTWK. 3a 3ammroM Kyndryl,
IMocravansHuk criBnpaigroBatume 3 Kyndryl, 1106 criibHO OIiHUTH, 41 TOTPIOHI 3MiHH, 1 3aIIPOBAAUTH
TaKi B3aEMOY3T0JIKCHI 3MiHH.
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Cmammsa \. Be3neuna Po3pooxa

Ls Crarrs 3actocoByeTbes, skmo [locravamsHuk HamaBatume cBiii Buxigamii Kox a6o Buximawii Kog
CTOPOHHIX BUpOOHHKIB a00 Jlokansue [Iporpamue 3abe3neuenns ms Kyndryl, abo skmio 6yas-ski Pesynsratu
yu [Tocayru Iocrayanburka HagaBatumMyThest 3amoBHuKy Kyndryl y cknani mpoaykry a6o mociyru Kyndryl.

1.

Hanexunii PiBenb be3nexkn

IMocTavyansHUK I IKITIOYUTHCS 10 BHYTpilHIX mporiecis Kyndryl, 3a 1omoMororo skux OIiHIOETHCS HATIEKHUH
piBeHb 6e3mexu npoAykTiB 1 mociyr Kyndryl, siki 3amexars Big Oyap-sakux Pesynasratis [ToctavansHuka, B
TOMY YHCJIi IUITXOM CBOEYACHOTO Ta TIOBHOTO pearyBaHHs Ha 3allUTH PO OTPUMAHHS iHPOpMAIIii MUITXOM
HaJlaHHs JOKYMEHTIB, 1HIINX peecTpallifHUX 3alKCiB, IPOBEICHHS ONMUTYBaHHS BinnoBigHoro Ilepconany
ITocTayanpHuKa TOILIO.

2.1

2.2

3.2

3.3

3.4

Be3neuna Po3podka

et i Posmim 2 3acTocoByeTbes numie Tofii, kKonmu Ilocravanpamk Hamae JlokaneHe IIporpamue
3abesneuenns ms Kyndryl.

MocTayanbHUK 3anpoBaguB i NiATPMMYyBaTUME MPOTATOM YCbOro CTPOKY Aii TpaH3aKuinHoro
JoKymeHTa, BignosiaHo 0 Kpawmx MpaKTuk IHAycTpii, mepexy, nnatdopmy, cuctemy, NpuKNagHy
nporpamy, NpucTpin, GisnyHy iHGpacTPyKTypy, CUCTEMY pearyBaHHAM Ha iHUMAEHTU Ta MNepcoHan, aki
€ HeobxigHummn ana 3axucty: (a) cucTem i cepenoBull, PO3POOKKU, KOMMOHYBAHHA, TECTYBaHHA Ta
ekcnayartauii, Aki MocTavanbHMK abo byap-aKa TpeTa ocoba, 3any4yeHa lMocTayaibHUKOM, EKCNAYATYE,
KOHTPOJIIOE, BUKOPUCTOBYE abo iHWIMM YMHOM 3aCTOCOBYE Yy 3B’A3Ky 3 Pesynbratamu, i (b) Bcboro
BUXiAHOro Koay Pe3ynbTaTiB Bif BTPATH, HE3aKOHHMX GOPM 06POBKM Ta HECAHKLLIOHOBAHOIoO AOCTYNY,
PO3KpPUTTA ab0 3MiHM.

Ceprudikar Binnosignocti ISO 20243

Le#t Posmin 3 BUABNSETBCA JTUIIE TOJI, KOJIM Oyab-sikuii i3 Pe3ynprartiB a06o [lociyr ITocravanpHuka
HagaBaTuMyThes 3amoBauKky Kyndryl y ckimami npomykry ab6o mocayru Kyndryl.

MocTayanbHUK oTpuMmae cepTudikat BignosigHocTi 1ISO 20243 «IHpopmauinHi TexHonorii. BiakpuTtnit
CTaHAapT Ha AOBiIPEHMX NOCTAYA/IbHUKIB TeXHONOTI. MiHiMi3auia pU3NKy 3anydyeHHA Yy BUPOOHUYMIA
MpoLuec 3/I0BMUCHO 3iNCOBaHWX i KOHTpadaKTHWMX KomnoHeHTiB» (Information technology, Open
Trusted Technology Provider, TM Standard (O-TTPS), Mitigating maliciously tainted and counterfeit
products) (cepTudikauis Ha OCHOBI CaMOCTIMHOI OLiHKM abo Ha OCHOBiI OLIHKM aBTOPUTETHOrO
He3a/IeXXHOro ayauTopa). B AKOCTi anbTepHaTMBM, Ha MMCbMOBWMI 3anuT MocTayasbHUKA Ta nicas
OTPUMaHHA NMCbMOBOro cxBaneHHs Kyndryl, MocTayanbHUK OTpUMaEe cepTudikaT npo BignNoBiAHICTb
BMMOraM €eKBiBaJlEHTHOrO B iCTOTHIiA 4YacTUHi rany3eBOro CTaHAAPTY, AKMIA BU3HAYAE MPAKTUKM
6e3ne4yHoi po3pobKkM Ta nocTtadaHHA (cepTudikalia Ha OCHOBI CaMOCTIMHOI OUiHKM abo Ha OCHOBI
OL,iHKM aBTOPMTETHOIO HE3aNEXKHOIO ayaMTOPa, 3a YMOBM Ta nicaa cxBaneHHs Kyndryl).
MocTayanbHUK oTpMMae cepTudikat BignosiaHocTi ISO 20243 abo cepTUdiKaT eKBiBaJIEHTHOrO oMy B
iCTOTHIlA YaCTUHI rany3esBoro cTaHAapTy (3a ymoBM NMcbMoBoro cxBaneHHsa Kyndryl) npotarom 180 [His
nicna AaTm HabyTTa YNHHOCTI TpaH3aKUiiHUM [LOKYMEHTOM i Aa/i NOHOBAOBAaTUME CEPTUDIKAT KOXKHI
12 micauis nicnsa uporo (BiANOBIAHO A0 YMHHOI Ha TOM MOMEHT HaMNi3HiWOI Bepcii 3aCTOCOBHOrO
CTaHgapTy, To670 ISO 20243 abo, 3a yMOBUM NMCbMOBOro cxBaseHHs Kyndryl, eksiBaneHTHOro iomy B
iCTOTHI/A YacTWMHi rany3eBOro CTAaHAAPTY, AKMIA BU3HAYAE MNPAKTUKM 6He3nedyHoi po3pobkM Ta
nocrayaHHsa).

[MocravansHuk, 3a 3amurom, Heraino Hamae Kyndryl komiro ceprudikaris, siki ITocTayampHHK
3000B’s13aHUI OTPUMATH BiMOBIIHO 0 po3aimiB 2.1 1 2.2 Buie.

BpaziuBocti be3nexkn
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HwxuenaBeneHi TepMiHU BXKUBAIOTHCS B TAKOMY 3HAYCHHI:

BunpaBjieHHsI TOMHJIOK — BUTIPABJICHHS HECIIPABHOCTEH 1 3MiH, sSIKi BUIIPABIISAIOTh IOMUJIKH 200 HEJOMIKH,
BKutouaroun Bpasnusicts besneku, B Pesysibrarax.

3menmennsi Puzuky — Bci BijjoMi 3aco0u, Mpu3HaUeHi JIsl 3SMEHINIEHHS 800 YHUKHECHHS PU3HKIB, ITOB’I3aHUX
13 BpaznusicTio be3neku.

BpaznuBicTh be3nekn — craH y IpoeKTyBaHHi, KOJlyBaHHI, po3po0Ili, peani3ailii, TeCTyBaHHI, EKCILUTyaTaIlii,

MiATpUMII, 00cTyroByBaHH1 a00 KepyBaHH1 Pe3ynbpTaTom, sikuil 103B0IIsi€ OyAb-KOMY MPOBECTH aTaKYy, 10 MOXKE

MPU3BECTH 1O HECAHKI[IOHOBAHOTO IOCTYIMy a00 BHKOPUCTAHHS, BKJIIOYAroud (&) 3AiHCHEHHS IOCTYITY,

OTpPHMAaHHS KOHTpOJIO abo mopyieHHs pobotu cuctemu, (D) 3mificHeHHs AOCTYIy, BUAAJIEHHS, 3MiHy abo

BHJIyYCHHS JaHWX a00 (C) 3MiH ieHTH(IKAIHHUX JaHUX, aBTOpH3aliid abo mpaB JOCTYITy KOPHCTyBadiB abo

aaMiHicTpatopiB. Bpasnusicts besmekn Moke iCHyBaTH HE3ajJeXHO Big Toro, 4y mpusHaueHo i ID CVE

(3arampHOBIIOMI Bpa3IMBOCTI iH(pOpMaIliitHOI Oe3rekn) abo Oyb-sSKUi peHTHHT 49U oQiliiiHui KiacudikaTop.

4.1 [TocrayansHUK 3asBIIsI€ ¥ rapaHTye, Mo BiH Oyne: (a) BukopuctoByBatu Kpamii [Ipaktuku [HaycTpii
JUTs BUsiBIIeHHs BpasnuBocreii be3neku, 30kpema nuisixom 0e3nepepBHOTO CTATHYHOTO Ta TUHAMIYHOTO
CKaHyBaHHs O€3MEeKH BUX1IHOTO KOY IPUKIAIHUX IPOrpaM, CKaHyBaHHs O€3MEKH BIAKPUTOTO KOy Ta
CKaHyBaHHsA Bpa3muBocTel Oesmeku, Ta (D) BHUKOHyBaTH BUMOIHM IMX IlOJOKEHH i3 METOIO
MOTIEPE/KCHHS, BUSABJICHHS Ta BUIpaBlicHHs BpasmuBocteit besmexku B Pesympratax Ta B ycix
MPUKIaTHUX MporpaMax, miardopmax ta indpactpykrypi IT, sxi [TocTauanbHUK BUKOPUCTOBYE LIS
cTBOpeHHS Ta HajgaHHs [locnyr 1 Pe3ynbraris.

4.2 SAxmo INocTayansHUKy cTaHe BioMo npo Bpasnusicte besneku B PesynpTatax abo Oynb-skiil Taxii
OpUKIaAHiA mporpami, miarpopmi abo indpactpykrypi IT, IMocravanpuuk wHamacts Kyndryl
Bunpagnenns [Tomunok i1 3MeHIIeHHs: Pusnky s BCiX Bepciid 1 BUITycKiB Pe3yabTatiB BiIOBIIHO 110
HacTymHUX PiBHIB Cepi03HOCTI Ta CTPOKIB:

PiBenb Cepiio3HocTi*

ABapiiina Bpa3ausicts Be3nexkn — Bpaznusicts besmneku, ska CTAaHOBUTH CEpHO3HY Ta, IMOBIPHO, TII00ABHY
3arpo3y. Kyndryl Buznauae Aapiiiny Bpa3snusicts be3neku Ha BiacHu# po3cy/, He3anexHo Bij bazoBoi
Ominku CVSS.

Kpurnuna — Bpasznusicts besnekn, sika mae bazoy Omiaky CVSS Big 9 mo 10,0

Bucoxa — Bpaszmusicts besnekn, sika mae bazoy Omiaky CVSS Big 7,0 mo 8,9

Homipna — Bpasnusicts besmeku, sxa Mae basoBy Oninky CVSS Bin 4,0 1o 6,9

Hwusbka — Bpasznusicts be3nekwn, sika mae bazory Oniaky CVSS Big 0,0 mo 3,9

Crpoku
Asapiiina Kpumuuna Bucoxa Ilomipna Hu3zvka
Lo 4 [uis, ax eusnaueno 30 Muis 30 duis 90 IuiB BigmosigHo 10
LTonoenum ynpagninuam Kpamux ITpaktux
iHghopmayiinoi 6e3nexu Iamycrpii
Kyndryl

* 'V Bcix BUMaakax, konu i Bpasnusocti besneku mie ve mpusHadeno bazoBy Ominky CVSS, IloctauaasHuk
3actocoByBatuMe PiBeHb Cepi03HOCTI, SIKHI BIAMIOBIa€ XapaKkTepy Ta 00CTABUHAM TaKOi BPa3JIHBOCTI.

4.3 Jiis BpasnuBocti Besneku, sika crana 3aranbHOBioOMo W s sikoi [loctavyanpbHHK Ie HE HajaB
Kyndryl Bumpasnenns ITomunku a6o 3menimieHHst Pusuky, ITocTauanbHUK 3anpOBajnTh Oyab-sKi
TEXHIYHO MOMKIJIMBI TOJJATKOBI 3aX0/11 O€3MEKH, SIKi MOXKYTh 3MEHIIUTH PU3UKH IIi€1 BPA3IUBOCTI.

4.4 Sxmo Kyndryl se 3agoBonbpHuTh Bimnosiap [loctavampHuka Ha Oyab-siky Bpasmusicte besmeku B
Pesynprarax abo Oynb-sKiil mpuKIanHii nporpami, mwiardopmi abo iHPpPaCTPyKTypi, BKa3aHiil BHIIE,
Tofi 6e3 obMmexeHHs Oymb-skux iHmmx mpas Kyndryl TTocrayansuuk Heraiino oprauisye mis Kyndryl
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4.5

00roBopeHHs 3ayBakeHb 13 Bine-mpesuaentom IlocrayanbHuka abo 0C000H0, €KBIBAJEHTHOIO 3a
M0CcaJI0k0, SIKa BiAMOBIaE 3a 31ilicHeHHs Bunpasnenns [Tomuku.

[Ipuxagn BpasnmuBocteld be3neku BKIIOYAOTH KOJ TpeTiX 0ci0 abo BiIKpUTHH KO, IO HE
obciyroByethes (EOS), st skux He BUIYCKATUMYThCSI BUTIPaBIICHHS O€3IeKH.
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Cmamma V1. JJocmyn 0o Kopnopamuenux Cucmem

st CTatTs 3aCTOCOBYETHCSI, AKIIO NpaliiBHUKK [TocTauanbHIKa MATUMYTh TOCTYTI 10 Oy 1b-s1k01 KopriopaTuBHOT
Cucremu.

1.
11

1.2

1.3

1.4

15

1.6

1.7

1.8

19

3arajibHi M0J105KeHHS

Kyndryl Busnauatume, un HamaBaTh mpaiiBHuKaMm IloctadanpHuka noctyn ao KoprmopaTuBHHX
Cuctem. Sxio Kyndryl nagacts takuii moctyr, IlocTadaabHUK 3000B’I3y€ThCS JOTPUMYBATUCS BUMOT
miei CtaTTi ¥ 3a0€3MeYnTh JOTPUMAHHS TAKUX BUMOT CBOIMH TpAIliBHUKAMH, SKi OTPUMAIOTh TaKH
JOCTYIL.

Kyndryl BuzHaunTh 3aco0mM, 3a JOMOMOTOI0 SKUX MpaliBHUKK [locTayagbHHKAa MOXYTh OTPUMATH
noctyn 1o KopmoparuBaux Cucrem, 30KpeMa, 4i OyIOyTh Taki MPaliBHAKA OTPHMYBATH JOCTYII IO
Kopmopartusaux Cructem uepes Ipuctpoi, mo Hagaotscs Kyndryl abo ITocragaabHEKOM.
[pauiBuuku IlocravampHuka MOXYTh OTpuUMyBaTH pgoctyn 1o KopropatuBHux Cucrem i
BukopuctoByBatu Ilpuctpoi, nossosieni Kyndryl mis Takoro moctymy, BHKIIOYHO Ui HaIaHHS
Iocnyr. IpaniBanku ITocTauagpHuKa HE MOKYTh BUKOPHCTOBYBaTH IIprcTpoi, mos3someni Kyndryl,
JUISL HaJJaHHS MOCIyT OyAb-siKill iHIIH oco0i uM opraizaiii, a0o 111 OTpUMAaHHS JOCTYIy A0 OyIb-
skux [T-cucrem, mepex, mporpam, BeO-caiTiB, IHCTPYMEHTIB €JIEKTPOHHOI INOIITH, iHCTPYMEHTIB
CIIBIIpAIli TOIIO, IO HaJIeXkath [locTavanbHuKy abo TpeTiM ocobam, st HanauHs [lociyT abo y 3B’ 3Ky
3 HUMH.

JIns yHUKHEHHS CyMHIBIB, NpauiBHUKH [locTayajapHUKAa HE MOXYTb BHKOPHCTOBYBaTH I[IpmcTpoi,
no3sosteri Kyndryl mms moctymy mo KopmopatwBHumx CHCTeM, B OCOOMCTHX HUTAX (HAIPHKIAI,
npamiBHEKK [locTayanbHHKa HE MOXYTh 30epiraTh Ha Takux IIpuCTposix ocoOuCTi (aiinmm, Taki sK
My3HKa, BiJIcO, CBITJIMHHU TOINO, i HE MOXYTh KOpUCTyBaTucsl IHTepHeToM i3 Takux IIpuctpoiB B
0COOMCTHUX IIAX).

Ipanisauku ITocTavansHrka He KomitoBaTuMyTh Matepianu Kyndryl, moctymai uepes Koprnoparusay
Cucremy, 6e3 monepe1HHOro MUCbMOBOTo 0380y Kyndryl (i 3a skomHux 06CTaBHH HE KOMIIOBATUMY Th
Oynb-siki Matepiamu Kyndryl wa mnopratuBHmil mpucTpiii 30epiranHs nanmx, Takuii sk USB-
HaKOIMYyBaY, 30BHINTHIA KOPCTKHUHA JUCK TOIIO).

3a 3ammToM, [locTavanbHUK MATBEPIKYE 32 iIMEHEM TpaliBHIKA KOHKpeTHI Kopmoparusai Cucremu,
70 SIKMX MOTO TMpaliBHUKUA MalOTh MPABO JOCTYIY Ta J0 SKUX BOHH OTPHUMYBAJIM JIOCTYII MPOTATOM
Oyab-s1KOTO TIepioay Yacy, BusHaueroro Kyndryl.

IMocravansauk noBigomistame Kyndryl mporsirom aBaausté 9oTupbox (24) TOAMH INCIAS TOTO, SIK
Oyap-sxuii npaniBauk [locTagansHuka, skuil Mae poctyn 1o Oyab-skoi Kopnoparueaoi Cucremu,
Ginbire He: () npamtoe B IToctavanpauka a6o (b) BUKOHYE MisSUTBHICT, SIKa BUMArae Takoro JOCTYITY.
IMocrayanpHuk croiBnpamoBatume 3 Kyndryl, mo6 3abe3neunTn HerailHe cKacyBaHHs IOCTYILY JUIS
TaKHUX KOJIMIIHIX a00 JIFOUMX MPAaIliBHUKIB.

IMocrauanpauk HeraiiHo mosimomistume Kyndryl mpo Gymb-siki daktuuni abo WMOBIpHI iHIMACHTH,
MOB’s13aHi 3 TopyIIeHHsM Oe3neku (Hanpukia, npo Brpary Ipucrporo Kyndryl abo TTocravansuuka,
HECAaHKIIOHOBaHUH nmoctyn 1o [Ipuctporo abo maHux, marepianiB 4u iHIOI iH(opMaii Oyab-1Koro
Tumy), i cmiBnpairosatume 3 Kyndryl y posciisyBanHi Takux iHIIHICHTIB.

[TocTauansHUK HE TOBUHEH AaBaTH A03B1T OyAb-sIKOMY areHTy, IPaIliBHUKY HE3aJIC)KHOTO MiApsSIHIKA
abo cyOminpsaHNKa OTPHUMYBATH JOCTYI o Oyap-skoi Kopnopatneaoi Cucremn 0e3 momepeaHbol
muckMoBoi 3rogu Kyndryl; skmo Kyndryl sagacte Taky 3roay, [ToctauanbHUK BCTAHOBUTB JUTS IIHX
oci0 Ta ixHiX poOOTOAABIIIB JAOTOBIpHI 30008’ I3aHHS TOTPUMYBATHCS BUMOT 1iei CTarTi Tak, Ha4e IIi
ocobu € mpariBaukaMu [loctauansHuka, i Bianosizatume nepea Kyndryl 3a Bei fii Ta 6Ge3misuibHICTD
Oyab-aKoi Takoi ocobu abo poOOTOAaBLA y 3B’ A3KY 3 TakuM aoctynoM a0 Kopnoparuaux Cucrem.

IIporpamue 3a6e3neyenns [Ipucrpois
INocTavyanbHUK IHCTPYKTYyBaTHME CBOIX MpAI[iBHUKIB, CBOEYACHO BCTAHOBIIIOBAaTH BCE IPOrpaMHe
3abesneuyennst [lpuctpoiB, sike morpiono Kyndryl mast opramizamii OGe3medHoro J0CTymy 10
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2.2

2.3

2.4

3.2

3.3

Kopnoparueanx Cuctem. Hi [locrauansauk, Hi HOTO IpaiBHUKK HE BTPyYaTUMYTHCS B pOOOTY I[OTO
MpOrpaMHOro 3a0e3neueHHst a00 3aXuCcHUX (DYHKINIH, SKi HaJae IporpaMHe 3a0e3CUeHHS.
[TocravanpHUK Ta HOTO MPAIliBHUKH AOTPHIMYBATUMYTHCS TPaBHJI HamamlTyBaHHA lIpuctporo, ski
BcranoBmoe Kyndryl, i immmm uymHoM cmiBmpamoBatumyTh 3 Kyndryl, mo6 3a6esneunTn
GbyHKUIiOHYBaHHS HporpamMHOro 3abesmeueHHs BigmoBimHO 10 Hamipie Kyndryl. Hampuknan,
[TocrayanpHUK He MepeBH3HAYaTHME (DYHKINI MPOrpaMHOrO 3a0e3nedeHHs MoI0 OJIOKyBaHHS BeO-
CaiTiB yM QyHKIIIH aBTOMATUIHOTO BUIIPABJICHHS.

[NpauiBauku [locTayanbHuka He MOXYTh IepenaBaTé [IpHCTpoOi, SIKKNMH BOHHM KOPHCTYIOTBCS IS
nocrymy no KoprnoparuBaux Cuctem, abo iMe€Ha KOPHUCTYBauiB, Maposti Tommo 1o cBoix [Ipuctpois
OyIb-SIKMM IHIITHM 0CO0aM.

Sxmo Kyndryl ynoBnoBaxkye mpauiBaukiB [ToctauanipHuka oTpuMyBatd Aoctyn 10 KopropaTuBHux
Cucrem 3a pnonomoroto [lpuctpoiB [loctawanpHuka, [locTayambHUK BCTAHOBHTH Ta 3aIlyCTHTh
orepallifiny cucremy Ha TuX IIpucTposix, ski cxBaauts Kyndryl, ta oHoBuTsh ii 10 HOBOI Bepcii abo
HOBOI ormepaniiiHoi CHCTEMH NPOTArOM PO3YMHO HEOOXIIHOTrO CTPOKY Iicis OTPHUMAaHHS TaKoi
iHcTpykuii Big Kyndryl.

KonTpoas i CnniBnpaus

Kyndryl mae HeoOMeskeHi paBa KOHTPOIIOBATH Ta YCYBATH HACTIAKH MOYKJIMBHX BTOPIHEHD Ta IHIIAX
3arpo3 KibepOesnekn OyIb-sIKHMH CIIoco0aMu, 3 OyIb-KOTO MiCIsi Ta BHKOPHCTOBYIOUH OyIb-sKi
3acobu, ski, Ha gymky Kyndryl, e HeoOximaumu a6o nopedHuMH, O6€3 MOMEPEAHBOrO MOBITOMIIEHHS
IMocravansHuKa, Oyab-sKOro HparfiBHuKa [locTadaapHuka un inmmx ocid. Hampukaan, Kyndryl moxe
B Oymp-skuii 9ac (@) mMpoBecTH MepeBipky Oesmeku Ha Oymb-skomy Ilpuctpoi, (D) BimcrexyBatw,
BiJTHOBITIFOBATH 3a JOMIOMOTOI0 TEXHIYHUX Y 1HIIMX 3ac001B 1 IeperysaaTi MOBiIOMIICHHS (BKIIOYAI0UN
€JIEKTPOHHI JIUCTU 3 OyAb-IKUX OOJIKOBUX 3alKCIB €JIEKTPOHHOI MOIITH), 3aMUCH, (ailiii TONIO, SKi
30epiratoTecs Ha Oynb-skomy [Ipuctpoi abo mepenatoThest gepe3 Oyab-siky Kopnoparusay Cucremy,
Ta (C) OTpUMYBATH MMOBHY HE3MiHEHY KOITit0 Oy ab-1k0r0 [IprcTporo s eKCIepTHOTo aHalizy. SKIo B
Kyndryl Bunnkse motpeba y criBmpaii 3 [TocTadansHUKOM /TS peanisaiii cBoix mpas, [ToctadansHuK
Oyze MOBHICTIO Ta CBO€YacHO BHKOHYyBaTH 3amutd Kyndryl miomo Takoi cmiBmpami (BKIIOYAOYH,
HATIPUKIIAM, 3aMUTH 010 0e3MeYHOTr0 HaJaTyBaHHS OyIb-sKkoro IIpucTporo, BcTaHOBIEHHS 3ac00iB
CIIOCTEPEXKEHHS UM 1HIIIOT0 IPOTpaMHOTO 3a0e3neueHHs Ha Oy ab-skomy Ipuctpoi, 0OMiHy qaHuMu mpo
3’€/IHAaHHS Ha PiBHI CUCTEMH, YJacCTi B 3aX0/jaX pearyBaHHs Ha iHIIMICHTH Ha Oyab-skoMy IIpucTpoi Ta
HagaHHg (Gi3UgHOro JoCTYyIy A0 Oyab-sxoro IIpucrporo mans orpumanns Kyndryl mosroi He3mineHoi
KOIIii 17151 eKCIIEPTHOTO aHaji3y a0o /s 1HIIUX IJIeH, a TAaKOK MO/Ii0HI Ta MOB’sI3aHi 3 HUMU 3aIUTH).
Kyndryl moxxe B Oymp-sikuii yac Biaksimkatu goctyn no Kopmopatusaux CucteM st 6yIp-SKOTO
npamiBauka [TocrayanpHuka abo BCix mpamiBHUKIB [TocTavanbHuKka 6€3 MonepeIHbOro MOBIIOMIICHHS
IMocravansHuka, Oyab-sKoro npaiisHika [Toctauansauka abo iHmux ocib, skio Kyndryl BBaxxatume
e HeoOximuum s 3axucty Kyndryl.

IMpasa Kyndryl He mpUIMHSIOTECS, HE 3MEHIIYIOTHCS 1 HE OOMEKYIOTHCS JKOIHUM YHHOM OYIb-IKAM
nonoxkeHHs M Tpan3akuiitHoro JlokyMeHTa, IOB’s3aHOTO 0a30BOTO TOTOBOPY MiXK CTOpOHAMH abo
OyJb-KOTO 1HIIOTO JIOTOBOPY MiX CTOPOHAMH, BKIIIOYAIOYM OyJb-fKE TIOJIOKEHHS, SKE MOXKe
3000B’s13yBaTH 30epiraTu AaHi, Matepiainy 4 iHIITy iH(opMamio OyAb-sSKOTO THITY JIUIIC B MIEBHOMY
MICIIl Y MICIISIX 200 MICTUTH YMOBY, II00 TOCTYI J0 TaKUX JAaHUX, MaTepialiB 4M iHIIOI iHGopMartii
OyB JI03BOJICHUH JIMIIIE 0CO0aM 13 TIEBHOT'O MICIISl UM MiCIIb.

IMpucrpoi Kyndryl

Kyndryl 36epiratume 3a coboro mpaBo BiacHocti Ha Bci Ilpuctpoi Kyndryl, a Tloctauanbauk Hece
pusuk BTpatu [IpucTpoiB, y TOMy YuCIi Yepe3 KpaaikKKy, YMUCHE 3HUIICHHS a00 TMOIIKOKECHHS a00
uenbaiicts. [locTavanpauk He Oyae BHOCHTH Oyab-ski 3minu B [Tpuctpoi Kyndryl i He mo3osstiume
e pobut iHmUM 6e3 nornepeansoi muceMoBoi 3roau Kyndryl; min sminamu TyT po3ymitoTs Oy ib-sKi
3mind B [IpucTpoi, BKirouaroun Oy 1b-sKi 3MiHH B IpOrpaMHOMY 3a0e3rnedeHHi [Tpuctporo, mpukiaaHux
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4.2

4.3

4.4

mporpamax, Iu3aifHi cuctemu Oe3neku, KoH¢irypamii 6e3meku abo (i3MYHOMY, MEXaHIYHOMY Ta
SJICKTPUIHOMY JIU3alHI.

[MocravansHuk 30008’ s13auuit moBepHyTH BCi [Ipuctpoi Kyndryl mpotsirom 5 po6o4nx AHIB micist TOTO,
SK 3HUKHE noTpeda B nux Ilpuctposx amst Haganus [locmyr, i Ha Bumory Kyndryl — omHovacHO
3HUIIUTH BCi JaHi, Marepianu Ta iHIy iH(popMamio Oyxap-ikoro THIy Ha mux llpucrposx, He
3ajumialoyn B cebe komHoi Komii; mpu 1mpoMmy [locravanbHUK TMOBHMHEH moTpuMmyBaTHcs Kpammx
[IpakTuk [HAYCTPIi, 100 BHIAIMTH BCi TakKi JaHi, MaTepiany Ta iHImYy iHQopMallio 6e3 MOXIUBOCTI
iXHBOTO BigHOBJIEHH:. IocTauanbHUK 3000B’sI3aHMI 3aMaKyBaTd Ta moBepHyTH IIpuctpoi Kyndryl y
TOMY CaMOMY CTaHi, B SIKOMY BoHH Oyiu iepenadi [loctaganbHuKy, 3 ypaxyBaHHIM IIPAPOIHOTO 3HOCY,
3a BIAcHU# paxyHOK y Micii, Bu3HaueHomy Kyndryl. HeBukonanust IloctauaipbHUKOM OyIb-KHX
3000B’s3aHb, mepeadadeHux y npoMy Posmimi 4.2, € iCTOTHMM HOpyIIEeHHAM TpaH3akiiiHoro
JlokyMeHTa, BiAMOBIAHOTO 0a30BOTO JOTOBOPY Ta OyIb-5IKOTO MOB’A3aHOTO IOTOBOPY MK CTOPOHAMH;
MIPH IILOMY JOTOBIp € «IIOB’SI3aHIM», SIKIIO TOCTYTI 10 Oyab-akoi KopmopatueHoi CrcTeMH molernrye
3aBIaHHs a0o iHIIy AisbHICTh [locTayanbHUKA 32 LIUM JOTOBOPOM.

Kyndryl magasatume minrpumky Ipuctpois Kyndryl (Bxmouaroun mepeBipky IIpuCTpOiB, a Takox
npo(diJakTHYHE Ta PEMOHTHE 00ciyroByBaHHs). [locTauaibHUK 3000B’I3aHUN HETAHO TTOB1IOMIISATH
Kyndryl ipo HeoOxinHiCTh pEMOHTHOTO 00CITyTOBYBaHHS.

Jlnst mporpamuoro 3abesneueHHs, ske Hanexuts Kyndryl abo nva sxke Kyndryl mae npaBo namaBatu
minensii, Kyndryl sagae IToctaqanbHUKY THMYAcOBE MPaBO BUKOPHCTOBYBATH, 30epiratu ta poouTH
JIOCTATHIO KIJTBKICTh MPHMIPHHKIB, AKi OyayTh TOTpiOHI HOMY IUIsl JO3BOJICHOTO BHUKOPHCTAHHS
IMpuctpois Kyndryl. TTocrauansHUK He MOXe€ IEpeaaBaTd MporpaMHe 3a0e3redeHHs TPeTiM 0cobam,
pobutu xomii iHdopMmanii mpo mileH3il0 Ha INporpamMHe 3a0e3MeueHHs, a TaKoX po3oupaty,
JICKOMITUTIOBATH, BHUKOHYBAaTH IH)KCHEpHWH aHaii3 abo IHIIMM YHHOM TpPAaHCIIIOBATH Oyab-iKe
mporpaMHe 3a0e3ledeHHs, SIKIIO IIe TPSAMO HE JO3BOJICHO YHHHUM 3aKOHONABCTBOM, Oe3 mpaBa Ha
BiZIMOBY Bi/l BUKOHAHHS AOTOBIPHHUX 3000B’3aHb.

OHoBJICHHA

Hespaxkaroun Ha OJHI TIOJOXKEHHS IMPO IHIIE, SKI MICTAThCA B TpaH3akmiiHOMYy JloKyMeHTI abo
OB’ s13aHOMY 0a30BOMY JIOTOBOPI MK CTOPOHAMH, TICJIA MMCHMOBOTO TOBiToMIIeHHs [TocTavanbpHrKa
Ta 6e3 HeoOXigHOCTI oTpuMyBaTH 3rody Iloctavansauka, Kyndryl Moxe OHOBHTH, HOMOBHHUTH abo
IHIIUM YUHOM 3MiHUTH If0 CTaTTIO 3 ypaxyBaHHSIM OyAb-SIKMX BHMOT YHHHOTO 3aKOHOJABCTBa abo
3000B’s13aHb 3aMOBHHUKA 3 METOIO MITPUMKH aKTYaJIbHOCTI Kpalux MPaKTHK y Taay3i Oe3rneku abo 3
inmmx npuunh, sk Kyndryl Beaskatume 3a HeoOximHe st 3axucty KoprmopatuBaux Cucrem abo

Kyndryl.
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Cmamma \V1\. [lonoenennsa wimamy

IIs CrarTsi 3aCTOCOBYEThCS, SAKIIO OpaiiBHUKK [TocTayanpHuka HamaBatumyTh [locayru Binm imeni Kyndryl
MPOTATOM TOBHOIO pobodoro aHs, nparroroud 3 npumimens Kyndryl, npumimens I[Tocravansiuka abo
IMCTAHIINAHO, 1 mia 9ac HamaHHs [Tocmyr KopucTyBaTuMyThes BHKIIOYHO IIpuctposmu Kyndryl mms moctymy
1o Kopnopatneaux Cucrem.

11

1.2

13

1.4

15

1.6

1.7

Hoctyn 10 Kopnopatusnux Cucrem; Cepenouina Kyndryl

Jonst nananns [ocmyr [ToctayansHUK Mae oTpuMyBaTH 1ocTy 10 KoprnopatuBaux CHCTEM BUKIIIOYHO
3a gomnomororo [Ipuctpois, ski Hagae Kyndryl.

[pu 3miticaenHi noctymy no Kopnoparusanx Cuctem [loctaganbHUK 3000B°I3YE€THCS JOTPUMYBATHCS
yMoB, Bukiagenux y Crarti VI (Joctyn no Kopnopatusuux Cucrem).

€ouanmu [IpucTposiMu, SIKUMH TO3BOJLIETHCSI KOPUCTyBaTHCs [locTadanbHUKY Ta HOTO IpaliBHUKaM
mit Hamamas Ilocmyr, € Ilpucrpoi, mo wHamarotees Kyndryl; taxi Ilpuctpoi mo3BomseTnes
BUKOPHCTOBYBATH TUIBKU I HajaHHs [locmyr. J{ns yHUKHEHHS CyMHIBIB, 3a JKOJHHMX OOCTaBHH
ITocrauanpHuk ab0 HOro MpaliBHUKK HE MOXKYTh BHUKOPHCTOBYBATH OyAb-SKi IHIII IPUCTPOi JUIs
namanas [locayr ab6o BukopucroByBatd Ilpmcrpoi Kyndryl mis Oymp-fikoro iHIIOro 3aMOBHHKA
IocravansHuka abo 3 Oyab-s1K0I0 MeTOI0, OKpiM Hamauus [Tociyr Kyndryl.

IMpaniBuuku IlocTavanbHUKa, sKi BHKOpHCTOBYIOTh Ilpuctpoi Kyndryl, mMoxyts oOMiHIOBaTHCS
Marepiazamu Kyndryl misk coboro Ta 36epiratu Taki marepianu Ha [Ipuctposx Kyndryl, ane nuime B
TOMY 00CS31, B IKOMY Takuid 0OMiH 1 30epiraHHs HeoOXiIHi s ycmimHoro HaaanHs [Tociyr.

3a BuHATKOM Takoro 36epiranns Ha [puctposix Kyndryl, Tloctauanpauk abo #oro mpaiiiBHHKA 3a
JKOIHUX 00CTaBUH HE MOKYTh BHIydaTn Oymb-1ki Marepiamu Kyndryl 3i cxosurn Kyndryl, cepenosu,
IHCTpyMeHTIB abo iHpacTpyKTypH, Ie BoHH 36epirarotecs Kyndryl.

Jn1s yHUKHEHHS CyMHIBiB, IlocTaganbHUK Ta HOTO MpalliBHUKY HE MAIOTh TpaBa MepeaaBaTH Oyab-aKi
Matepiamn  Kyndryl 1o Oyap-skux CXOBHIN, CEpelOBHUIN, IHCTPYMEHTIB YM iHPPACTPYKTYpH
[TocrayampHuka abo Oyab-KHX IHIIUX cHcTeM, IuiatdpopMm, Mepek [loctadampHuKa TOIIO, O€3
norepeanboi mucbMoBoi 3roau Kyndryl.

Crattst VI (Texniuni Ta opraHizamiiiHi 3aX01d, 3arajibHi mapaMeTpy 0e31eKn) He 3aCTOCOBYEThCS 10
IMocayr TlocrauanpHuka, skmo mpaniBaukn IlocravanpHuka HagaBatuMyTh I[locmyrn Kyndryl
MPOTATOM YChOTO 1X po0OOYOro vacy, mpamoioun 3 npumimens Kyndryl, npumimiens ITocravansHuka
abo mucTaHUiitHO, 1 mix yac HagauHs ITocayr KopucTyBaTUMyThCs BHKTIOUHO IIpuctposimu Kyndryl
s noctymy 1o Kopnopatusaux Cucrem. B inmomy Bunanky Crarrs VIII 3actocoByetsest mo Iocyr
ITocrayanpHuka.
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Cmamma VIII. Texniuni ma opzanizayiiini 3axoou, 3azanvui napamempu 6e3nexu

IIs CtaTTs 3acTOCOBY€ETHCS, KO [locTadansHuk Hagae Oynab-ski [Tociayru abo Pesymbratu aas Kyndryl, 3a
BUHSATKOM CHTyariii, komu [TocrauanpHuk Hagae goctyn juire 0 BCl Kyndryl y mporeci Hamanus Takux
IMocnyr i PesynpratiB (Hanpukian, [Tocrauansauk He O0pobasitume Oyap-ski inmn Jaui Kyndryl i He maTtume
IOCTymy 1o Oymb-skux iHmmx Martepianie Kyndryl a6o mo 6ymp-sxoi KoprmoparusHoi CrucTeMu), eIMHAMU
IMocmyramu ta Pesynpraramm I[locrauanbHuka € HamaHHsa JlokansHoro [Iporpamuoro 3abesmedeHHs Uts
Kyndryl, a6o ITocrauansauk Hamae Bei cBoi Ilociayru Tta Pesynbrati Ha OCHOBI MOMAENI TOMOBHEHHS IITATY
signosiguo xo Crarri VI, Bkarouno 3 Pozminom 1.7.

[TocTayanmsHUK 3000B’s13aHUI AOTpUMYBaTHCsA BEUMOT Iiei CTaTTi i TAKMM YMHOM 3axumiatu: () Marepiamu

Kyndryl Bix BTpaTu, 3HUIICHHS, 3MiHH, BUMAJKOBOrO a00 HECAHKIIOHOBAHOTO PO3KPHUTTS, BUIIAJKOBOTO abo

HECaHKIIIOHOBAHOTO aoctymy, (D) Mani Kyndryl Bix Hezakonuux hopm O6pobku i (€) Texuomorii Kyndryl Bin

He3akoHHUX (opM B3aemomii. Bumorn miei CtaTTi MOMUPIOIOTHCS Ha BCi IPHUKJIIAIHI IPOTPaMH, TUIATGOPMH Ta

iHppacTpykTypy IT, dpyHKIIOHYBaHHS SIKUX 1 YHpaBIiHHA SKUMHU 3a0e3nedye [locTayanbHUK i yac HaAaHHS

Pesynpraris i Iocayr i mix gac B3aemonii 3 Texuosorismu Kyndryl, Brimouaroun Bci mociyru po3poOku,

TECTYBaHHS, pO3MIICHHS, MIATPUMKH, EKCILTyaTallii Ta cepeIoOBHINA IICHTPIB 00pOOKH JaHUX.

1. Hoaituxu be3nexu

1.1 ITocrauaneHUK 3000B’s3aHUH MIATPUMYBaTH Ta JOTPUMYBATHCS IOJITHK 1 MpakTUK y ramysi IT-
Oe3nexy, Kl € HEBIJ €EMHOIO YaCTHHOIO AistbHOCTI ITocTayanbHuKa Ta € 000B’I3KOBUMH JIJISI BCHOT'O
[Tepconany [locrayanpauka, BinmosigHo 1o Kpamux ITpaktuk [HaycTpii.

1.2. [MocrayansHuK 3000B’A3aHUN TeEperjsIaTH CBOi TONITHKA Ta TPakTHKU y rany3i [T-Oe3mexu
MPUHAWMHI OJIMH pa3 Ha PiK 1 BHOCUTH B HUX 3MiHH, sKi [TocTauaapHUK BBaKaTHMeE 3a MOTPIOHE IS
3abe3nedyenns 3axucty Marepiamis Kyndryl.

1.3. ITocrauaneHuK 3000B’sA3aHUN MIATPUMYBATU Ta JOTPUMYBATUCh CTAaHIAPTHUX OOOB’SI3KOBHUX BHUMOT
IIOZ0 TEPEBIPKH MPALEBIAIITYBAHHS BCIX HOBUX HAaliMaHUX IPAIiBHUKIB i HOMINPIOBATH TaKi BUMOTU
Ha Bech Ilepconan IlocTavanbHUKa Ta AOYipHI KOMITaHii, 110 TepeOyBaOTh i MOBHUM KOHTPOJEM
IMocrauaneHuka. Ili Bumorn OyIyTh BKIIIOYATH IEPEBIPKM KPUMIHAJIBHOTO MHHYJIOIO B oOcsrax,
JIO3BOJICHUX JIOKAIBHUM 3aKOHOJIABCTBOM, MiATBEPKCHHS iNeHTU(IKAIMHUX JaHUX Ta Oynb-sKi
JIOJTATKOBI MepeBipkH, ski [TocTavabHUK BBaxKaTHMe HeoOXimHuMH. [TocTadansHUK Oyze mepioJuiHo
MOBTOPIOBATH MEPEBIPKM Ta MIiATBEP/PKYBATH IOTPUMAHHS TaKUX BHMOL, SK BiH BBa)kKaTHMeE
HEOOXI1JHUM.

1.4. [TocTayanmsHUK 30008’ A3aHUH IIOPIYHO OPTaHI30BYBATH HABYaHHS CBOIX MPAIIBHUKIB Y Taly3i Oe3MeKku
Ta MPUBATHOCTI ¥ BUMAaraTW BiJl BCIX TAaKMX MPAIiBHUKIB IIOPIYHO MiITBEP/HKYBATH JOTPUMAaHHS
MIPUHIIMIIB €TUYHOI TMOBEAIHKH, KOH(DIAEHIHHOCTI Ta momiTHK Oe3neku IloctadanmbHuKa, SK 1€
3a3HaUYEHO B KOJEKCI eTu4Hol mnoBeMiHKK I[locrayanpbHuka a00 aHATOTIYHHX JIOKYMEHTaX.
[TocTayansHUK 3000B’3aHM 3a0€3MEUNTH J0JATKOBE HABYAHHS 11010 MOJIITHK 1 MPOLIECiB s 0ci0 i3
aJIMIHICTpaTUBHMMH MpaBaMH JAOCTyIy A0 OyIb-kux KommoHeHTiB Ilocmyr, PesynpraTtie abo
Marepianie Kyndryl, crerfansHo npusHadeHe BiINOBIAHO 10 TXHIX CIyKO0BHX OOOB’sI3KiB 1
migrpumku ITocyr, Pesynsraris abo Marepianis Kyndryl, a takox y pa3si HeoOxigHOCTI 3a0e3nednTu
BiJIMOBITHICTh BUMOTaM 1 cepTHudikariiro.

1.5. [TocrauansHUK 3000B’S3aHMI CIIPOEKTYBAaTH 3aXOAW 3 O€3MeKH Ta NMPHUBATHOCTI IS 3aXUCTy Ta
3abe3neueHHs gocTynHocti Matepianis Kyndryl, 30kpema 1uisixoM BIOPOBAJDKEHHS, MiATPUMKUA Ta
3a0e3MeUYCHHS BIAMOBITHOCTI MOJITHKAM 1 MpOIeIypaM, sIKi BUMAararoTh IPOSKTOBAHOI Oe3leKu Ta
KOH(1ICHIIHHOCTI, 3aXUCTY TEXHIKH, a TAKOX 3aXHCTy omepariil, a1 Bcix [locayr i Pesynbraris, a
Takok st Baaemonii 3 Texuomorisimu Kyndryl.

2. InuugenTn besnexn

2.1. ITocrauanpHuk 3000B’s3aHUN MIATPUMYBATH Ta JOTPUMYBATHCS 33JOKyMEHTOBAaHHMX IOJITHK
pearyBaHHA Ha iHIUACHTH Oesreku BignoBimHo Mo Kpamwmx I[lpaktuk I[Hmyctpii momo oOpoOku
IHI[U/ICHTIB, ITOB’SI3aHKX 13 OE3MEKOI0 KOMIT IOTEPIB.

2.2. [MocTavanpHUK MPOBOJUTHUME PO3CITiyBaHHS BUIAIKIB HECAHKI[IOHOBAHOTO JOCTYIy 10 Marepiais
Kyndryl a6o necankmionoBanoro Bukopuctands Marepiamis Kyndryl, a takox Bu3Hauuth i Oyne
BHUKOHYBATH BIIMOBITHHH IIAH pearyBaHHs.
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2.3.

2.4.

2.5.

2.6.

3.1

3.2.

(@)

(b)

INocrauanbHUK 3000B’s13y€ThCs HEBLAKIIAAHO (1€ B XKOAHOMY Pasi He Mi3Hillle HK POTAroM 48 rofuH)
noBizomiaTi Kyndryl, moiiHo fiomy crane Bizomo ripo Oyzp-ske [lopymenns besnexu. [TocragansHuk
HaJaBaTMME TakKe IOBiTOMICHHsA 3a aznpecoro cyber.incidents@kyndryl.com. IlocrauambHuK
3000B’s13aHui HagaBaTH Ha oOrpyHToBanuii 3amut Kyndryl indopmariiro 111010 Takoro mopyIieHHs Ta
cTany Oynp-skux i [ToctavampHuMKa sl BUIPABICHHS Ta BiJHOBIICHHS IisuTbHOCTI. Hampukian,
OoOTIpYHTOBaHO 3amuTyBaHa iH(OpMAIlii MOXKE BKIIOYATH XYPHAIH, IO MiATBEPDKYIOTh TOCTYII
MPUBLICHOBAHNX KOPUCTYBaYiB, aJIMIHICTPATOPIB Ta IHIIMX KOPHUCTYBadiB 110 IIpucTpoiB, cucreM abo
MIPUKJIJHKUX TIPOTpaM, BioOpaskeHHs Julsl eKcIiepTHOro aHaiizy [Ipuctpois, cucteM abo nmpHUKIaIHUX
MporpaM Ta iHIII MOMi0HI eIeMEHTH, HACKUTbKA BOHH CTOCYIOTBCS ITOPYIISHHS a00 HOro BUIIPaBICHHS
ITocTayanbHUKOM 1 BIJHOBJIEHHS IisSJIBHOCTI.

IMocTayansHUK 3000B’3aHUN  HAICKHAM 4YWHOM crpusth BukoHaHHio Kyndryl 30608’s3aHb,
nependoaueHnx 3aKOHOJABCTBOM (30KpeMa 3000B’sA3aHb 3 1HPOPMYBaHHs PEryIATOPHUX OpPraHiB abo
Cy6’extiB Janux) Kyndryl, adimifioBanux oci6 Kyndryl i 3amoBHEKIB (a Takox TXHiX adimiiioBaHUX
ocib i 3aMOBHUKIB) y 3B 513Ky 3 [lopymennsm besnexu.

ITocrauaneHuk 3000B’s3aHMi He iH(OpMyBaTH Il He cHOBIATH OyIb-SIKMX TpeTiX ocid mpo
Iopymrennst besmeku, okpim Bumazakis, xkomu Kyndryl macte mucemoBHit m03Binm Ha me abo 1e
BHUMAra€eThCsi 3aKOHOaBCTBOM. [locTauanbHUK 3000B’s13aHui nmrucbMoBo noBigomutu Kyndryl nepen
PO3MOBCIOJDKEHHAM Tlepe0adeHnX 3aKOHOJABCTBOM IMMOBIIOMIIEHb JI TPETiX o0ci0, SKIIO Taki
MTOBiIOMJIEHHS TIPSMO M OIIOCEPEAKOBAHO PO3KPHUBATUMYTH ineHTH(iKamiiiHy indopmamiro Kyndryl.
VY pasi Ilopymenns besneku, sike BHHHUKAE BHACIIIOK TMOpYIIeHHs [locTadanbHUKOM OYIb-SKOTO
3000B’s13aHHA 3a UMH [10JI0KEHHAMU:

[TocTayamsHUK Hece BiMOBINAIBHICTD 32 BCI MIOHECEHI HUM BUTPATH, a TAKOXK 32 ()aKTUYHI BUTPATH,
noureceni Kyndryl, y 38’s13ky 3 moBimomnensm npo Iopyuiensst besneku BiANOBITHUM PETyISITOPHIM
opraHaM, iHIIAM JCP)KaBHHUM OpraHaM i rajy3eBHM OpraHaM CaMOBPSIyBaHHS, 3ac00aM MacoBOl
iHpopMarii (KO IHOT0 BUMArae 3acTOCOBHE 3aKOHOAaBCTBO) 1 Cy6’ektaM J[aHuX, 3aMOBHUKAM Ta
IHIIUM 0co0am;

Ha 3amut Kyndryl, TToctavansHuk 30008’ 13aHK# OpraHi3yBaTH i MiATPHMYBATH 32 BIACHI KOIITH KOJ-
LEHTp 1A BiAnoBinei Ha 3amuTanas Cy0’extiB Jlanux mono [Topymenns be3neku Ta Horo HaCTiIKiB
npotsroM 1 poky micis aatu, ko Taki Cy6’ektr JJaHux oTpumainy nosimomiieHHs po TlopyiieHHs
Besneku, abo B mopsinky, nependadeHoMy Oynb-SKUM 3aCTOCOBHHMM 3aKOHOJIABCTBOM TMPO 3aXHCT
JaHUX, 3aJ€XKHO Bimx Toro, mo 3abesmeunTh HamidHimui 3axuct. Kyndryl i TlocragampHuK
MPAIOBATUMYTh Pa30M JIJIsl CTBOPESHHS CIICHAPIiB Ta IHIIMX MaTepialliB JJIsi BHKOPUCTAHHS MEPCOHATIOM
KOJI-LIEHTPY i1 9ac 06pobku 3amutiB. Kpim Toro, mosimomusiu I[Tocrauansauka mucsmMoBo, Kyndryl
MOJKE OpTaHi3yBaTH Ta MiJTPUMYBATH BJIACHUH KOJ-LICHTP, 3aMicTh 3000B’s3yBaHHs [locTavanbpHUKa
CTBOPIOBATH KOJI-1IeHTP, 1 [TocTtauanbHuk mae BimmkoayBatu Kyndryl dgaktiuni BUTpaTH, moHECeHi
Kyndryl niist cTBOpeHHS Ta MiATPUMKH TAKOTO KOJ-IIEHTPY; i

IMocrauanpauk 30008’s3anuit BimmkoxyBatn Kyndryl ¢aktudmi BuTpaTtd, MOB’si3aHi 3 HaJAHHIM
MOCTYT MOHITOPHHTY KOMIICHCAIil 1 BIZHOBIICHHS KOMIICHCALIH, MPOTATOM | pOKy Micis IaTH
noBimomieHHst npo Ilopymenns bBe3nekn Bcix 0ci0, SKHX CTOCYEThCS TOPYIICHHS 1 SIKi
3apeecTpyBalNCs Al OTPUMAHHS TaKHX IOCIyr, abo B TOpPAAKY, HependadcHOMYy OyIIb-SKUM
3aCTOCOBHUM 3aKOHOJABCTBOM IPO 3aXHUCT JaHUX, 3aJIEKHO Bi TOTO, IO 3a0€3MEUUTH HaliiHIITHN
3aXHCT.

®@izuunnii 3axuct i Bxinnuii Konrpous (1aii 3a TekctoM TepMmin «O0’ €k 03HAYae (iznune
posrauryBaussi, 1e IlocTagansHUK po3milnye, 06pobisie abo IHIIMM YHHOM OTPUMYE TOCTYII J10
Marepianis Kyndryl).

[MocrayansHUK 3000B’s3aHUN 3a0€3MEYUTH HANSKHUH (I3MYHUN BXIHUH KOHTPOJIb, HAIPUKIA]
3arOpOIKCHHS, MyHKTH BXO/Y 3 JOCTYIIOM IO KapTKaxX, KAMEPH CIIOCTEPEKEHHS Ta CIyKOHU peecTparii
BiJIBITyBaYiB, JJIs 3aXUCTY Bijl HECAHKI[IOHOBAHOTO BXOIy Ha OO0’ €KTH.

[MocravansHUK BUMaratuMme aBTopu3aliii At goctymmy Ha O0’€KTH Ta 10 KOHTPOJIbOBAHUX IUTBHUII HA
O0’exTax, y TOMY 4HCII OyJb-SIKOTO THMYAacOBOTO JOCTYITy, & TaKOXX OOMEXyBaTHME IOCTYII
BIJNOBIIHO 1O TMOCajy TpamiBHUKA # cioyx0oBoi HeoOXimHocTi. Skmo IlocrayanpHuk Hangae
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3.3.

3.4.

3.5.

4.1.

4.2.

4.3.

44.

TUMYACOBUH JOCTYHI, HOr0 BIOBHOBAKCHHH MPAI[IBHUK CYIPOBOIKYBATUME OYIb-IKOTO TAaKOTO
BifIBiyBaua mix yac nepedyBanHg Ha OO0’ €KTi Ta B OyAb-sIKHX KOHTPOJIbOBAHUX TUTHHHUIIAX.
[TocTayanmbHUK 3aMpoOBajUTh 3acO0M KOHTPOJIO (DI3UYHOTO JOCTYIY, 30KpeMa 3aco0HU KOHTPOIIO
JOCTYIy Ha OCHOBI OaratodakropHoi ayreHTH(]ikamii, siki BimnmopimaroTh Kpamum [IpakTrkam
Innycrpii, mo6 HalneXHUM UYMHOM OOMEXHUTH BXiJ IO KOHTPOJIbOBAHUX AUIBHMIL Ha OO0’ekTax,
peecTpyBaTuMe BCi ClipoOr BXOTy Ta 30epiraTiMe TaKi >KypHaIH IOHaMEHIIIe TTPOTITOM OJTHOTO POKY.
[TocrayanmpHUK 3000B’sA3aHUI BigkiauKaTH nocTyn Ha OO0’€KTH Ta Ha KOHTPOJHOBaHI IiJIbHMIN Ha
O6’extax y pa3i (a) BIACTOPOHEHHA 3 OyAb-KMX MPUYUH YIOBHOBAXXEHOIO IIpalliBHUKA
[Mocravansauka a6o (D) 3HUKHEHHS CIyk00BO1 HEOOXIAHOCTI B TAKOMY TOCTYII B YIIOBHOBA)KEHOT'O
npamiBauka  [loctavanehHuka.  [locTtadanbHWk —~ 3000B’A3aHUN  JOTpUMYBAaTHUCS  O(ImiHHUX
33JJOKyMEHTOBAHHUX TPOIEIYP BIJICTOPOHEHHS MpPAIiBHUKA, SKi BKIIOYAIOTH INBUAKE BHUIAJICHHS 3i
CIIMCKIB KOHTPOJIIO AOCTYILY Ta 3/IaBaHHs NPOIYCKIB JOCTYITY.

[TocTayanmsHUK 3000B’A3aHUIN BXKUBATH 3alTOOIKHHUX 3aXO0JIiB IS 3aXUCTY (Pi3UUHOT 1HPPACTPYKTYpH,
sIka BUKOPUCTOBYEThCs il miarpumku Ilocnyr i Pesynbratie, a Takok B3aemomii 3 TexHomorisimu
Kyndryl, Bix exomoriunux 3arpos, sk NPUPOJHWX, TaK 1 TEXHOTECHHHX, HAMPUKIAN ITiIBUIICHHSI
TEMIIEPaTypH TOBKIJIIA, TOXKEXKI, TOBEHI, BOJIOTOCTI, KPAIKKH Ta BaHIATI3MY.

Koutpoas Joctyny, Brpyuyanus, IlepenaBanust Ta Po3noainy O6oB’a3kiB

INocTravyansHuK 30008’ A3aHMI I ATPUMYBATH 3aJOKYMEHTOBaHY apXiTEKTypy MepexeBoi Oe3IeKH, sKa
BHKOPHCTOBYEThCS Tin 4ac pobotu 3 Ilocmyramw, HajganHs HUM PesynbrariB 1 Bzaemomii 3
Texuomorismu  Kyndryl. TlocravamsHuk 3000B’sI3aHHN  OKPEMO IIEPEBIPUTH TaKy MEPEKEBY
apXiTeKTypy Ta 3alpOBAJIUTH 3aXOJH, CIIPIMOBAaHI Ha 3arl00iraHHs HEaBTOPHU30BAHUM MEPEKEBUM
3’€MHAHHAM JIO0 CHCTEM, MPHKIAJHUX WPOrpaM 1 MEpeXEeBHX IPHUCTPOIB, U1 3a0e3IedeHHs
JOTPUMAaHHS BUMOT O€3IeYHOT CerMeHTallil, 13071111 Ta CTaHAapTiB 3aXucTy. [locTayaibHUK HE MOXe
BUKOPHCTOBYBATH TEXHOJOTiI0 OE3ApOTOBOTO 3B’SI3KY AT PO3MILICHHS Ta (DyHKIIOHYBaHHS Oymb-
skux [locmyr, po3MillieHuX Ha cepBepi; B IHIIUX BUMaakax [1ocTavaabHUK MOXE BUKOPHCTOBYBATH
0e31poTOBI MepekeBl TexHoJoTii s HamanHsa [locayr 1 PesynbrariB, a Takox Bzaemomii 3
Texuonorismu Kyndryl, ane TTocrauanbHUK TOBHHEH BUKOPHCTOBYBATH ITH(PyBaHHSI Ta 3a6€3MeUnTH
3axXMIICHI MEXaHi3MU aBTeHTU(IKAI] 11 Oy Ib-IKUX TaKUX OE3pOTOBUX MEPEXK.

[TocTayambHUK 3000B’SI3aHMIA  MIATPUMYBATH 3aXOAM, PO3POOJICHI JUIA JIOTIYHOTO PO3MOILTY
Marepianis Kyndryl i 3amo6iranust po3kpuTTio abo HECAaHKIIIOHOBAHOMY HOCTYIy 1m0 Marepiaiis
Kyndryl 3 6oky nHeynoBHOBaxeHux ocib. Kpim toro, [ToctayanbHuk 3a6€3M€UHTh BiMOBIIHY i30JIS11iF0
poboyoro, HepobGOYOro Ta iHIIOrO cepenoBuina, i skmo Marepiamn Kyndryl yxe 3HaxomsTecs B
HEepoOoYOMy cepeloBHI ab0 TepelaloThCs B TaKe CEpelOBHINE (HAMPHKIIAA, IS BiITBOPCHHS
nomuiku), [locrayanbHUK TapaHTyBaTHMe, IO 3aXOAM O€3MeKH Ta MPUBATHOCTI B HEPOOOUOMY
CEpPEJIOBHIIII BiIMOBIIAIOTH AaHAJIOTIYHUM 3aX0JIaM Y POOOYOMY Cepe/IOBHIILI.

IMocravansuuk mudpysarume Matepianu Kyndryl mix uac nepenaui ta 36epiranss (OKpiM BUIIAIKIB,
ko [Toctauansuuk Moxke Hamatu Kyndryl mocratHi g10ka3u TeXHITHOI HEMOXKIMBOCTI ITH(PyBaHHS
Martepianis Kyndryl mig gac 36epiranms). Kpim toro, [Tocrauansuuk mudpysarumMe Bei GisudHi HOCII,
SKIIO TaKi €, HaNpWKIax Hocii 3 ¢aiimamu pesepBHHX Komii. [loctawanpHuK 3000B’s3aHUI
MiATPUMYBAaTH 3aJOKyMEHTOBaHI MpoIleqypu Oe3medyHoi TeHepallii, BHIIYCKY, PO3IOBCIOIKCHHS,
30epiraHHs, 3aMiHM, BIAKIUKAHHS, BIJHOBJICHHS, pPE3CPBYBAHHS, 3HMIINCHHS, OTPUMAHHS Ta
BUKOPUCTAHHS KIIOWiB, MOB’S3aHHMX 13 [MHUQpPYBaHHAM JaHUX. llocTadanpbHHUK 3000B’sI3aHUMA
3a0€3MEeYNTH BIAMOBIHICTE KPUNTOTPaidHUX METOMIB, SIKi BUKOPUCTOBYIOTHCS IS MIN(pPyBaHHS,
Kpauwmm [pakruxam [aayctpii (takum sk, Hanpukian, NIST SP 800-131 a).

Sxkmo IMocrauanpHuKy Oyae notpiben goctym 1o Matepianis Kyndryl, [Tocradansuuk 30008’ s;3aHHi
O0OMEKHTH TaKHi JOCTYII 0 MiHIMAILHOTO PiBHSI, HEOOXiTHOTO /T HaJaHHA Ta MiATpuMKHU [Tociyr i
PesynprariB. IlocTauanbHuk 3000B’s3aHM 3a0€3MEUUTH, 100 TaKWUM JOCTYI, BKJIKOYHO 3
aJIMIHICTPATUBHEM JIOCTYIIOM 10 OyIb-SKMX OCHOBHUX KOMIIOHEHTIB (TOOTO NpHUBLICHOBAHUIA
JIOCTyH), OYB IHIHMBiTyadbHUM, TaKAM, IO IPYHTYETHCS HA POJNi, Ta BUMAraTd 3aTBEPIDKCHHS U
PETYJIAPHOI TEepeBipKA YIOBHOBaXEHUMH ocobOamu [locTavanpHHMKa BIiAMOBIAHO JO TPUHITUITIB
po3noaity 060oB’s3kiB. [loctayanbHUK 3000B’s3aHMIA MIATPUMYBATH 3aX0IW s iAeHTUdIKAIT Ta
BUJAJICHHS 3afiBUX 1 HEaKTHBHUX OONIKOBUX 3ammciB. [loctauaipHUK 3000B’SI3aHHN aHYIIOBATH
0OJIIKOB1 3amucH 3 MPHUBLICHOBAHUM JOCTYIIOM MPOTATOM JBAIISATH YOTHPHOX (24) TOauH Ticis
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4.5.

4.6.

4.7.

4.38.

4.9.

BIJICTOpOHEHHsSI BJAcHHKa OOmiKoBoro 3amucy abo Ha Bumory Kyndryl a6o Oymp-sikoro
YIIOBHOBA)XKEHOTO IpariBHuKa [locTauanbHuKa, HAPHUKIIa] MeHeDKepa BIaCHUKA O0JIIKOBOTO 3aIHCYy.
Binmosimao mo Kpammux I[paktuk IHaycTpii, [TocTradansHUK 3000B’SI3aHUM MiATPUMYBAaTH TEXHIYHI
3aX0/d, 10 3a0e3MeUy0Th TaiM-ayTH HEaKTUBHHUX CEaHCiB, OJOKyBaHHS OOJIKOBHX 3aIlUCIB ITICHIA
KUIBKOX MOCHIJOBHUX HEBIAIMX CHpoO BXOMy, HaAilHOI aBTeHTU(IKAIil HA OCHOBI mapois ado
MaposIbHOT pasu, a TaKOXK 3aXO0JH, M0 BUMAararoTh OE3MEYHOro IepeqaBaHHs Ta 30epiraHHs TaKUX
nmapoiiB 1 maponbHHX (pa3. Kpim Toro, IlocrayambHUK 3acTocoByBaTHME OaraToakTopHY
ayTeHTH(IKalifo I MpUBLIeHOBaHOrO mocTymy 1n0 Oymb-skux Marepianis Kyndryl 6e3
BHKOPHUCTaHHS KOHCOJTI.
[TocTayanmpHUK 3000B’sI3aHMIA BIIICTEXKYBAaTH 3aCTOCYBAaHHS TIpaB MPHUBUICHOBAHOTO IOCTYIY Ta
3a0e3MmedyBaTd 3axodd KepyBaHHsS MOJisMH Ta iH(popMaliero mpo Gesneky, mpu3HadeHi ms: ()
BUSIBJICHHS COPOO HECAHKIIOHOBAHOTO AOCTYymy Ta misuibHOCTI; (D) COpWsHHA CBO€YacHOMY i
BIJIMTOBITHOMY pearyBaHHIO Ha TaKHI TOCTYI 1 AisTBHICTB; 1 (C) 3a0e3neueHHsI ayAUTy BiAMOBIAHOCTI
3a7I0KyMEeHTOBaHUM ToiiTikam I[locrauansauka 3 60ky ITocrauanpuuka, Kyndryl (Bignosiamo 1o ii
NpaB TepeBipKU 3rigHO 3 UMUK [loIoXKEeHHAMH Ta TpaB Ha ayJauT, BU3HaueHUX B TpaH3akumiiHOMY
JlokyMeHTi, BiIMOBITHOMY 0a30BOMY JIOTOBOPi a00 iHIIIOMY ITOB’S3aHOMY JIOTOBOPi Mi’K CTOPOHAMH )
Ta IHIHX 0cio.
ITocrauaneHuk 30epiratume >kxypHanu peectpanii, BinnosigHo no Kpammx [Ipaktuk Ingyctpii, ycix
ofeparliii JOCTyITy aAMiHICTPaTOPiB, KOPUCTYBadiB a0 1HIIOTO JOCTYITY YH OIlepalild B cucTeMax abo
y 3B’S3Ky 3 CHCTEMaMH, [0 BUKOPHCTOBYIOThCS I HamauHs [locmyr i PesynbraTiB, a Takox Ais
Bzaemonii 3 Texuomorismu Kyndryl (a Takox HamaBatume Taki skypHanmu Ha 3amut Kyndryl).
[TocTayampHUK 3000B’sI3aHUM MIATPHUMYBATH 3aX0JIH, CIIPSIMOBaHI Ha 3aXUCT BiJl HECAHKIIIOHOBAHOTO
JOCTYITy, MOIU(DIKaIlii Ta BUITaJKOBOT0 200 HABMHUCHOTO 3HHUIIICHHS TaKKX JKYPHAIIB.
ITocrauanpHuK 3a0€3MEUUTH 3aXMCT KOMIT IOTEPIB [T CHCTEM, sSKi HajexaTb HoMy abo SKUMH BiH
yTpaBJisi€, BKIIIOUAI0YX CUCTEMH KiHIIEBHUX KOPHCTYBAUiB, 1 K1 BiH BUKOPUCTOBYE I HapaHHs [Tocoyr
a6o Pesynbrartis, ab6o it Bzaemomii 3 Texuosorismu Kyndryl; 3acobu 3aXucTy BKIIOUAIOTh 30KpeEMa:
OpaHaMayepH KiHIIEBUX TOYOK, 3acO0HM IM(PYyBaHHS BChOTO JHUCKA, TEXHOJOTil BHSBICHHA Ta
MpOTUAii B KIHIIEBUX TOYKaX Ha OCHOBI MiAMKHCIB Ta 0€3 BUKOPUCTAHHS IMiJMHCIB CTOCOBHO
3JIOBMHCHOTO KOJIy Ta HAaHOBINIMX CTIHKWX 3arpo3, pillicHHS JJIsl THMYACOBOTO OJIOKYBaHHS CKpPaHy
Ta KepyBaHHS KIHIIEBUMH TOYKaMH, 0 3a0€31eUy0Th BUKOHAHHS BUMOT 1010 KOHQIryparii 6e3neku
Ta 3aCTOCyBaHHs BunpasjieHb. Kpim Toro, [TocTauanbHUK 3apoBaAUTh TEXHIYHI Ta OTlepalliiiHi 3acoou
KOHTPOJTIO, SIKi 3a0e3reyarh MOXJIMBICTh JTOCTYIY 0 Mepex [locTadalbHUKA JIUIIEe 3 BIZOMHUX Ta
MEPEBIPEHUX CUCTEM KIHIICBUX KOPUCTYBAYiB.
3rigno 3 Kpanwmu IIpaktuxamu Inayctpii, [locTagansHuk 3abe3nedyBaTuMe 3aXHCT YISl CEPEIOBHII
HEHTPiB 00pOOKH MaHuX, 1e 36epiratoThest abo 06pobistoTeest Matepiamu Kyndryl, 3okpema: 3acobu
BISIBJICHHSI Ta TIONEPEIHKCHHS] BTOPTHEHD Ta MPOTHIL aTakaM THITY «BiIMOBAa B 0OCIyTOBYBaHHD» Ta
3HMKEHHSI IXHIX PH3HKIB.
Kountpoas Hinicnocti Ta Joctynnocti [Hocayr i Cucrem
[MocrauaneHuk 3000B’s13aHMH (a) MPOBOJUTH OLIHKY PU3MKIB OE3MEKH Ta MPUBATHOCTI MpUHAUMHI
ollvH pa3 Ha Pik; (b) MPOBOJUTH TeCTyBaHHA OE3MEKH Ta OI[IHIOBAHHS BPa3JIMBOCTEH, BKIIIOYHO 3
aBTOMATUYHUM CKaHYBaHHSAM O€3MeKH CHCTEMH Ta MPUKIAJHUX MPOrpaM i HEaBTOMATH30BaHHMH
MpoLelypaMy €THYHOTO ITPOHUKHEHHS, TIepe]] 3aCTOCYBaHHIM y poOOUOMY CEpeIOBHIII Ta MIOPIYHO
micns 1BOT0, Mo cTocyeThes [locmyr 1 PesynpraTiB, a Takoxk HIOpivHO Yy 3B’s3Ky i3 B3aemomiero 3
Texuomorismu  Kyndryl; (c) 3amywatn kBamidikoBaHy HE3ale)KHY CTOPOHHIO OpTaHi3aiiio s
MPOBEICHHS TECTYBaHHS Ha MPOHUKHEHHS 3riqHO 3 Kpamumu [pakTukamu [HaycTpii mpuHaiMHI pa3
Ha piK, MPUYOMY TECTyBaHHS Mae€ BKJIIOYATH SIK aBTOMATWYHE, TaKk i pydHe TecTyBaHHS, (d)
3a0e3neyyBaTd aBTOMATH30BaHE KEpyBaHHsS Ta TMEPEeBIpKY KOXKHOrO KomioHeHTa [locayr i
Pesynpraris, a TakokK y 38’s13Ky i3 B3aemogmiero 3 Texuonorismu Kyndryl Ha BifnoBigHicTs BUMOram
KoH(]irypamii Oe3rmeku; i (€) BHUIIPABIATH BUSIBICHI BPa3IUBOCTI a00 HEBINMOBIIHICTH BHMOTaM
KoH(Irypaiii 0e31eKku 3 ypaxyBaHHSIM PU3HKiB, IMOBIpHOCTI BUKOPUCTaHHSA Ta BIUIMBY. [locTayambHUK
o0 3000B'A3aHMN peani3yBaTH OOIPYHTOBaHI 3aXOJH, YHUKHYTH mopymeHHs [locmyru min yac
TECTYBaHHs, OLIHKH, CKaHyBaHHs Ta BumpasieHHs. Ha 3anutr Kyndryl, TlocrauanbHUK HamacTh
Kyndryl mmcemoBuii 3BiT mpo oOCTaHHI omeparii TeCTyBaHHS Ha NPOHUKHEHHS, INPOBEACHI
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5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

[MocTauansHUKOM, SIKU Ma€e MICTHTH MPUHAWMHI HAMEHYBAHHS MPOIO3UIIIH, PO3TIITHYTHX ITiJl Yac
TECTYBaHHA, KUIBKICTh CHCTEM a00 NpPUKIAJHHUX MporpaM, OOpaHUX Ui TECTyBaHHS, IaTh
TECTYBaHHS, METO/IOJIOTIIO TECTYBAHHS Ta 3arallbHIH OTJISA PE3yNIbTATIB.

[TocrayanpHUK OyIe MiATPUMYBATH MTOJIITHKH Ta MPOIELypH, MPU3HAYCH] IS YIPaBIiHHS PU3UKaMHU,
OB’ A3aHUMHU 13 3acTOCyBaHHAM 3MiH A0 [lociyr abo Pesynbratis, abo 10 B3aemonii 3 TexHomnorisiMu
Kyndryl. Tlepen 3actocyBaHHsIM TaKMX 3MiH, BKIIOYAIOYM 3MIHHM BIiAMMOBITHMX CHCTEM, MEPEXK i
0a30BHX KOMIIOHEHTIB, [locTavabHUK 3000B’I3aHAN 3aIOKyMEHTYBATH B 3apPEECTPOBAHOMY 3aIIUTI Ha
3Miny: () ommc Ta mpuumHd 3MiHH, (D) metami peamizauii Ta rpadik, (C) AaHi OPO PU3MKH, IO
CTOCYIOThCs BIutMBY Ha Ilocmyru ta Pesynsraty, 3amoBHHKIB [Tocayr, abo Marepianu Kyndryl, (d)
OUiKyBaHHUI pe3yibTart, (€) wiaH Bigknukanas ta (f) mporemypy 3aTBepKeHHS YHOBHOBa)KEHUMHU
npariBarkaMu [loctadanpHuKa.

IlocrauaneHuk 3000B’s3aHUil BecTH 00K ycix IT-pecypciB, sKi BUKOPUCTOBYIOTBCS Mif 4ac
¢dbyukuionyBanus Ilociyr, mocrauands Pesynsratie i Bsaemomii 3 Texuomorismu Kyndryl.
[TocrayanpHUK Oe3MepepBHO BiJCTEKYBATUME Ta KOHTPOJIFOBATUME CTaH (Y TOMY YHCIi MOTYKHICTh)
i mocrymuicte Takux IT-pecypciB, Iocmyr, PesympratiB i Texuomoriit Kyndryl, Bkirowaroun
BIMOBIAHI 0a30Bi KOMIIOHEHTH Takux pecypcis, ITociyr, Pesynpraris i Texuomorii Kyndryl.
[TocTayambHUK PO3pOOIATAME BCI CHCTEMH, SKi BiH BHUKOPHUCTOBYE B TIpoIleci po3poOku abdo
¢byukuionyBanns [locnyr i Pesynbraris, a Takox mif yac B3aemonii 3 Texuomorismu Kyndryl, Ha
OCHOBI TIOTIEPEIHHO BH3HAYCHHX O0O0Opa3iB Oe3lekh CHCTEMH a00 pEeKOMEHIAIl Oe3MleKH, sKi
BimmoBinaroTe Kpanmum Ilpaktukam Iamyctpii, Hanpukian kpurepisim Llentpy IHTepHET-Oe3neku
(CIS).

bes obmexenms 30008’ s13anb [Toctauanbuuka abo mpas Kyndryl 3a Tpauszakmiiaum JJokymeHTOM 00
BIIMOBIMHAM 0a30BHM JIOTOBOPOM MIX CTOPOHaMH CTOCOBHO Oe3lepepBHOCTI Oi3HeC-ITpOIECiB,
ITocrauansHuK 3000B’13aHUI OKpeMo oLiHIOBaTH KOXxHY [lociyry Ta Peynbrat i koxHy IT-cucremy,
[I0 BHKOPUCTOBYEThCs st Bsaemomii 3 Texuomorisma Kyndryl, 1momo BuKOHaHHS BHMOT
Oe3nepepBHOCTI Oi3Hec-TporieciB Ta IT-mpolieciB 1 BiTHOBICHHS B aBapiiiHUX CHUTYaIlisAX BiIIOBITHO
JI0 33JOKyMEHTOBaHUX PEKOMEHJAIlid 3 YIpaBliHHSA pu3MKaMu. [locTavanbHUK 3000B’sI3aHUIA
3abe3neunty, mo6 koxkHa Taka Ilocmyra, Pesymerar Ta IT-cucrema Mama, y Tiif Mipi, B sKilf 1€
MIATBEPIPKYE OIIHKA PU3MKIB, OKPEMO BH3HAUYCHI, 3aJIOKyMECHTOBaHi, MIATPUMYBaHI Ta MIOPIYHO
MepeBipIOBaHi TUIaHW 3a0e3mneueHHs OesnmepepBHOCTI Oi3Hec-mporeciB Ta IT-mporecis i mporpamu
aBapiitHoro BigHOBIEHHs 3rigHO 3 Kpamumu IIpaktukamu Ianyctpii. [TocravansHuk 30008’ s13aHMI
pO3pOOIATH Taki IUIAHW 3 METOH 3a0e3leyeHHs JAOTPUMAaHHS KOHKPETHHX ITOKa3HUKIB dYacy
BiJTHOBJICHHSI, BU3HAYCHHX Y PO3ALII 5.6 HUKYE.

[Toka3znuku 1inkoBOi Touku BimHOBIEHHS («RPO») i minpoBoro uacy BigHOBieHHS («RTO») mis
Oyab-skoi [lociyru, po3MilieHoT Ha cepBepi, BU3HAYAIOThCS HACTYITHUM YiHOM: 24 roauan RPO Ta
24 ronuan RTO; He3Baxaroun Ha 1ie, [locTayambHUK 3a0e3redyBaTUME BiINOBITHICTE OYb-SIKUM
6inbim crporum mokasaukam RPO a6o RTO, siki Kyndryl 30608’ si3amacsi BUKOHYBATH J1JIs 3aMOBHHKA,
Heraino micast otpumanas Bix Kyndryl mucbMOBOTO MOBiIOMIICHHS PO 3aCTOCYBAHHS KOPOTIIIHAX
iarepsainiBe RPO a6o RTO (moBinoMIICHHS €IIEKTPOHHOO IOIITO0 03HAYAE MUCHMOBE TIOBIIOMIICHHS ).
Ockinbku 11e cTtocyeThest Beix inmmx Ilocmyr, siki ITocragansuuk namae Kyndryl, Tlocrauanbauk
rapaHTyBaTUMe, IO HOro IUIaHM Oe3MepepBHOCTI Oi3HEC-TPOLECiB 1 aBapifHOTO BiTHOBICHHS
po3pobneni s BukoHanHs RPO ta RTO, 3abe3neuytoun BUKOHAHHS 3000B’s13aHb [locTavambHUKa
nepen Kyndryl srigno 3 TpansakiiinuM JIOKYMEHTOM, BiINOBiZHMM 0a30BUM JOrOBOPOM MiX
CTOpOHaMH Ta UMMM [l0JIOXKEHHSMH, BKJIIOYalOYH 3000B’s3aHHS LIO0 CBOEYACHOTO TECTYBaHHS,
MIATPUMKHU Ta 00CITYTOBYBaHHS.

[MocravanpHUK MYCHTh MIATPHUMYBATH 3aXOJAHW, CIPSIMOBAHI Ha OIIHIOBAaHHS, TECTYBaHHSI Ta
3aCTOCYBaHHs PEKOMEHIOBAaHUX BUIpaBiieHb Oe3neku 1o [Tocmyr i Pe3ynbTaTiB, a TakoX MOB’A3aHUX
13 HUMH CHCTEM, MEpeX, MPUKIaJHUX TporpaM i 6a30BUX KOMIIOHEHTIB y Mexkax cepu il Takux
[ocnyr i Pe3ynpTatiB, a TAKOX CHCTEM, MEPEXK, MPUKIAJAHUX IPOrpaM i 6a30BUX KOMITOHEHTIB, IO
BHUKOPHUCTOBYIOThCS it B3aemomii 3 Texwuomorismu Kyndryl. Ilicis Bu3HaueHHS TOTO, IO
PEKOMEHIOBaHE BUIIPABJICHHS O€3IMEKH € 3aCTOCOBHHMM 1 BiJNOBiga€e BUMoOram, IloctayanbHUK Mae
3aCTOCYBaTH II€ BUIPABICHHS BIINOBIAHO JO JOKYMEHTAIBHO 3a(iKCOBaHMX pPEKOMEHIANid 3
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5.8.

6.1

ypaxyBaHHSIM pIiBHS BaXIJIMBOCTI Ta pU3MKIB. Peanmizalis peKOMEHIOBaHWUX BHIIpaBlieHb Oe3neku
pernaMeHTyeThes noniTukoro IlocTauanbHuKa MIOAO0 KEpyBaHHS 3MiHAMU.
Sxmo B Kyndryl € Baromi mimcraBu BBaXkaTH, 1o obiagHaHHs abo mporpaMmHe 3abe3reueHHs, 110
HajarThes i [locTayambHUKOM, MOXYTh MICTHTH €JIEMEHTH, SKi YMOJMIIMBIIOIOTH BTOPTHEHHS,
30KpeMa IINHUTYHCbKE IMporpamMHe 3a0e3ledeHHs, IIKIUIMBE MporpamMHe 3abe3nedeHHs abo
3m0BMUCHHH Ko, IToctadansHuk cBoedacHo criBmparmtoBatume 3 Kyndryl mig wac posciigyBaHHs
BHIIAJIKY Ta BUIIPABJICHHS MOMEHTIB, 110 BUKIMKAIOThH 3aHenokoenus Kyndryl.
Ilocrayanns IHocayr
MocTayanbHUK NiATPMMYBaTUME CTaHAAPTHI ranysesi metoan o6’eaHaHoi ayTeHTUIKauii ans
byab-aKux Kopuctysadis Kyndryl abo o6nikoBux 3anucis 3amoBHMKA, 40TPUMYOUYMCb Kpalumx
MpakTuK IHaycTpii ayTeHTMdIKaLIT Takmx KopucTysadis Kyndryl abo obnikosux 3anucis
3aMOBHMKa (TaKuxX AK, HaNpMKNaa, meTod 6araTtopakTOpPHOro EANHONO BXOAY 3 LLEeHTPas1i30BaHUM
KepyBaHHAM 3 60Ky Kyndryl Ha ocHoBi OpenlD Connect abo Security Assertion Markup
Language).
CybniapaaHukn. bes obmexxeHHsA 30608’A3aHb MocTavanbHMKa abo npas Kyndryl 3a TpaH3aKLUitHUM
JoKymeHTOM abo BignosigHMM 6a30BMM 4OrOBOPOM MiXK CTOPOHAMM CTOCOBHO YTPUMAHHSA
cybnigpagHukis, MocTayanbHMK 30608’A3aHMIM NoA6aTV NPO Te, abu KoXKeH cyonigpaaHUK, AKUIA
Hagzae nocnyrm gna MoctavanbHMKa, 3aNpoBaauB 3acobu ynpasBaiHHA Ta KOHTPOJIKO A1 BUKOHAHHA
BMMOT i 3060B’s13aHb, AKi BCTaHOBAIOOTbCA ANA MocTayanbHUKA 3riAHO 3 UMMM [0N0KEHHAMM.
®iznuni Hocii. [ToctaganpHUK 3000B’13aHUI HAIAIMHO BUKIIIOYATH KOHQIACHIIHHY iHpOpMAITifo 3
(hi3MYHNX HOCI1B, IPU3HAYEHUX JJI1 TOBTOPHOTO BUKOPUCTAHHS, TIepe] TOBTOPHUM BUKOPUCTAHHSM,
a TaKOX 3HMINYBATH (i3WYHI HOCIT, HE MPU3HAYEH] TS IOBTOPHOT'O BUKOPUCTAHHS, BiIITOBIIHO 11O
Kpammx [IpakTuk [HIyCTpii 11070 OYHIIEHHS HOCITB 1HPOpMAIIii.
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Cmammasa |X. Cepmupikamu ma 36imu npo Ilocayzu, po3minieni na cepeepi

I CrarTst 3acTocoByethes, skimo [Tocravansauk Hamae Kyndryl ITocimyru, po3mirieHi Ha cepBepi.

1.1 TlocrayabHUK MIOBUHEH OTPUMATH TaKi CepTU(IKATH Ta 3BITH MPOTATOM 3a3HAYCHUX HIDKYE MTEPiOIiB

qacy:

Ceprudikaru / 3iTn

Crtpok

CrocoBHo Ilociyr, po3mileHuX Ha cepBepi,
0 HaZAKTbCHA IMocTayanbHUKOM:

CepTudikaT BilIOBIIHOCTI BUMOTaM
crannapty 1SO 27001 «Iadopmauiiini
TeXHOJIOTii. Meronu 3axucty. CucTeMu
yIpaBIiHHA iHQOpMAIIHHO0 OE3IEKO0Y,
cepTu(ikaT BUAAETHCS HA OCHOBI OI[IHKH
ABTOPHUTETHOTO HE3aJEKHOTO ayIuTopa

a0o

SOC 2 Tumy 2: 3BiT BiJl aBTOPUTETHOTO
HE3aJISKHOTO ayAUTOPA, SIKUHA IEMOHCTPYE
pe3yNbTaTh NMepeBipKU CHCTEM, 3ac00iB
KOHTpOIO Ta orepariit [loctagampauka
BignoBinHO 70 SOC 2 Tumy 2 (BKIOYAIOYH, SK
MiHIMYM, IIIOJI0 3aXUCTY, KOH(]ieHIIHHOCTI Ta
JIOCTYITHOCTI).

ITocTauanbHUK Mae OTpUMATU cepTU(IKAT BIAIOBIAHOCTI
Bumoram 1SO 27001 mpotsarom 120 [IHiB Bix qat HAOYTTS
yuHHOCTI boro TpanzakiiiitHoro Jlokymenrta* abo [latu
[MpumymenHs** 1 qani Mae MOHOBIIOBATH CEPTU(IKAT Ha
OCHOBI OLIIHKHA aBTOPUTETHOT'O HE3AIEKHOTO ayJUTOpa
KOXHi 12 MIiCSIIB micis mboro (BiMOBIIHO JO YHHHOI Ha
TOW MOMEHT Bepcii CTaHIapTy)

[Tocrayampauk Mae orpumaty 3BiT SOC 2 Tumy 2 npotsrom
240 mHIB TicHsA 1aTH HAOYTTS YHHHOCTI IIBOTO
Tpansakuiiinoro Jlokymenra* ado atu [lpumymenas™* i
JlaJi OTPUMYBATH HOBUH 3BIT Bijl aBTOPUTETHOTO
HE3aJIe)KHOTO ayAUTOPa, SIKHHA IEMOHCTPYE Pe3yIbTaTH
MepEeBipPKU CUCTEM, 3aC00iB KOHTPOJIIO Ta OIeparii
[Mocravansauka BianosinHo 10 SOC 2 Tumy 2 (BKIIOYAI0UH,
SIK MIHIMYM, TII0ZI0 3aXHCTY, KOH(1ICHIIIITHOCTI Ta
JIOCTYITHOCTI) KOXH1 12 MicSI1iB MiCHs IIbOTO

* SIkmo 3 nati HAOyTTS YMHHOCTI [TocTayanbHUK Hagae
[Tocnyry, po3milieHy Ha cepBepi

** JlaTa, 3 sikoi [TocTauabHUK niepeadavyae 30008’ I3aHHS
Hazaasaty [lociyry, po3milleHy Ha cepBepi

1.2 Sxmo IlocTayaapbHMK HagacTh MUCHMOBHME 3amuT, a Kyndryl muceMoBO 3aTBepauTh HOTO,
[TocTayambHUK MOXE OTpPHMAaTH cepTHdIKaT abo 3BIT, EKBIBAJICHTHHH MO CyTi BHUIIE3a3HAUYCHUM
ceptudikaram abo 3BiTaM, TpPH IOMY CTPOKH, 3a3Hau€Hi B TONEpenHid  Tadmui,
3aCTOCOBYBATUMYThCS 0€3 3MiH JUIsl eKBIBAJICHTHOTI'O 110 CyTi cepTUikaTa abo 3BiTy.

1.3 IMocravyansHuk 3000B’s3anuii: (d) Ha 3amuT cBoedacHo HamaBat Kyndryl komito KOXHOTO

ceprudikara Ta 3BiTy, skuii [TocTadansHUK Mae oTpumMary; i (D) HeraiiHo ycyBat Oy/b-sKi HEIOMIKH
BHYTPIIIHBOTO KOHTPOJIIO, 3a3HaueHi mij vac mepeBipok SOC 2 abo mo cyTi €KBIBaJICHTHHX IM
nepeBipok (3a ymoBu cxBanenus Kyndryl).
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Cmammsa X. Cnienpays, nepesipka ma 6unpasieHHs

I CrarTst 3acTtocoByeThes, kim0 ITocravansauk Hamae Kyndryl 6yms-sxi [Tociyru abo PesynpraTw.

1.

1.1

1.2.

1.3.

2.1.

2.2.

2.3.

2.4.

2.5.

CuniBnpaus 3 6oky IlocTauanbHuKa

Sxkmwo B Kyndryl e mincraBu cymHiBatucs, un skich Ilocmyrn abo Pe3ynbTaTd MOTIH CIIPHUATH,
CHpustoTh  abo  CHpHATAMYTh Oyab-ikuM TpoOiemaM KiOepOesmeku, Tomi I[locTavaibHUK
CIIBIIpAIOBaTHME B OOTPYHTOBAHOMY 00Cs13i 3a Oyap-sskuM 3amurom Kyndryl momo takoi mpobiemu,
B TOMY YHCIIi IUIIXOM CBOEYACHOI'O Ta MOBHOTO PEaryBaHHsS Ha 3alUTH HAa OTPUMaHHS iH(OpMaii
NUITXOM HaJJaHHS JOKYMEHTIB, IHITUX PEECTPAIIHHNAX 3aITUCIB, TPOBEJACHHS OMMUTYBAaHHS BiIITOBIIHOTO
[Tepconany IlocTauanpHrKka TOMIO.

CTOpOHH IOMOBISIFOTHCS: (2) HagaBaTH HA 3alMT OJHA OJHIN Taky MOmaTKoBY iHgopmariito, (b)
oQOpMIISITH Ta MeperaBaTH OJlHA OJHIN Taki iHII JOKYMEHTH, 1 (C) 3MIHCHIOBATH Taki 1HIII Iii, SIKUX
MO’Ke OOTPYHTOBAHO BUMAraTH iHIIla CTOPOHA 3 METOFO peaizallii Hamipy 1ux [1omokeHb 1 JOKYMEHTIB,
3azHaueHnx y Ilonoxxennsx. Hampuknan, wa samut Kyndryl TloctadansHuk 3000B’s3aHHI BYACHO
HaJaBaTH yMOBM INOJO TIPHBAaTHOCTI Ta Oe3meku, IependavyeHi B MHUCBMOBUX JIOTOBOpax i3
CyOpo3nopsgHUKaMu Ta CYONMiApSAHUKAMH, BKIIOYAIOYN OUITXOM HAJaHHA IOCTYIy IO CaMHX
ZOTOBOPiB, sKmmIo B [locTagansHuKa € Take MpaBo.

Ha 3anut Kyndryl ITocrauansHuk 30008’ 13aHHU#T BYaCHO HagaBaTH iH)OPMAILIIO PO Te, B SKUX KpalHax
OyJI¥ BUTOTOBJICHI, po3p0o0JieHl abo 1HIIMM YHHOM OTpHMaHi Horo Pe3ynbTaTé Ta KOMITOHEHTH ITHX
Pesynpraris.

IepeBipka (yani 3a TekcToM TepMiH «O0’€KkT» 03HAYae Pi3udHEe po3TalryBaHHs, Ae [locTauaabHUK
po3mMirrye, 06pobirsie abo iHIIMM YHHOM OTpUMYE ocTyIr g0 Matepianis Kyndryl)

[MocrayansHUK 3000B’s13aHUI BecTH y (popmaTi, 110 AO3BOJISAE MPOBECTH AYIHT, JOKYMEHTAIi0, 110
JIEMOHCTPYE BiNOBITHICTD UM [ToI0KEeHHSM.

Kyndryl, camocriiino abo pa3oMm i3 30BHIIIHIM ayJUTOPOM, MOXE, MHCHMOBO IIOBiIOMHBIIN
ITocrauansauka 3a 30 HiB, nepeBiputu fotpumanHs [locravansHukoM mux [1ooxeHs, B TOMY 9HCIi
HUISAXOM IOCTyITy 110 Oyab-sikoro O6’exta a6o O6’exTiB aus Takux Iineit, ognak Kyndryl e matnme
JOCTYIIY JI0 YKOIHOTO IIEHTPY 00pOoOKH HaHuX, y sskomy Iloctavansauk 06podiste dami Kyndryl, siximo
B Hei He OyJie 00’ €KTUBHUX MMiJICTAB BBAXKATH, IO MPH IIbOMY BOHA OTPHMAa€E HEOOXiTHY iH(OpMAILitO.
ITocTavansHKK CIIBIpaIOBaTHME Mg 4yac mpoBeaeHus mnepesipku Kyndryl, Bxiarodaroun Huisxom
CBO€YACHOTO Ta TOBHOTO pEaryBaHHSA HA 3allUTH Ha OTPHUMAaHHsS iH(pOpMAIii NIIIXOM HATaHHSI
JOKYMEHTIB, IHIIMX PEECTPAIlifHUX 3amuciB, NMPOBEAEHHS OMMUTYBaHHS BiamoigHoro llepconamy
INocTravyansHuka Tomo. [TocTaganbHUK MOJKe HAIATH i ITBEPPKEHHS IOTPUMAHHS CXBAJICHOT'O KOJIEKCY
MOBeMiHKK abo rany3eBoro MexaHismy ceprudikamii abo mamaru Kyndryl indopmariito, sika Moxe
MiATBEPANTHA BUKOHAHHS HUM X [TomokeHs.

[epeBipka 3MiiCHIOETHCS HE YaCTiIlIe OHOTO pa3y MPOTAroM OyAb-IKOro 12-MicsIHOTO mepiomy, KpiM
Bunazkis, konu: (a) Kyndryl mepesipsie ycynenns IToctauanbHUKOM MpoOiieM, BUSIBICHHX Ml dac
MOTIepeIHBOT TIepeBipku 3a 12-micsunuit epion, a6o (b) cramocs [Mopymienns besnexu i Kyndryl xoue
MEPEBiPUTH, K BUKOHYIOTHCS 3000B’S3aHHS, II0 MAalOTh CTOCYHOK 0 MOPYHICHHS. Y OyIb-sIKOMY
sunaaky Kyndryl nanacts take came nrcsmoBe moBinomiennst 3a 30 J[HiB, sIK 3a3HaueHO B po3iai 2.2
BHIIE, ajle HeBimKIamHicTh ycyHeHHs [lopymenns Besnekun moxe norpedysaru toro, mod Kyndryl
IpoBesia MepeBipKy 3 MMCHMOBHM HOBIIOMICHHSAM MeHIe Hix 3a 30 [IHiB.

Perymsatopuuit opran abo inmmii Bomoninens Moxe KOPHCTYBATHCS TUMH CaMHMH IpaBaMH, M0 U
Kyndryl BiamoBigno 10 po3aiiis 2.2 Ta 2.3, mpu HOMY PEryJISTOPHHUI OpPraH MOKEe KOPHCTYBATHUCS
OyAb-SIKUMH TOIATKOBUMH MPAaBaMH, TepeadadeHIMH 3aKOHOJABCTBOM.

Skmo Kyndryl mae Baromi mijgcraBu uist BACHOBKY, 1110 [10CTa4aibHUK HE BiIIOBiIa€ SKOMYCh ITYHKTY
1ux [TonoxeHp (He3aJIeKHO BiJl TOTO, UM BUHHUKAE TaKa ITiICTaBa BHACIIJIOK MEepEeBIPKH 3TiTHO 3 IUMHU
[TonoxxeHHsAMY UM 1HITUM YHHOM ), [TocTavanbHUK 3000B’I3aHUN HETAHO YCYHYTH TaKe HCBUKOHAHHS.

IIporpama 6opoTs0H 3 KOHTPA(PAKTHOIO MPOAYKUi€I0
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3.1

4.1.

4.2.

4.3.

Sxmo Pe3ynpraTu [TocTayanpHUKa BKITIOYAIOTH SIIEKTPOHHI KOMIIOHSHTH (HATIPUKITIAM, )KOPCTKI JUCKH,
TBEPAOTIIbHI HAKONUYyBadi, IaM’sTh, IEHTPAJIbHI MPOIECOPH, JIOTiYHI MpHUCTpoi abo kabei),
[TocrayanmsHUK 3000B’13aHUH MIATPUMYBATH Ta BHKOHYBATH 3aI0KyMEHTOBaHY IIPOTpaMy 3armo0iraHHs
nigpoOkaM, o0 y nepiry 4yepry — i HalroJIoBHille — 3ao0irtu Tomy, o6 IlocrauansHuk HagaBas
kouTpadaktai kommonentr Kyndryl i, mo-apyre, HeraiiHO BUSABIISITH Ta BUIIPABIIATH BC1 BUITAAKH, KOJIH
[Mocravansuuk moMminkoBo Hamae Kyndryl xontpadaxthi xommoHeHTH. ITocTadaqbHHK Tak CaMo
3000B’sKe BCIX CBOiX MOCTAa4yaIbHUKIB, SIKi HAJIAalOTh €JIEKTPOHHI KOMIIOHEHTH, BKJIFOUeH1 B Pe3ynbraTu
[Mocravansauka mrs Kyndryl, miarpumyBaTe Ta BUKOHYBATH 330KyMEHTOBAHY IIPOTpaMy 3amo0irafHHs
miapoOKaM.

Bunpasnenns

Sxmo IlocradyanbHUK HE BHKOHYE SIKMXOCh CBOiX 3000B’s3aHb 3a IuMu [loJoKeHHSIMH, 1 Take
HEBUKOHAHHS TPU3BOIUTh a0 [lopymenns besneku, tomi I[locTayampHUK 3000B’s3aHU YCYHYTH
HEBHUKOHAHHS Ta BUIPABUTH HeraTWBHI Hacmigku [lopymrenHs be3neku, BUKOHABINU BiXMoOBimHI Jii
3rifHO 3 0OTPYHTOBAHMMH iHCTPYKIfissMu Ta Tpadikom Kyndryl. SIkmio Iopymrenus be3nekn Bunukae
yepe3 HagaHHs [locTavambHUKOM MyibTHapeHHO1 [Tocayru, po3MilieHoi Ha cepBepi, 1 B TOAaIbIIOMY
BIUIMBA€E HA BEJIHMKY KiTbKicTh KiieHTIB Iloctadanpamka, Brmogno 3 Kyndryl, toxi ITocraganpHuk
3000B’s13y€THCS, 3 ypaxyBaHHAM xapaktepy [lopymenns besmekw, cBOo€dacHO 1 HaJeKHUM YHHOM
YCYHYTH HEBUKOHAHHS Ta BHUIIPABUTH HETaTUBHI Hacuiaku [lopymenHs besmeku, BpaxyBaBIld
HaJIC)KHAM YMHOM Oyab-sKy iHdopmamiro Kyndryl momo Takux BUIpaBIICHb Ta YCYHEHb.

Kyndryl maTume mpaBo G6patu yyacts y BUpaBieHHi Oyap-skoro Ilopymenns besneku, onmucaHoro B
Poznini 4.1, sk BoHA BBaXKa€ 3a JIo1iIbHE a00 HeoOxiaHe, i [locTayansHUK Oy/ie HECTH BiAMOBITAIBHICTD
3a CBOi BUTpaTH Ta BHUTPATH HA YCYHCHHS HEBHKOHAHHS, a TAKOX 33 BUTPATH HA BUIPABJICHHS Ta
BHTPATH, SIKi HECYTh CTOPOHH, CTOCOBHO OyIb-sikoro Takoro [lopymenus besmeku.

Hanpukiaa, BUTpaTH Ha BUIpABICHHS Ta BUTPaTH, NOB’s3aHi 3 [lopyiienusm besneku, MOXyTh
BKJIFOUATH BUTPATH Ha BUSIBJICHHS Ta po3ciixysanHs llopymenns besneku, BU3HaueHHS 00O0B’S3KiB
BIJIMOBIIHO JIO YHMHHOTO 3aKOHOJABCTBA Ta HOPMATHBHUX aKTIB, HAJaHHS TOBIIOMJICHb IPO
MOPYIIEHHSI, CTBOPCHHS Ta IMiATPUMKY KOJ-IIEHTPIB, HaJIAaHHS ITOCIYT MOHITOPHHTY KOMIICHCAITIH 1
BiJTHOBJICHHSI KOMITEHCAIIil, Iepe3aBaHTaXKECHHS JAHUX, BUTIPABICHHS AeQEKTiB MPOAYKTY (BKIIOYAIOUN
3a JormoMoror po3pobku BuximHoro Komy 4w iHIIOT po3poOKH), YTpUMaHHS CTOPOHHIX OCIO 1yIs
JIOTIOMOTH B TIONIEPEAHIX ab0 IHIIMX BiJMOBIIHUX 3aXOdax, & TaKOX IHII BUTPATH, HCOOXITHI IS
YCYHEHHS IIKiIuBUX HachiakiB Ilopymenns besmeku. J[Ing yHMKHEHHS CyMHIBiB, BHTpaTH Ha
BHIIPABJIEHHs HE BKIOYATHMYTh BTpatn Kyndryl ymymenoi Buroam, 6i3Hecy, BapTocTi, IyaBiay abo
BTPAaTy OYIKYBaHHX 3a0IIa/IKCHb.
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