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Overview
The Thought  Leadership Exchange 
is a Kyndryl-hosted, internat ional 
peer-to-peer community for senior 
f inancial services technology 
leaders to share challenges, 
exchange insights, and benchmark 
against  peers on crit ical indust ry 
issues.

In this session, part icipants 
examined how  increasingly capable 
AI models are accelerat ing the 
discovery and exploitat ion of 
softw are vulnerabilit ies, 
compressing remediat ion t imelines, 
and driving increased regulatory 
at tent ion and, in several cases, 
heightened board- level focus 
across European banking and 
insurance inst itut ions.
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- Front ier art if icial intelligence models 
are emerging as a signif icant  
inf lect ion point  for cyber defense, 
discovering softw are vulnerabilit ies 
far faster and in far greater volume 
than exist ing tools and challenging 
how  the indust ry priorit izes 
remediat ion.

- Front ier AI models surface 
substant ially more vulnerabilit ies than 
t radit ional scanning approaches. As 
one example discussed, a w idely used 
codebase w as cited w here earlier 
model versions ident if ied only a small 
number of vulnerabilit ies. In contrast , 
new er front ier models ident if ied 
several hundred in the same code that  
had been in circulat ion for years. The 
underlying vulnerabilit ies are not  new , 
but  these models locate them far 
more quickly and easily. Also, 
comparable capabilit ies are likely to 
emerge across both proprietary and 
open-source tools, making this a 
broader indust ry shif t  rather than a 
single-vendor phenomenon.

- Discussions uncovered that  f ront ier 
models can combine mult iple 
low -severity vulnerabilit ies into a 
single crit ical at tack vector, 
challenging the convent ional pract ice 
of priorit izing remediat ion solely by 
published severity rat ings. A Kyndryl 
perspect ive proposed shif t ing to a 
risk-based approach that  considers the 
crit icality of af fected assets and the 
minimum viable systems required to 
operate the business. This approach 
resonated w ith several part icipants.

- Organizat ions w ill need to ?f ight  AI 
w ith AI,? embedding greater 
automat ion into cyber defense and 
zero-t rust  cont rols w hile priorit izing 
the protect ion of their most  crit ical 
assets.

- Part icipants ident if ied managing their 
primary vendors? suppliers as a 
signif icant  compliance hurdle. 
Companies act ing as intermediaries 
must  review  every dow nstream 
subcontract  to ensure regulatory 

?AI amplif ies both risk and 
opport unit y? accelerat ing t he 
discovery and impact  of  
vulnerabilit ies w hile equally 
st rengthening our abilit y t o 
ant ic ipate and defend against  
t hem.? 

?  Conal Hickey, 
VP Securit y and Resilience, Kyndryl

adherence. As a result , f inancial 
inst itut ions are implement ing st ricter 
criteria to limit  the number of of f icially 
classif ied crit ical vendors.

- One perspect ive pointed to indust ry 
project ions indicat ing a sharp rise in 
vulnerability remediat ion, w ith some 
est imates suggest ing up to a 50 % 
increase in patches over the next  12 to 
18  months. At  the same t ime, 
part icipants highlighted that  at tackers 
may be able to exploit  vulnerabilit ies 
much faster than before. That  said, 
there w as also caut ious opt imism that  
as these same models become more 
w idely used in code test ing, they 
could ult imately help st rengthen 
overall softw are security.

Secure your enterprise for the 
Front ier AI era

Start  here
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- Several leaders reported pressure 
from regulators and, in some cases, 
f rom their boards to compress patch 
cycles from w eeks to days or even 
hours. Part icipants broadly noted that  
process const raints, rather than tools 
limitat ions alone, are of ten the primary 
barrier.

- Some described situat ions in w hich 
supervisory authorit ies and 
management  boards have requested 
updates on readiness posture, placing 
patch velocity f irmly on the execut ive 
agenda for some organizat ions. 
Others indicated that  this level of 
at tent ion varies by inst itut ion and 
market .

- Release test ing and approval 
processes are frequent ly the main 
bot t leneck. Part icipants noted that  
adopt ing faster tools delivers limited 

benef it  if approval w orkf low s remain 
unchanged. As a result , organizat ions 
are exploring w ays to st reamline or 
select ively automate test ing processes 
w hile maintaining conf idence in 
release quality, part icularly for 
customer-facing applicat ions.

- Part icipants described the use of 
dedicated readiness squads to 
address the increased pace of 
remediat ion. These teams focus on 
automat ion opportunit ies, risk 
priorit izat ion, and compensat ing 
controls? part icularly for legacy or 
unsupported systems. Examples 
included efforts to increase patch 
frequency through automat ion of 
operat ional processes such as system 
shutdow n and restart .

Accelerat ing Patch Cycles Across 
Process and Tooling
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?Don?t  w ait  for the vendors ?  
focus on w hether your 
processes are ready to absorb 
a tool that  can go faster, 
because that?s w here the real 
const raint  lies.? 

 ?  Stew art  Hyman, 
CTO St rategic M arkets, Kyndryl
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- Cyber resilience is increasingly seen 
as a foundat ional requirement  for 
organizat ions operat ing in a digital 
environment . Part icipants discussed 
investments and approaches to 
ensure the ability to sustain and 
recover crit ical business processes 
regardless of incident  type.

- Part icipants described increased 
regulatory engagement , w ith several 
organizat ions report ing direct  
requests from supervisors and joint  
supervisory teams for visibility into 
their readiness posture. One 
perspect ive highlighted ongoing 
discussions w ithin European 
regulatory bodies that  may lead to 
further policy t ightening and 
accelerated preparedness t imelines.

- Kyndryl representat ives observed 
st rong and grow ing interest  among 
clients in resilience solut ions such as 
isolated recovery environments, 
immutable storage, and clean copies of 
infrast ructure separated from 
product ion. Part icipants also 
emphasized the importance of 
foundat ional pract ices, including 
regular validat ion of backup and 
recovery capabilit ies and 
implementat ion of compensat ing 
controls around legacy systems.

- Cyber security- related investment  
cases are, in many instances, receiving 
st rong support  f rom boards, 
part icularly w here linked to regulatory 
expectat ions and emerging risk from 
front ier AI.

Building Cyber Resilience and 
Regulatory Readiness

5

?Having a clean copy of your 
digital inf rast ructure, 
protected and separated f rom 
product ion, is really becoming 
required to protect  you fully.?

?  Conal Hickey, 
VP Securit y and Resilience, Kyndryl

Learn more
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- Part icipants described ongoing 
modernizat ion ef forts, w ith several 
not ing an accelerat ion aimed at  
enabling faster patching and 
improved resilience. M odern 
architectures? part icularly 
containerized environments? w ere 
seen as bet ter suited to rapid 
remediat ion than t radit ional 
virtualized environments.

- Discussions highlighted tw o parallel 
priorit ies: st rengthening resilience 
measures w hile progressively 
modernizing legacy applicat ions. 
Part icipants shared experiences using 
AI-driven tools to reverse engineer 
and document  legacy code, w ith 
part icular complexity noted in 
environments heavily dependent  on 
database- resident  logic and 
interdependent  stored procedures.

- Some organizat ions reported that  
their most  progressive teams have 
adopted agent ic development  
extensively. In these cases, 

developers increasingly use AI to 
def ine architecture, plan w ork, run 
development  tasks, and generate code 
for review . How ever, maturity levels 
varied signif icant ly across 
organizat ions, w ith some teams st ill in 
earlier stages of their adopt ion journey.

- Part icipants also raised concerns 
about  rising token costs associated 
w ith AI usage, not ing that  managing 
cost  ef f iciency is becoming an 
important  considerat ion. Approaches 
discussed included using dif ferent  
models for dif ferent  types of tasks, 
applying governance guardrails, and 
implement ing usage limits.

- The group generally sees art if icial 
intelligence as an amplif ier of 
developer capability rather than a 
direct  replacement , emphasizing the 
importance of maintaining human 
expert ise and oversight . Governance 
w as ident if ied as a crit ical factor, 
part icularly in controlling how  AI tools 
are used beyond developer 

?Since Claude came along, 
many of  our t op developers 
haven?t  coded a single line for 
months. They use it  t o def ine 
architecture, p lan w ork, 
execute t asks, and generate 
pull request s, of ten sw it ching 
betw een dif ferent  models for 
advanced analysis and 
execut ion w it hin t heir c loud 
environments.?

?  FSS Expert  Exchange M ember

environments. W hile agent ic coding 
by experienced developers w as 
broadly supported, several 
part icipants indicated that  
autonomous AI agents w ith access to 
sensit ive or product ion data remain 
out  of scope unt il st ronger controls 
are established.

- One perspect ive also int roduced the 
concept  of a t rust-based maturity 
model for AI autonomy, highlight ing 
that  progression from 
human- in-the- loop systems to fully 
autonomous operat ion is likely to take 
place over an extended period and 
w ill require robust  measurement , 
audit ing, and governance.

Beyond code conversion: 
An AI- led approach to modernizat ion 
driving business outcomes
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The FSS Leadership Exchange is 
hosted by Kyndryl. To learn more or 
to become a member of this 
community, please connect  w ith 
Stew art  Hyman on LinkedIn or  email 
at  stew art .hyman@kyndryl.com.
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