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Front ier art if ic ial intelligence is produc ing a step change in 

vulnerabilit y d iscovery across banking, f inanc ial serv ices, 

manufacturing, and indust rial env ironments.

AI-driven discovery is t riggering an imminent  patch surge, 

rendering t radit ional patching cadences obsolete. 

Organizat ions see the need to renegot iate the t rade-off 

betw een service availability and disrupt ion w ith regulators 

w hile rethinking resilience across legacy systems and 

operat ional technology environments.

On June 3, 20 26 , Kyndryl hosted a Security & Resilience Expert  

Exchange to explore quest ions and ideas about  how  

organizat ions can best  navigate AI readiness, governance, and 

data sovereignty in a post-M ythos w orld, Seventeen 

part icipants joined the w ide- ranging conversat ion. The 

follow ing pages present  highlights f rom the session and 

related notes for considerat ion.
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Anthropic?s new  LLM , Claude M ythos, represents a step change in cyber threat  

dynamics, making a signif icant  surge in patching demand likely imminent . The most  

crit ical development  is its ability to chain low er-severity vulnerabilit ies into 

high- impact  exposures. M ore than 10 ,0 0 0  high and crit ical severity vulnerabilit ies 

have been disclosed across tested plat forms. Patch volume is expected to rise 

4 0 -50 % over t he coming months, w ith M icrosoft  project ing roughly 40 % more 

patches over the next  four quarters. As various models surface dif ferent  f law s, the 

same code may require mult iple patches, driving added cost  and complexity. General 

availability is expected w ithin three to six months.

Kyndryl is doubling it s reserves for cyber- inc ident  recovery in preparat ion for 

breaches. Longer term, LLM s like M ythos and other fort hcoming models are 

expected to shif t  t he advantage to defenders, w ho are posit ioned to prov ide t he 

context  required to f ind, f ix, and st rengthen code.

?W hen w e re- ranked every vulnerability f rom the w orst  all the w ay dow n, the new  
chained vulnerabilit ies clustered right  at  the very top of the list ."

? Part icipant , Technology Partner Organizat ion
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Tradit ional monthly patching cadences are no longer v iable. Emergency patching 
is becoming t he everyday norm, forc ing a shif t  t o risk-based priorit izat ion and far 
greater automat ion of  t est ing and deployment .

New ly discovered vulnerabilit ies are already outpacing remediat ion capacity. 
Vulnerabilit y d iscovery is outpac ing remediat ion by 6 0 %, rendering a ?patch 
everything? approach impract ical. Organizat ions must  instead aggressively priorit ize 
focusing on risks that  are exposed, crit ical, or act ively exploited. Backlogs must  be 
segmented by risk: priorit izing crit ical, internet-facing, high-severity, and act ively 
exploited systems.

A single individual can now  mount  a sophist icated at tack using an AI model. 
Dedicated task forces that  automate test ing and deployment  of patches? including 
self-created or virtual patches? must  be able to respond in hours or even minutes. 
Decommissioning end-of- life systems and hardening easy exposures are essent ial 
complements to faster patching.

?W e can no longer test  everything ?  users w ill have to accept  that  occasionally a 
minor feature breaks, because w e simply have to keep patching.?

? Part icipant , M anufacturing Sector Organizat ion

Emergency patching and 
risk-based priorit izat ion
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Faster patching is collid ing w it h f init e maintenance w indow s and established 
regulatory expectat ions, forc ing a renegot iat ion of  t he t rade-of fs betw een serv ice 
availabilit y and disrupt ion, w it h both internal st akeholders and w it h regulators.

W hile senior leaders and regulators are engaged, current  expectat ions taken literally 
w ould require patching everything. This means it  is essent ial to educate regulators 
and colleagues involved in risk assessment  and audit . CISOs w arn that  faster patching 
w ill come w ith t rade-offs, including more frequent  maintenance w indow s, reduced 
test ing, and low er online availability of services, requiring regulators to adapt  
accordingly.

Approaches vary by sector: Some manufacturers patch during lunch breaks t ied to 
local operat ing hours, w hile banks w ith 24/ 7 availability requirements patch at  least  
w eekly. W ith modern, high-availability architecture, organizat ions are quest ioning the 
need for maintenance w indow s. W hether it  is safer for systems to shif t  or gracefully 
degrade rather than go off line is unclear. Change processes built  for a monthly 
cadence cannot  survive the new  speed, and vendors must  deliver patching that  
avoids dow nt ime and reboots.

?W e told the regulator direct ly that  patching this fast  may force more maintenance 
w indow s and reduce the availability of our online services.?

? Part icipant , Banking Sector Organizat ion

M aintenance w indow s and 
regulatory expectat ions
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Beyond patching, resilience must  be mult ifaceted as threats move tow ard machine 
speed: assume breach, isolate legacy and operat ional technology, harden third-party 
dependencies, and revisit  Zero Trust .

Detect ion, response, regular test ing, and compensat ing controls mat ter as much as 
remediat ion. Operat ional technology is especially dif f icult  ?  controllers, indust rial 
cont rol systems, robots, and product ion machines cannot  easily be taken off line, they 
of ten run unsupported legacy systems, and may be patched only once or tw ice a year. 
Isolat ion and perimeter security are therefore their primary defenses. As a result , some 
organizat ions are choosing to delay new  third-party library updates during their f irst  
w eek of release.

At  scale, st rong automat ion paired w it h an A I-supported plat form is t he only v iable 
w ay to operate at  t he required speed.Concrete measures inc lude hot  st andby and 
ready-to-promote backups for crit ical c loud systems, and curated, mutually 
authent icated access for internet -fac ing serv ices.

?The human factor is moving out  of the decision and into the design, because our t ime 
to respond is heading tow ard zero.?

? Part icipant , Financial Services Organizat ion

Resilience across legacy, 
operat ional technology
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These shif ts point  to one imperat ive: Stop t rying to patch everything, and instead 
operate on risk. Steps for doing so include:

- Segment  vulnerability backlogs by risk and make emergency patching rout ine, 

compressing response t imes to hours or minutes.

- Include self-created or virtual patches w here no vendor patch yet  exists.

- Decommission out-of-support  and end-of- life systems, and st rengthen easily 

addressed exposures rather than relying on patching alone.

- Renegot iate maintenance w indow s and regulatory expectat ions openly, 

assume breach, isolate legacy and operat ional technology, and renew  

investment  in Zero Trust .

Above all, pair st rong automat ion w it h an A I-supported plat form. It  is t he only 

v iable w ay to operate at  machine speed.

How  to shif t  to risk-based, 
automated resilience
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W hat is the Kyndryl CISO 
Expert  Exchange?

The Kyndryl CISO Expert  Exchange is a curated, peer-driven program that  brings 
together CISOs and senior IT leaders for meaningful collaborat ion and shared learning. 
There are CISO Expert  Exchange communit ies in the U.S., Canada and Europe. 
Part icipat ion is open to CISO level execut ives at  large enterprises.

The June 3, 20 26  conversat ion w as moderated by Jorgen Floes, VP, Kyndryl's 
Resiliency & Security Pract ice and Engineering Lead. Its Kyndryl subject-mat ter expert  
w as Paul Savill Global Pract ice Leader Cyber Resilience & Connect ivity.

Visit  Kyndryl CISO Expert  Exchange - -> 

.

Kyndryl cyber 
resilience services

|

Jorgen Floes
VP, Kyndryl's Resiliency & Security 
Practice and Engineering Lead
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Kyndryl cyber resilience services
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Kyndryl helps organizat ions t ransit ion from their current  

infrast ructure to a high-performance, AI-nat ive future. Our 

security and resiliency services are designed to accelerate 

grow th and innovat ion, of fering scalable solut ions that   

protect  data and AI assets, ensure compliance, and stay 

ahead of emerging threats. W e secure mission-crit ical 

infrast ructures and develop AI-nat ive capabilit ies by 

combining st rategic advice w ith hands-on execut ion, 

empow ering leaders to conf ident ly pursue grow th and 

innovat ion. Learn more at  Kyndryl.com. 
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