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Overview

In this session, Kyndryl brought  
together senior technology leaders 
from major global f inancial 
inst itut ions to discuss the sector?s 
top operat ional and regulatory 
priorit ies. The conversat ions w ere 
focused on three areas: achieving 
DORA-aligned operat ional 
compliance, managing st ringent  
data sovereignty requirements 
through private cloud architectures 
and enforcing robust  governance 
across AI and third-party softw are 
ecosystems.
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- Financial inst itut ions implement  
cont inuous governance st ructures 
and rigorous contract  negot iat ions to 
maintain compliance w ith DORA 
regulat ions across vendor netw orks.

- Execut ives agreed that  achieving 
DORA compliance requires a 
cont inuous governance model rather 
than a stat ic endpoint . One 
part icipant  noted that  an organizat ion 
can slip out  of compliance overnight , 
requiring permanent  operat ional 
f ramew orks. These framew orks must  
consistent ly monitor processes and 
manage technical debt  to pass annual 
audits.

- Third-party and fourth-party risk is the 
dominant  challenge. Across banks 
and providers, the hardest  problems 
are contract  remediat ion, SLA/ KPI 
enforcement  together w ith visibility 
into crit ical suppliers and their 
subcontractors, w hile regulators 

increasingly expect  end-to-end 
accountability.

- Leaders emphasized the dif f iculty of 
enforcing resilience standards 
throughout  their supply chains, 
part icularly w ith smaller vendors. 
Part icipants shared that  updat ing 
contracts to include st rict  service 
agreements remains a massive 
undertaking. This process requires 
dedicated internal teams to negot iate 
and monitor third-party relat ionships 
constant ly.

- Part icipants ident if ied managing their 
primary vendors? suppliers as a 
signif icant  compliance hurdle. 
Companies act ing as intermediaries 
must  review  every dow nstream 
subcontract  to ensure regulatory 
adherence. As a result , f inancial 
inst itut ions are implement ing st ricter 
criteria to limit  the number of of f icially 
classif ied crit ical vendors.

Choosing a part ner already 
operat ing under regulatory 
scrut iny comparable to t heir 
ow n helps reduce compliance 
ef fort  for f inanc ial inst it ut ions 
and increase conf idence in t he 
resilience of  t he serv ices t hey 
rely on. As a designated 
Crit ical Third?Part y Prov ider 
(CTPP), Kyndryl is d irect ly 
overseen by t he European 
Superv isory Authorit ies 
(ESAs) to ensure our robust  
risk management , governance 
and resilience pract ices meet  
t heir expectat ions.

- The group discussed the importance 
of using st ructured incident  report ing 
and crisis management  playbooks 
during cyberat tacks. One execut ive 
shared that  conduct ing simulated 
tabletop exercises great ly improved 
their team?s readiness. This pract ice 
empow ered them to communicate 
t ransparent ly w ith regulators during 
sensit ive breaches.

- Execut ives debated the lack of a 
standardized indust ry taxonomy for 
def ining crit ical business funct ions 
under new  regulat ions. W hat  one 
inst itut ion considers a crit ical step in 
the process may dif fer signif icant ly 
f rom another?s view . This 
misalignment  creates challenges for 
regulators w hen assessing 
compliance, as inst itut ions may be 
marked as compliant  or noncompliant  
despite operat ing under dif ferent  
def init ions and thresholds.

Building digital t rust  for f inancial 
inst itut ions
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- To mit igate geopolit ical risks and 
ensure operat ional cont rol, leaders are 
increasingly reshaping their cloud 
st rategy through the lens of 
sovereignty. 

- Part icipants framed sovereignty 
across data, operat ional, and 
technological dimensions, driving 
st rategies such as encrypt ion?before-  
cloud, vendor?agnost ic architectures, 
private or sovereign cloud opt ions  
and the select ive repatriat ion of 
w orkloads from SaaS and public 
cloud to regain control.

- Part icipants categorized their 
sovereignty concerns into securing 
data privacy, maintaining operat ional 
cont rol against  external interference 
and avoiding technology provider 
lock- in. An infrast ructure execut ive 
noted that  global conf licts have made 
public data centers visible targets. 
This realizat ion drives organizat ions to 

develop private cloud environments to 
conceal and protect  sensit ive 
operat ions.

- To avoid dependency on any single 
provider, execut ives shared st rategies 
for building automated, vendor-  
agnost ic infrast ructure. One banking 
representat ive detailed how  ut ilizing 
container technologies allow s their 
organizat ion to provision w orkloads 
across dif ferent  environments.

- Financial regulators are increasingly 
scrut inizing how  organizat ions back up 
their data using foreign technology 
plat forms. A part icipant  explained that  
local banking authorit ies required their 
inst itut ion to implement  custom 
encrypt ion checkpoints before sending 
backup data to the Azure plat form. 
This architectural change ensures the 
host ing provider can never access the 
informat ion.

?As digital sovereignty 
becomes more prevalent , 
enterprises may increasingly 
be required to repat riate data 
to regionally based public 
c louds, data centers or 
servers.? 

 -  Kris Lovejoy, Global Head of 
St rategy at  Kyndryl

- Leaders operat ing in polit ically 
sensit ive regions st ressed the 
necessity of localized hardw are 
redundancy. One member explained 
that  they dist ribute independent  
softw are and hardw are instances 
across mult iple safe locat ions. This 
st rategy guarantees uninterrupted 
f inancial services during ext reme 
scenarios involving total geopolit ical 
isolat ion.

- Several organizat ions are act ively 
reversing their init ial t ransit ions to 
public clouds due to highly rest rict ive 
service condit ions. A technology 
leader shared that  their inst itut ion is 
returning to on-premises solut ions 
because public plat forms force 
unw anted operat ional changes. This 
intent ional shif t  ref lects a broader 
indust ry desire to restore absolute 
operat ional cont rol.

In an uncertain w orld, enterprises are 
repat riat ing their data
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https://www.kyndryl.com/us/en/insights/articles/2025/06/enterprise-data-repatriation-trend
https://www.kyndryl.com/us/en/insights/articles/2025/06/enterprise-data-repatriation-trend
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- Driven by concerns about  data 
leakage, several execut ives reported 
imposing st rict  const raints on the use 
of public art if icial intelligence tools. 
Part icipants emphasized that  the 
immediate risks to corporate data 
sovereignty outw eigh the potent ial 
operat ional ef f iciency gains. 
Consequent ly, many f inancial 
inst itut ions are formally pausing the 
w idespread adopt ion of these 
external technologies.

- To safely harness emerging 
technologies, organizat ions are 
building proprietary, internal art if icial 
intelligence engines. One leader 
shared that  they systemat ically route 
all employee interact ions through a 
highly designed to secure, custom-  
built  portal. This enclosed 
infrast ructure completely isolates 
inst itut ional data from external 
systems and easily meets the st rict  
t racking requirements set  by 
regulators.

- Part icipants expressed grow ing 
unease w ith their deep operat ional 
reliance on comprehensive and 
ubiquitous softw are services. 
Organizat ions are intent ionally 
init iat ing st rategic projects to move 
aw ay from these dominant  providers. 
To regain st rategic independence, 
inst itut ions are developing core 
applicat ions in-house or ut ilizing 
on-premises softw are alternat ives.

AI governance and softw are 
independence
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The Kyndryl Agent ic AI 
Framew ork is an approach 
that  empow ers organizat ions 
to be t ruly AI-nat ive. It  
reimagines w orkf low s, scales 
AI throughout  operat ions and 
integrates agents into an 
upskilled w orkforce.
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The FSS Leadership Exchange is 
hosted by Kyndryl. To learn more or 
to become a member of this 
community, please connect  w ith 
Stew art  Hyman on LinkedIn or send 
an email at  
stew art .hyman@kyndryl.com.

https://www.kyndryl.com/us/en
https://www.linkedin.com/in/stewart-hyman/
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