Al Leaders

Expert
Exchange

Executive summary
May 20, 2026




Q7 ansforming \Workforce
rrocesses and
Employee Education




Kvndryl Al Leaders Expert Exchange: Executive brief

“Organizations frequently fail
because leaders focus entirely
on the technology, completely
neglecting the fundamental
changes required in people and
operational processes.”

— Al Leaders Expert Exchange
Member

Key takeaways

Leaders are struggling to prove the
financial value of Al, especially beyond
efficiency gains into revenue impact
Governance remains a major challenge as
employees continue to use unauthorized
tools, creating risk exposure
Organizations must accelerate security
response cycles to keep pace with
emerging Al-driven threats

\Workforce and operating model
transformation is critical—technology
alone does not drive success

Implications

Traditional metrics are insufficient—new
frameworks are needed to measure Al
value (speed, quality, outcomes)

Risk management models must evolve to
balance control with employee-driven
innovation

Security risk is increasing due to faster,
more automated threat development and
response gaps

Organizations must invest in continuous
education and workflow redesign to fully
realize Al benefits

Key topics

Financial value of Al

Traditional financial frameworks fail to
capture productivity, risk avoidance, and
customer impact

Leaders are shifting toward localized,
outcome-based and use-case-driven
measurement models

Industry-specific metrics (e.g., healthcare
outcomes) complicate standard ROl models

Governance and risk

Employees frequently circumvent approved
tools, exposing enterprise data

Debate: strict enforcement vs. flexible,
risk-based governance models

Effective governance depends heavily on
organizational culture and monitoring
capabilities

Security and resilience

- Security teams face pressure to rapidly

accelerate patching and remediation cycles
Emerging threats may chain vulnerabilities
faster than legacy systems can respond
Shift toward protecting critical data paths
and isolating risk, not just patching systems

\Workforce transformation

Al success requires redesigning
workflows—not layering technology onto
existing processes

Empowering employees with tools
increases productivity but requires clear
education and guardrails

Organizations face tension between
efficiency gains and workforce restructuring
decisions




Learn more
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Agentic Al at scale: The CD&AI scorecard

Agentic Al delivers CD&AI success only when speed, trust and governance are engineered together.

Time-to-value and scale

(From pilots to enterprise workflows)

\What CD&Al leaders care about:
Speed from concept to production; ability to
scale beyond isolated use cases

\IVhat the research shows:

- Al-native enterprises move beyond
disconnected pilots by embedding Al at
the core of workflows, enabling faster
sensing, decision-making and action

- Agentic Al enables continuous
execution across systems — but only
when designed for enterprise-wide
orchestration, not one-off copilots

Implication: Speed comes from designing agentic
Al as a repeatable operating model, not as
experiments.

Reliability of outcomes

(Sustaining trust in Al decisions)

\What CD&AI leaders care about:
Consistency of decisions; confidence in Al-driven
outcomes over time

\\Vhat the research shows:

- Agentic Al introduces new risk
surfaces — including adversarial
prompts, poisoned data and opaque
decision paths that traditional
application security does not address

- Static, perimeter-based controls fail
when Al systems are adaptive,
autonomous and continuously learning

Implication: Outcome reliability requires
continuous controls embedded across the Al
lifecycle, not post-hoc validation.

Governance and auditability by design
(Scaling Al without losing trust)

\What CD&AI leaders care about:
Explainability, audit readiness, regulatory
alignment

\IVhat the research shows:

- Policy as code translates business rules
and regulatory requirements into
machine-enforceable guardrails that
govern how Al agents act

- This creates traceable, reviewable, and
explainable agent decisions — critical for
regulated and mission-critical
environments

Implication: Governance must move from
documentation to execution-level enforcement.

Sustainable operating model
(Autonomy with control, humans with agents)

\What CD&AI leaders care about:
Adoption at scale; clear decision rights;
manageable operating cost

\\What the research shows:

- Al-native organizations are built
around human-agent collaboration,
with clear boundaries on what agents
can do independently and when
humans intervene

- Treating security and governance as a
final checkpoint increases friction and
cost; agentic Al requires security and
policy embedded from design through
runtime

Implication: The winning model balances
autonomy and oversight — enabling scale
without chaos.
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