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Security leaders are confront ing a threat  environment  that  is 

moving faster than t radit ional vulnerability-management  

programs w ere designed to handle.

The rise of  f ront ier and agent ic  A I has intensif ied pressure to 

shorten remediat ion w indow s, automate more of  t he 

patching lifecyc le, and make boards more comfort able w it h 

t he operat ional d isrupt ion t hat  follow s.  

In In this context , CISOs are w orking through some targeted 

challenges:  

- Accelerat ing remediat ion w ithout  making resilience an 

afterthought  

- Involving boards in crisis planning 

- Employing st rategies like isolat ion and decept ion 

w here patching cannot  keep pace 

- Building the governance and engineering capability 

needed for AI-assisted development  

Kyndryl hosted a CISO Expert  Exchange to explore these 

issues and best  pract ices for approaching them. 

Reimagining remediat ion and 
resilience
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Security teams are compressing crit ical patch t imelines as AI-enabled at tackers 

shrink the distance betw een vulnerability discovery and exploitat ion. Some 

organizat ions st ill operate on monthly cycles for rout ine patching, w hile others are 

pushing f ive-day w indow s for crit ical, high and know n-exploited vulnerabilit ies. 

Several organizat ions have taken that  expectat ion direct ly to the board.  

Security leaders are framing rapid remediat ion as an enterprise risk decision, not  just  a 

technical one. Faster f ixes can disrupt  tools and processes, requiring st rong rollback 

discipline. Organizat ions are revisit ing business cont inuity plans, test ing manual 

operat ions during outages, and def ining minimum capabilit ies needed to sustain 

operat ions. For environments w ith technical debt  or complex applicat ion port folios, 

success extends beyond patch speed to building resilience? the ability to absorb 

disrupt ion and maintain essent ial services.

M ult ip le part ic ipant s st ated t hat  both t heir execut ives and boards are now  

expect ing t hem to break t hings on a regular basis as a result  of  Front ier A I. 

comfort able w it h t he operat ional d isrupt ion t hat  follow s. 

Remediat ion and resilience 
must  move faster, together 

4

0 20 2

Remediat ion 
Reimagined

AI Development  
Governance

Board Crisis 
Governance

Faster 
Resilience

M achine-Speed 
Defense

Beyond Patching| | | | | | |W hat  is the Kyndryl 
CISO Expert  Exchange?

Kyndryl cyber 
resilience servicess

How  Front ier AI is 

reshaping risk

https://www.kyndryl.com/us/en/insights/articles/2026/05/frontier-ai-cybersecurity
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Boards are engaged, but  their 
crisis role must  be bounded
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Part ic ipants emphasized that  boards are not  supposed to be 
making operat ional decisions in a tabletop exercise, but  that  
they have a dif f icult  t ime not  expressing an opinion on the 
right  direct ion and course of act ion.
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AI-enabled threats are generat ing board interest  that  security leaders have 
st ruggled to generate through ordinary tabletop exercises. Several part icipants 
described boards asking to part icipate more direct ly in business-cont inuity and 
incident- response simulat ions. CISOs w elcomed this development  because 
engaging boards in this w ay can increase their support  for funding, sharpen 
execut ive at tent ion and expose governance gaps before a real emergency.  

How ever, this opportunity comes w ith a pract ical challenge: Board members of ten 
enter simulat ions w ith the inst inct  to direct  the response rather than observe, ask 
oversight  quest ions and let  management  execute the plan. Part icipants emphasized 
that  tabletop exercises should be used to set  those expectat ions before a crisis.

In one example described by a part ic ipant , board members performed w ell 
during a real inc ident  w hen t hey w ere informed and allow ed t he operat ional 
response to proceed but  st ruggled during a later t abletop because t he st ructure 
inv it ed more direct  dec ision-making. The lesson for CISOs is t o design board 
part ic ipat ion intent ionally, make t he oversight -versus-operat ions boundary 
explic it  and t reat  t he exerc ise as a rehearsal for governance behavior as much as 
a test  of  t he technical response plan.    
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Patching alone 
cannot  solve 
machine-speed risk? 

You can?t  out-patch AI. The challenge 
is balancing rapid remediat ion w ith 
operat ional resilience.. 

CISO Expert  Exchange part icipant
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Reducing blast  
radius is becoming 
as important  as 
reducing 
vulnerabilit ies, w ith 
several part ic ipants 
highlight ing 
segmentat ion as a 
crit ical.

Part icipants w ere clear that  faster 

patching is necessary but  insuff icient , 

especially in operat ional technology, 

healthcare delivery, manufacturing, 

dist ribut ion, higher educat ion and 

heavily customized enterprise 

environments. Off- lining a plant , 

robot ics-enabled dist ribut ion center or 

clinical system can create more business 

risk than the vulnerability itself.  

As a result , organizat ions are being 

select ive about  w here select ive 

automat ion is?appropriate. The 

conversat ion is moving f rom 

vulnerabilit y management  alone 

tow ard cont inuous t hreat  exposure 

management , w here patching is one 

cont rol among many rather t han t he 

ent ire st rategy.? 



The same AI tools that  can st rengthen vulnerability detect ion are also expanding the 

at tack surface. Part icipants described developers and business users pulling in 

elements and components they do not  fully understand, w hile AI-generated coding 

behavior can t rigger security alerts because it  resembles non-human at tacker act ivity. 

Open-source components, vendor-managed libraries, and hidden dependencies are 

already dif f icult  to inventory, and AI-assisted coding increases the volume and speed 

at  w hich those dependencies can enter the environment .? 

In response, security teams are invest ing in applicat ion-security culture, AI-enabled 

code- review  tooling, stat ic and dynamic scanning, open-source dependency checks, 

and governance w orkf low s that  examine w hich data sources new  AI tools access 

before they move tow ard product ion.  

M ore broadly, securit y leaders are t ry ing to shif t  t heir t eams f rom a buy-f irst  

model t o one w it h st ronger engineering capabilit y. They are automat ing 

administ rat ive w ork, consolidat ing plat forms, building internal review  processes, and 

developing the skills to test  and tune AI capabilit ies rather than simply purchase 

another tool. The budget  conversat ion is becoming as much about  skill t ransformat ion 

and operat ing model maturity as it  is about  tooling. 

AI-assisted development  requires 
bet ter engineering and governance? 
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Suggest ions for defending at  
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The follow ing suggest ions for this dynamic era in security 
operat ions emerged from the discussion:

- Communicate to execut ives that  faster 
remediat ion comes at  a cost :broken tools, 
disrupted processes and the need for rapid 
rollback discipline.

- M ake explicit  to boards that  their role in tabletop 
simulat ions is to observe and learn, so that  these 
exercises are as much governance rehearsals as 
they are technical tests.

- M ove from patching alone to employing layered 
controls that  buy t ime, obscure fragile assets, and 
make at tacker movement  easier to detect .

- Shif t  security teams tow ard a focus on w orking to 
engineer proprietary, custom solut ions instead of 
buying third-party tools for every challenge.

Reallocat ing cybersecurity capital in 

the M ythos era

https://www.kyndryl.com/us/en/insights/articles/2026/05/frontier-ai-cybersecurity
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
https://www.cio.com/article/4193990/reallocating-cybersecurity-capital-in-the-mythos-era.html
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W hat  is the Kyndryl CISO 
Expert  Exchange?

The Kyndryl CISO Expert  Exchange is a curated, peer-driven program that  brings 
together CISOs and senior IT leaders for meaningful collaborat ion and shared learning. 
There are CISO Expert  Exchange communit ies in the U.S., Canada and Europe. 

The July 20 26  conversat ion w as moderated by Adeel Saeed, SVP, Technology Strategy 
and Execut ion M anagement  CTO, Global Cyber Resiliency at  Kyndryl.

Kyndryl cyber 
resilience services

|

Visit Kyndryl CISO Expert Exchange

Adeel Saeed
SVP, Technology Strategy and Execution M anagement 
CTO, Global Cyber Resiliency
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https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange
https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange
https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange
https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange
https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange


Kyndryl helps organizat ions t ransit ion from their current  infrast ructure to a 

high-performance, AI-nat ive future. Our security and resiliency services are designed 

to accelerate grow th and innovat ion, of fering scalable solut ions that  protect  data and 

AI assets, ensure compliance, and stay ahead of emerging threats. W e secure 

mission-crit ical infrast ructures and develop AI-nat ive capabilit ies by combining 

st rategic advice w ith hands-on execut ion, empow ering leaders to conf ident ly pursue 

grow th and innovat ion. Learn more at  Kyndryl.com.  

Kyndryl cyber resilience services
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