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Overview

A group of cross- indust ry CISOs 
convened to discuss the shif t ing 
landscape of enterprise resiliency. 
The conversat ion moved beyond 
t radit ional IT disaster recovery to 
focus on holist ic, business-centric 
st rategies. Part icipants agreed that  
w hile technical recovery is 
essent ial, t rue resiliency requires 
the ability to maintain operat ions 
during signif icant  disrupt ions, 
including cyberat tacks and 
third-party failures. 
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Resiliency Versus Disaster Recovery
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- One part icipant  observed that  
ow nership is of ten fragmented across 
the enterprise, w ith responsibilit ies 
split  betw een security of f icers and 
technology off icers, creat ing 
governance gaps in w hich those 
accountable for recovery lack the 
authority to execute it . 

- One retail execut ive def ined resiliency 
as the combinat ion of business 
cont inuity and disaster recovery, 
not ing that  w hile they are dist inct  
funct ions, they must  be synchronized 
under a unif ied oversight  f ramew ork 
to be effect ive. 

- A state government  execut ive 
highlighted the communicat ion gap 
betw een technical teams and business 
units, not ing that  security teams often 
def ine resiliency dif ferent ly than 
operat ional leaders, w ho focus on 
mission complet ion rather than server 
status.

- One part icipant  observed that  
ow nership is of ten fragmented across 
the enterprise, w ith responsibilit ies 
split  betw een security of f icers and 
technology off icers, creat ing 
governance gaps in w hich those 
accountable for recovery lack the 
authority to execute it .

?Resiliency is a 
cross-enterprise capabilit y 
expanding beyond disaster 
recovery. True resilience 
requires organizat ional 
alignment , c lear ow nership, 
and the abilit y to operate 
through dist ribut ions, not  just  
restore systems af ter an 
incident .? 
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- Part icipants from the public sector 
emphasized that , for their agencies, 
resiliency of ten involves physical 
safety operat ions, such as t raf f ic 
management , w hich require 
coordinat ion w ith emergency 
response teams rather than just  IT 
departments.
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Unblocking Cyber Resilience: The 
pow er of M ass Recovery M odeling

Learn more
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- The group ident if ied reliance on 
external vendors as a signif icant  
vulnerability, emphasizing that  vendor 
failure is of ten overlooked in internal 
planning and leaves organizat ions 
w ith few  opt ions.

- One execut ive noted the dif f iculty of 
managing risks w hen relying on major 
service providers, admit t ing that  
w hen a primary cloud service fails, the 
only opt ion is of ten to w ait  for the 
vendor to restore service.

- Part icipants conf irmed that  vendor 
select ion is of ten based on price rather 
than resiliency capabilit ies, w arning 
that  vendors w ho do not  invest  in their 
ow n recovery maturity pose a direct  
risk to the client  organizat ion.

- There w as consensus that  
organizat ions must  audit  their supply 
chain's ability to support  resiliency 
requirements, rather than assuming 
vendors w ill alw ays be available to 
support  business processes.

M anaging Third-Party Risks
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?W e have 40 ,0 0 0  
assessments that  w e maintain 
f rom the resiliency side. Our 
vendor risk management  
program focuses on business 
cont inuit y, partnering w ith the 
cont ract  ow ners and vendors 
to document  and test  
cont inuit y plans for crit ical 
services, and priorit izing 
resources based on business 
impact .? 

 ?  CISO Expert  Exchange M ember
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Defining M inimum Viable Operat ions
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- Execut ives st ressed the need to 
ident ify ?crow n jew els? and 
non-technical dependencies to 
ensure the company can funct ion 
during a digital outage, a concept  
referred to as the ?minimum viable 
company.?

- A healthcare execut ive explained that  
crit ical dependencies of ten involve 
non-technical services, such as food 
or linen supply, urging peers to look 
beyond softw are w hen def ining 
essent ial business funct ions. 

- A manufacturing leader described an 
execut ive exercise simulat ing a 
tw o-w eek enterprise softw are outage, 
w hich forced leadership to determine 
how  to process t ransact ions manually 
and maintain a ?minimum viable 
company? status.

- Based upon w ork w ith a variety of 
clients/ indust ries, Kyndryl SM Es 
advised shif t ing from an 
infrast ructure-centric view  to a 
business-centric view , focusing on the 
f inancial impact  of lost  services rather 
than just  the restorat ion of servers and 
applicat ions.

?In healthcare, business 
cont inuit y means the surgeon 
must  keep operat ing even if  
the IT systems go dow n.?
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- Part icipants acknow ledged the 
dif f iculty of this approach, w ith one 
manufacturing leader admit t ing that  
determining how  to survive manually 
during a long-term outage remains a 
tough, unsolved problem for many 
modern plants.

5 St rategies for M anaging 
Third-Party Risk

Learn more
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- The conversat ion revealed a spect rum 
of test ing maturity, ranging from 
standard tabletop exercises to 
physically disconnect ing systems to 
force reliance on backup processes 
and manual w orkarounds.

- One manufacturing execut ive shared 
a proact ive st rategy w here they 
disconnect  the enterprise from the 
internet  quarterly, forcing the 
business to rely on out-of-band 

communicat ion and manual shipping 
processes. This aggressive test ing 
approach required signif icant  
stakeholder buy- in, but  leadership 
accepted it  because they understood 
the potent ial implicat ions of failing to 
contain a real security event . 

- Another manufacturing part icipant  
suggested invit ing personnel f rom 
dif ferent  plant  locat ions to observe 
tabletop exercises, encouraging them 
to proact ively think about  resiliency for 
their ow n unique environments. 

Test ing and Validat ion Strategies
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?On a quarterly basis, w e pull 
the enterprise of f of the 
internet , forcing the business 
to operate in isolat ion and 
validate their abilit y to 
cont inue core operat ions like 
orders, planning, and 
shipping, w hile ensuring the 
securit y team is prepared to 
act  decisively if  needed.? 
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