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Overview
The recent  roundtable exchange brought  
together technology leaders across various 
indust ries discussing business resiliency 
across accountability, third?party risk, cloud 
st rategy, and data sovereignty amid 
geopolit ical uncertainty. W hile no single 
risk?ow nership model stood out , part icipants 
agreed resiliency hinges more on clear 
accountability, board visibility, and sustained 
investment  than on report ing st ructures. 
Discussion highlighted pressures from vendor 
concentrat ion, cloud and SaaS lock?in, supply 
const raints, and rising costs, driving a shif t  
f rom ?cloud f irst? to ?cloud smart? approaches 
such as select ive repatriat ion, mult i?cloud 
st rategies, and st ronger FinOps. Leaders also 
noted rising Canadian data residency 
requirements, t ighter hyperscaler cont racts, 
and renew ed interest  in domest ic capabilit ies, 
w hile recognizing the limits of full sovereignty 
in product ivity plat forms, AI, and global 
supply chains.
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Organizat ional st ructures of risk and security 
accountability

- Organizat ions take various 
approaches to w hether technology 
operat ions and cybersecurity risk 
should be centralized under a single 
leader or separated to maintain 
independent  oversight  and avoid 
conf licts of interest .

- Some leaders advocate combining 
technology infrast ructure and security 
funct ions into a single role report ing 
direct ly to the board of directors. They 
argue this consolidated st ructure 
creates valuable operat ional 
synergies and allow s the organizat ion 
to make focused, long-term 
investments in building a highly 
secure operat ing environment .

- Others prefer separat ing the chief 
informat ion of f icer and chief 
informat ion security of f icer roles into 
dist inct  report ing lines. Separat ing 
these funct ions creates a st ructural 
check and balance that  keeps both 
sides honest , ensuring that  security 
leaders do not  end up audit ing their 
ow n operat ional w ork.

- Leaders operat ing in highly regulated 
environments of ten rely on a 
dist ributed risk management  model in 
w hich business risk resides w ith 
operat ional, risk, or legal teams. In 
these decentralized models, 
maintaining close collaborat ion 
betw een security and operat ional 
departments is essent ial to present  a 
unif ied risk prof ile to oversight  
commit tees.

?There is an inherent  tension 
betw een combining 
operat ional and securit y 
teams to deliver services 
faster versus split t ing them 
apart  to create a necessary 
check-and-balance 
relat ionship.?

 ?  CIO Expert  Exchange M ember

- Regardless of the report ing st ructure, 
infrast ructure teams repeatedly bear 
the operat ional and f inancial burden 
of execut ing sudden, mandatory 
security upgrades. A common frict ion 
point  involves security teams raising 
urgent  vulnerabilit ies w ithout  
providing the necessary funding, 
highlight ing a crit ical best  pract ice to 
systemat ically budget  money and 
staf f capacity for unplannable risks.
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- Organizat ions are t ransit ioning from 
the automat ic adopt ion of external 
data host ing tow ard highly select ive 
deployments driven by cost  
containment , infrast ructure rightsizing 
and st rict  nat ional data sovereignty 
requirements.

- M embers shared that  mandates to 
move all systems and w orkloads to 
the cloud are being replaced by more 
nuanced, mixed host ing 
environments. M any leaders noted 
that  migrat ing legacy comput ing 
w orkloads w ithout  modernizing them 
often increases overall costs, 
prompt ing them to act ively evaluate 
w hich systems should remain in 
internal data centers.

- Geopolit ical tensions are forcing 
businesses to enforce st rict  
geographical boundaries on their 
sensit ive informat ion. Execut ives 
shared that  they now  mandate that  
their systems and highly sensit ive 
w orkloads reside st rict ly w ithin 
nat ional borders, and they 
increasingly require contracts to be 
signed exclusively w ith local vendor 
af f iliates.

- Due to escalat ing consumpt ion costs, 
several organizat ions are building 
FinOps models to just ify bringing 
specif ic technology w orkloads back 
into their ow n facilit ies. Leaders are 
carefully balancing the f lexibility of 
external plat forms against  long-term 
operat ional costs, elect ricity usage  
and the loss of direct  cont rol over their 
physical digital environments.

- To maximize the f inancial benef it  of 
external host ing, technology leaders 
emphasized the absolute necessity of 
act ively managing infrast ructure size. 
They highlighted that  cost  savings only 
materialize w hen f inancial operat ions 
teams rigorously monitor consumpt ion 
and automat ically turn of f unused 
test ing or development  environments 
outside of normal w orking hours.

Evolving data host ing st rategies and 
data sovereignty

?W e are act ively shif t ing aw ay 
f rom a rigid st rategy that  
priorit izes external host ing 
f irst , because paying for 
cont inuous consumpt ion is 
becoming increasingly 
expensive and exposes our 
data to global geopolit ical 
vulnerabilit ies.?

 ?  CIO Expert  Exchange M ember
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- Severe hardw are shortages and 
aggressive softw are pricing models 
are driving business leaders to 
reconsider single-vendor st rategies 
and explore innovat ive methods to 
extend the lifespan of exist ing 
corporate assets.

- Execut ives expressed frust rat ion w ith 
major hardw are suppliers w ho lack 
long-term supply st rategies amidst  
global manufacturing shortages. 
Part icipants noted that  vendors 
frequent ly respond to supply 
const raints simply by raising prices 
and advising clients to hoard 
equipment , leaving organizat ions 
st ruggling to ef fect ively plan their 
standard hardw are replacement  
cycles.

- To combat  rising equipment  
replacement  costs, infrast ructure 
teams are deploying advanced 
monitoring softw are to measure the 
actual health, bat tery life, and 
processing performance of devices. 
By ut ilizing this real-t ime data, 
organizat ions can safely delay 
replacing healthy machines and also 

reclaim unused softw are licenses, 
thereby reducing their immediate 
capital expenditures.

- W hile historically aggregat ing 
purchases has driven dow n costs, 
leaders w arned that  over-consolidat ion 
has int roduced dangerous single points 
of failure. M embers noted past  
experiences in w hich reliance on a 
single supplier caused crit ical 
operat ional disrupt ions, prompt ing a 
deliberate shif t  tow ard maintaining 
act ive contracts w ith mult iple 
compet ing vendors.

- By direct ing enterprise purchasing 
pow er tow ard domest ic businesses, 
leaders aim to st imulate the grow th of 
local art if icial intelligence innovat ions. 
Part icipants acknow ledged that  w hile 
these investments take years to show  
dividends, they remain crucial for 
building a compet it ive nat ional 
technology sector over the next  
decade.

M it igat ing supply chain vulnerabilit ies and 
vendor dependence

?The operat ional ef f ic iencies 
and f inancial benef it s of 
adopt ing a single technology 
provider must  now  be 
carefully w eighed against  the 
severe risk that  permanent  
vendor lock- in creates.?

?  CIO Expert  Exchange M ember

- To further reduce dependency on 
expensive commercial softw are, 
several organizat ions are adopt ing free, 
independent  softw are framew orks for 
non-crit ical operat ions. Leaders noted 
that  teams successfully ut ilize these 
open source solut ions to perform data 
visualizat ion and internal dashboard 
creat ion, reducing overall softw are 
licensing costs. Execut ives agreed that  
deploying these unmanaged tools 
requires ext reme caut ion, st rict  quality 
cont rol and dedicated internal staf f to 
provide ongoing maintenance and 
security support .
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To learn more about  the Kyndryl 
Canada CIO Expert  Exchange or to 
become a member of this community, 
please visit  this w ebsite.

https://www.kyndryl.com/ca/en/about-us/events/expert-exchange
https://www.kyndryl.com/ca/en/about-us/events/expert-exchange

	Q1 2026 CIO EE
	New Page
	Page 2
	Page 3
	Page 4
	Page 5
	New Page


