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Overview

Senior cybersecurity and 
technology leaders met  to discuss 
AI-era operat ing readiness, 
focusing on how  AI-driven 
vulnerability discovery is 
compressing the w indow  betw een 
discovery and exploitat ion and 
exposing the limits of legacy cyber 
models. Key themes included the 
breakdow n of t radit ional 
vulnerability management , the need 
to balance prevent ion w ith 
resilience, and the dif f iculty of 
governing rapid, uncertain change.
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The Collapse of Tradit ional Vulnerability M anagement

- There is an erosion of long-standing 
assumpt ions underpinning 
vulnerability management . AI-enabled 
models are now  capable of rapidly 
ident ifying, chaining, and 
operat ionalizing vulnerabilit ies across 
vendors and technologies. This shif t  
renders t radit ional patch priorit izat ion 
models, backlog tolerance, and 
compliance-driven metrics 
insuff icient . As a result , vulnerability 
backlogs are no longer view ed as 
technical debt  but  as act ive and 
compounding operat ional risk.

- The tension betw een discovery and 
remediat ion speed is a top-of-mind 
challenge for security leaders. W hile 
organizat ions have historically relied 
on predictable patch cycles and 
change w indow s, AI-driven 
exploitat ion compresses response 
t imelines beyond w hat  exist ing 
governance st ructures can 
accommodate. This creates an 
environment  w here even w ell- run 
programs st ruggle to keep pace. The 
implicat ion is a forced rethinking of 
w hat  ?acceptable exposure? means in 
pract ice.

- M any security and resiliency operat ing 
models have long recognized the 
existence of zero?day vulnerabilit ies 
and the reality that  patches are not  
alw ays immediately available. W hat  
has changed materially is the 
compression of the t ime betw een 
vulnerability discovery and 
exploitat ion. Historically, even w hen 
zero?days existed, organizat ions of ten 
benef ited from a longer mean t ime to 
exploit  once a vulnerability became 
know n, allow ing t ime to assess risk 
and apply patches w hen they w ere 
released. As that  w indow  cont inues to 
shrink, organizat ions are increasingly 
compelled to rely on compensat ing 
controls, isolat ion, and resilience 
measures alongside t radit ional 
patching. This shif t  int roduces more 
acute t radeoffs betw een availability, 
performance, and risk containment .

?The expectat ion is that  t ime 
to exploit  w ill drop into hours 
instead of days, w eeks, or 
months ?  and that?s 
something w e haven?t  dealt  
w ith before.?

 ?  Cory M usselman, 
Global CISO, Kyndryl

- There is a grow ing recognit ion that  
vulnerability management  is shif t ing 
from a discrete security funct ion to a 
cont inuous operat ional discipline. This 
evolut ion places new  demands on 
asset  visibility, exposure 
management , and real-t ime 
decision-making. How ever, 
accelerat ing response w ithout  
increasing fragility remains a core 
challenge. Leaders have 
acknow ledged that  speed w ithout  
cont rol can create its ow n form of 
systemic risk.

Outpacing risk: Securit y readiness 
for the AI era

Learn more
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- There is inherent  tension betw een 
exist ing IT and security processes and 
the need for rapid, high-conf idence 
act ion. M anual change controls, 
t icket ing w orkf low s, and approval 
boards are ident if ied as bot t lenecks 
under AI-driven threat  condit ions. 
W hile these controls w ere designed 
to reduce risk, they now  risk 
becoming sources of delay. This 
forces organizat ions to reconsider 
w hich safeguards remain f it  for 
purpose.

- An emerging pat tern across 
organizat ions is the creat ion of 
temporary w ar rooms to bypass 
t radit ional decision paths. These 
const ructs bring together security, IT, 
business, and risk leaders to make 
t ime-sensit ive decisions in the face of 
uncertainty. W hile ef fect ive in the 
short  term, they are not  seen as 
sustainable operat ing models. The 
implicat ion is a need to formalize 
decision rights more quickly w ithout  
inst itut ionalizing chaos.

- Organizat ions are seeing a shif t  tow ard 
t reat ing disrupt ion as inevitable rather 
than except ional. Some acknow ledge 
the challenge of realist ically 
maintaining perfect  upt ime in ext reme 
scenarios. This reframes cyber 
response from minimizing disrupt ion to 
choosing the least  damaging form of 
disrupt ion. As a result , resilience 
planning is becoming more explicit , 
deliberate, and business-aligned.

- Another risk is the human capacity and 
burnout  under sustained surge 
condit ions. The ant icipated volume of 
patches, alerts, and response act ions 
int roduces a st rain that  technology 
alone cannot  absorb. W hile 
automat ion and AI can assist , they also 
int roduce new  failure modes. This 
creates a delicate balance betw een 
augment ing teams and overw helming 
them.

Operat ing M odel St rain and the Limits 
of Process

?There?s only so much 
capacit y, and the human 
element  of surge is real ?  
burnout  is going to be a factor 
for everyone in this indust ry.?

 ?  Denis Villeneuve, Cyber 
Resilience and Connect ivit y 
Pract ice Leader, Kyndryl Canada
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- Ident ifying crow n jew els, crit ical 
business processes, and minimum 
viable operat ions are foundat ional to 
making fast  decisions. W ithout  this 
clarity, organizat ions risk either 
overreact ing or hesitat ing at  crit ical 
moments. This forces t ighter 
integrat ion betw een cybersecurity, 
business cont inuity, and enterprise 
risk disciplines.

- W hile defense- in-depth remains 
essent ial, reliance on common 
plat forms and providers int roduces 
correlated failure risk. No single 
control should be assumed infallible. 
As a result , resilience planning 
increasingly accounts for cont rol 
failure as a design assumpt ion rather 
than an except ion.

- The challenges associated w ith 
third-party and open-source exposure 
are renew ed in this era. Limited 
leverage over suppliers, opaque 
dependency chains, and incomplete 
softw are inventories complicate 
response efforts. This int roduces a 
st ructural asymmetry w here risk 
materializes faster than visibility. 
Organizat ions are therefore 
re-evaluat ing how  much unmanaged 
dependency they can tolerate.

Resilience, Containment , and the Shif t  
Beyond Patching

 ?One of the f irst  quest ions I 
got  f rom our board w as, ?Is 
this hype or is it  real?? From 
the conversat ions I?ve had ?  
it?s real.?

 ?  Cory M usselman, 
Global CISO, Kyndryl

Redef ining securit y for the agent ic 
AI era
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- There is a grow ing recognit ion that  
board engagement  must  evolve 
alongside the threat  landscape. 
Rather than present ing f ixed 
solut ions, leaders are increasingly 
f raming AI-era cyber risk as a 
discovery and learning journey. This 
approach priorit izes t ransparency 
over certainty, w hich has been noted 
as uncomfortable but  ult imately more 
credible.

- The governance cadence is changing 
under accelerated threat  condit ions. 
Annual or even quarterly risk 
assessments w ere view ed as 
insuff icient ly responsive. 
Organizat ions are exploring more 
frequent  reassessments to ref lect  the 
pace of change. This shif t  int roduces 
addit ional governance overhead but  is 
seen as necessary to avoid blind 
spots.

- Act ing too aggressively risks 
unnecessary disrupt ion, w hile moving 
too slow ly risks catast rophic exposure. 
Leaders are therefore being forced into 
nuanced t radeoff decisions w ith 
incomplete informat ion. This reality is 
reshaping how  accountability and 
decision authority are dist ributed.

- Execut ives are increasingly 
confront ing the reality that  no 
organizat ion w ill solve this challenge 
alone. Peer collaborat ion, shared 
learning, and ecosystem- level 
coordinat ion are essent ial to long-term 
resiliency.

Leadership, Governance, and 
Board-Level Reality

?This is becoming a 
board- level conversat ion 
because remediat ion speed is 
no longer a technical met ric ?  
it?s an operat ional risk 
report ing capabilit y.?

 ?  Denis Villeneuve, Cyber 
Resilience and Connect ivit y 
Pract ice Leader, Kyndryl Canada
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To learn more about  the Kyndryl 
Canada CISO Expert
Exchange or to become a member of 
this community, please
visit  this w ebsite.

https://www.kyndryl.com/ca/en/about-us/events/ciso-expert-exchange/canada
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