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Overview

A recent  roundtable discussion 
brought  together senior 
cybersecurity leaders to exchange 
st rategies for organizat ional 
defense and system reliability. 
M embers discussed rethinking 
business recovery st rategies, 
validat ing the security of external 
service providers, automat ing 
ident ity and access governance, 
managing the unique risks 
int roduced by autonomous art if icial 
intelligence programs, and 
balancing internal softw are test ing 
methodologies.
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Rethinking Business Resilience and Operat ional Recovery

- Execut ives must  t ransit ion from 
preparing for massive site failures to 
cont inuously test ing the reliability of 
individual business components and 
third-party services.

- One security leader argued that  the 
t radit ional approach of preparing for 
complete facility losses no longer 
sat isf ies modern audit ing 
requirements, w hich now  demand 
greater precision. Instead, 
organizat ions must  narrow  their focus 
to thoroughly understand how  
isolated events, such as losing login 
access to crit ical providers for tw elve 
hours, direct ly impact  overall 
corporate operat ions and w orkforce 
product ivity. 

- Part icipants generally agreed that  
def ining a minimum viable company 
helps organizat ions isolate the exact  
crit ical processes required to maintain 
fundamental operat ions during a crisis. 
By breaking complex environments 
into smaller, manageable segments, 
security teams can conduct  targeted 
technical exercises much more 
frequent ly and build greater 
conf idence in their localized recovery 
st rategies.

- Another part icipant  noted a signif icant  
disconnect  betw een business partners 
and technical realit ies, as 
non-technical execut ives of ten assume 
security systems remain available 
indef initely. Clearly communicat ing the 
actual recovery limitat ions of these 

?Resilience cannot  remain an 
annual test ing event ; it  must  
become an everyday 
operat ional realit y w here 
teams regularly evaluate 
crit ical business 
connect ions.? 

 ?  CISO Expert  Exchange M ember

plat forms has revealed new  
investment  opportunit ies, prompt ing 
the creat ion of secondary emergency 
access methods to ensure execut ives 
can connect  during w idespread 
outages.

The CEO t ipping point :  
reckoning w ith 
the new  realit y

Learn more
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- Organizat ions st ruggle to accurately 
measure the security of external 
service providers, relying on a mix of 
independent  compliance 
cert if icat ions and direct  system 
test ing, but  feeling that  there is room 
for improvement .

- A debate emerged regarding the t rue 
value of independent  compliance 
cert if icat ions provided by external 
softw are vendors. One part icipant  
expressed deep skept icism about  
relying on these standard reports, 
w arning the group that  t rust ing them 
alone creates a false sense of security 
about  the actual f inancial and 
operat ional risks external providers 
int roduce to the business

- Leaders shared diverging view s on 
their pract ical ability to independent ly 
test  external plat forms for dangerous 
vulnerabilit ies. One execut ive 
highlighted their past  success using 
independent  rew ard programs and 
ethical hackers to force external 
vendors to f ix security gaps. Others 
from smaller organizat ions argued they 
completely lack the negot iat ing 
leverage required to demand such 
aggressive test ing rights.

- There w as interest  in using AI to 
create engaging and informat ive 
security t raining videos, providing 
a scalable solut ion to educate 
employees on security pract ices. 
The AI video-generator tool ment ioned 
during the conversat ion w as 
Synthesia.

Validat ing External Service Provider 
Security

?How  much inf luence do w e 
as consumers of c loud 
applicat ions t ruly have over 
the defensive posture of our 
service providers?? 
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Automat ing Ident ity Governance and Access Review s

- Companies are aggressively 
upgrading their user access 
governance from manual 
spreadsheets to automated systems 
that  enforce st rict  cont rols and 
immediately remove inact ive 
accounts.

- One execut ive shared a highly 
successful t ransit ion from a manual 
spreadsheet  review  system that  
suffered from low  part icipat ion to a 
modern, fully automated plat form. 
This st rategic shif t  immediately 
achieved full management  
part icipat ion across the company and 
exposed hundreds of excessive user 

permissions, w hich the security team 
quickly revoked, drast ically reducing 
the organizat ion's overall vulnerability 
footprint .

- W hile at tendees st rongly agreed on 
the value of automat ion, one 
part icipant  w arned against  t reat ing 
access review s merely as a rout ine 
compliance exercise designed solely 
for auditors. They argued that  
execut ives must  priorit ize building a 
st rong foundat ional process that  
ensures the immediate, automated 
removal of access the moment  an 
employee changes roles or departs the 
company.

"If  managers assign and 
remove user permissions 
correct ly in the f irst  place, 
auditors w ould f ind 
absolutely nothing lef t  to 
review .?
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Secure AI innovat ion starts w ith 
t rust

- To combat  the dangerous buildup of 
excessive permissions w hen staf f 
members sw itch departments, 
experts recommended linking ident ity 
plat forms direct ly into sensit ive 
administ rat ive environments. Tracking 
the last  act ive login date provides 
irrefutable evidence for removing 
human access, though at tendees 
conceded this measurement  proves 
dif f icult  to apply to automated system 
accounts that  lack t radit ional login 
behaviors.

Learn more
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- The rapid corporate adopt ion of 
autonomous art if icial intelligence 
systems int roduces an urgent  
governance challenge, as current  
tools fail to monitor programs that  
independent ly alter their ow n 
behaviors.

- One member raised a concern about  
the aggressive deployment  of art if icial 
intelligence systems across their 
enterprise environment . They 
highlighted a severe lack of 
commercial tools capable of 
ef fect ively managing the scope of 
access for autonomous programs that  
communicate direct ly w ith other 
systems, operate w ithout  human 
oversight , and execute tasks using 
shared company data.

- The group discussed how  to 
accurately assess the long-term risk 
of these emerging technologies 
before grant ing them netw ork access. 

One leader suggested that  governance 
teams could successfully rely on a 
thorough init ial risk assessment  to fully 
understand the program's intended 
funct ion, assigning a st rict  expirat ion 
date to its access to prevent  
unchecked future act ivit ies.

- How ever, others disagreed w ith this 
simplif ied approach, arguing that  
art if icial intelligence systems remain 
uniquely complex, specif ically because 
they adapt  cont inuously based on new  
inputs. An automated program init ially 
authorized for a specif ic task might , 
over t ime, change its funct ion 
independent ly, leaving security teams 
completely blind to its evolving act ions 
and new ly acquired data permissions.

Governing Autonomous Art if icial 
Intelligence Programs

?W hen autonomous programs 
ut ilize their ow n feedback 
loops to learn and 
communicate, w hose context  
actually carries through the 
chain of communicat ion??

 ?  CISO Expert  Exchange M ember
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- Organizat ions balance dif ferent  
internal softw are test ing st rategies, 
debat ing w hether to provide full 
system access to testers or require 
them to operate blindly to simulate 
real-w orld at tacks.

- Part icipants shared diverse st rategies 
for test ing the security of their internal 
applicat ions and explored the 
benef its of providing testers w ith 
complete system know ledge. One 
member noted they provide their 
test ing teams w ith full architectural 
documents and source code, 
priorit izing the discovery of all 
possible vulnerabilit ies over 
simulat ing a blind external at tack.

- Conversely, other at tendees argued for 
alternat ive approaches, not ing they 
start  their test ing teams w ith zero 
system know ledge to observe how  
external threats might  navigate the 
environment . How ever, they agreed 
that  if testers encounter signif icant  
roadblocks, grant ing them part ial 
access w ould ensure the exercise 
cont inues to produce valuable insights 
w ithin the designated t imeframe.

- The conversat ion also highlighted the 
grow ing importance of securing 
applicat ion programming interfaces, 
w hich connect  dif ferent  softw are 
systems behind the scenes. Security 
leaders agreed that  these interfaces 

Balancing Internal Softw are Test ing M ethodologies

?W e supply our internal 
test ing teams w ith 
comprehensive system 
architecture documents so 
they can expose every 
possible vulnerabilit y before 
w e launch.?

?  CISO Expert  Exchange M ember

Agent ic AI w orkf low  governance 
for t rusted deployment  of 
mission?crit ical AI agents

require the exact  same rigorous test ing 
applied to t radit ional consumer-facing 
applicat ions, as they represent  hidden 
pathw ays that  malicious actors 
frequent ly target .

Learn more

https://www.kyndryl.com/us/en/about-us/news/2026/02/policy-as-code-agentic-ai-governance
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To learn more about  the Kyndryl 
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this community, please
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