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Overview

Senior cybersecurity and 
technology leaders met  to discuss 
how  front ier AI is accelerat ing 
vulnerability discovery, 
compressing remediat ion t imelines, 
and put t ing pressure on t radit ional 
cyber operat ing models.

The conversat ion focused on 
priorit izing crit ical vulnerabilit ies, 
validat ing compensat ing controls, 
managing third-party and SaaS 
exposure, and balancing security 
urgency w ith business resilience.
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- Part icipants agreed that  t radit ional 
patching and maintenance w indow s 
are becoming increasingly dif f icult  to 
defend for crit ical and act ively 
exploitable vulnerabilit ies. Several 
organizat ions are now  evaluat ing or 
target ing 24-  to 48 -hour act ion 
w indow s for the highest- risk 
scenarios, part icularly w here 
exposure, exploitability, and business 
crit icality intersect .

- To support  faster response, 
organizat ions are broadening access 
to vulnerability data. Rather than 
relying on security teams as the 
central bot t leneck, applicat ion, 
infrast ructure, and front line 
operat ions teams are being given 
more direct  visibility into dashboards, 
asset  context , and remediat ion 
queues. This ref lects a shif t  f rom 
centralized vulnerability management  
to dist ributed operat ional ow nership.

- Part icipants noted that  priorit izat ion 
must  move beyond severity scores 
alone. Leaders described recalibrat ing 
risk models to account  for asset  
crit icality, external exposure, data 
sensit ivity, privilege impact , 
exploitability, t ime to exploit , and the 
presence or absence of compensat ing 
controls. Ident ity systems, 
internet-facing assets, and operat ional 
cont rol planes w ere consistent ly 
view ed as requiring the highest  level of 
at tent ion.

Compressing Vulnerability Remediat ion 
Timelines

"W e previously operated on a 
model w here crit ical system 
updates needed to occur 
w ithin tw o w eeks, but  that  
t imeline is simply no longer 
fast  enough."
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- The group discussed w hether some 
patches should be applied more 
automat ically, w ith remediat ion 
resources shif ted tow ard f ixing issues 
after deployment . W hile this approach 
may reduce exposure w indow s, 
part icipants also noted that  ?patch 
now , f ix later? is not  appropriate for 
every environment , part icularly w here 
applicat ion instability, manufacturing 
disrupt ion, or core business-service 
outages could create material 
operat ional impact .

3



- W hen immediate patching is not  
possible, part icipants emphasized the 
importance of compensat ing controls 
that  reduce exposure and limit  blast  
radius. These include segmentat ion, 
isolat ion, hardening, 
phishing- resistant  authent icat ion, 
privileged-access controls, external 
at tack-surface reduct ion, and t ighter 
cont rol of internet-facing services.

- Part icipants also discussed more 
precise applicat ion- level cont rols, 
including allow - list ing and 
schema-based rest rict ions that  limit  
expected methods, parameters, 
content  types, and data st ructures. 
These controls can reduce the 
opportunity for at tackers to explore 
behavior outside know n applicat ion 
boundaries w hile teams w ork through 
remediat ion.

- A recurring lesson w as that  
compensat ing controls must  be 
validated, not  assumed. Several 
leaders described the value of 
automated test ing, cont inuous 
penetrat ion test ing, and internal 
red-team style validat ion to determine 
w hether defensive layers actually w ork 
in complex environments.

- Part icipants noted that  defenders can 
gain an advantage by using automated 
test ing tools internally, enriched w ith 
know ledge of their ow n assets, 
vulnerabilit ies, netw ork architecture, 
and business context . This allow s 
teams to ident ify missing secondary 
controls, validate at tack paths, and 
priorit ize remediat ion based on real 
exposure rather than theoret ical risk.

- The group also discussed emerging 
uses of AI to support  defensive act ion, 
such as generat ing detect ion logic or 
virtual-patching signatures. 
Part icipants saw  promise in these 
approaches but  caut ioned that  false 
posit ives, noisy outputs, and 
operat ional impact  st ill require human 
review  and careful tuning.

Validat ing Compensat ing Controls 
Through Cont inuous Test ing

"Focus heavily on maintaining 
your mit igat ing cont rols and 
limit ing the blast  radius, 
because those protect ive 
layers w ill buy you valuable 
t ime."

 ?  CISO Expert  Exchange M ember
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- Part icipants highlighted that  
third-party and SaaS risk is becoming 
more direct  and urgent  as 
remediat ion t imelines compress. 
M any organizat ions depend on 
crit ical vendors for essent ial business 
processes but  have limited visibility 
into w hether those suppliers can 
patch, virtually patch, or otherw ise 
mit igate vulnerabilit ies at  the pace 
now  expected.

- Leaders discussed moving beyond 
generic compliance quest ionnaires 
tow ard more targeted supplier 
engagement . One emerging approach 
is to f irst  def ine minimum viable 
operat ions and ident ify the suppliers 
that  support  those essent ial services. 
This allow s organizat ions to priorit ize 
direct  cybersecurity discussions w ith 
the vendors that  mat ter most  to 
operat ional cont inuity.

- Part icipants noted that  cont ractual and 
pract ical leverage over crit ical 
suppliers can be limited, part icularly 
w hen vendor patching t imelines do not  
align w ith internal remediat ion 
expectat ions. This is prompt ing 
organizat ions to reassess supplier 
expectat ions around t ransparency, 
incident  escalat ion, evidence of 
remediat ion, and response t imelines.

- External risk- rat ing and monitoring 
plat forms w ere discussed as one w ay 
to infer supplier security posture from 
observable internet-facing signals. 
Part icipants acknow ledged that  these 
tools can provide useful evidence for 
vendor conversat ions, but  also noted 
that  they may not  reveal internal 
applicat ion risk, operat ional 
dependencies, or unexposed 
vulnerabilit ies.

M anaging Third-Party, SaaS, and Supply Chain 
Exposure

"W e have crit ical business 
processes dependent  on key 
vendors, but  w e of ten have 
no w ay to conf irm they are 
securing their environments 
in a reasonable fashion."
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- The group also discussed the likelihood 
of subsequent  supply-chain w aves. 
Larger technology providers may be 
bet ter posit ioned to absorb the cost  
and operat ional burden of AI-enabled 
vulnerability discovery, w hile smaller 
softw are, SaaS, and open-source 
providers may face greater pressure if 
they lack access to comparable tooling 
or remediat ion capacity.
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- Part icipants emphasized that  
accelerated remediat ion must  be 
balanced against  business cont inuity, 
user experience, and operat ional 
stability. Frequent  reboots, short  
restart  w indow s, and fragmented 
patch deployment  can disrupt  
meet ings, reduce product ivity, and 
create pushback if not  managed 
carefully.

- Organizat ions are experiment ing w ith 
dif ferent  enforcement  models, 
including t ime-zone-aw are patching, 
end-of-day reminders, limited 
postponement  opt ions, countdow n 
w arnings, and more aggressive 
restart  policies for the most  crit ical 
issues. The appropriate model 
depends on business context , 
endpoint  type, exposure, and the 
effect iveness of surrounding controls.

- The group noted that  some 
environments cannot  absorb disrupt ion 
in the same w ay as standard corporate 
endpoints. In manufacturing, OT, 
crit ical infrast ructure, or other 
cont inuous operat ions environments, 
uncoordinated maintenance can create 
revenue loss, safety risk, or service 
disrupt ion. Part icipants agreed that  
security act ion must  be risk-based and 
aligned to business impact , not  blindly 
enforced.

- Part icipants also discussed scenarios 
w here patches may not  be available 
quickly, including end-of- life systems, 
open-source dependencies, and 
operat ional technology environments. 
In these cases, isolat ion, monitoring, 
hardening, virtual patching, and 
recovery planning become essent ial 
parts of the response st rategy.

Balancing Remediat ion Speed w ith Business 
Resilience

"If  you start  to disrupt  the 
business too much, no mat ter 
how  important  of a cyber 
issue it  is, you are not  
funct ioning as a business 
anymore."

?  CISO Expert  Exchange M ember

- Leaders reinforced that  resilience 
planning must  move beyond execut ive 
tabletop exercises. Organizat ions need 
technical and operat ional drills that  
test  runbooks, recovery sequencing, 
failover assumpt ions, escalat ion paths, 
and cross-funct ional decision-making 
under pressure.

- Part icipants also st ressed the 
importance of f iltering vendor hype 
from pract ical act ion. Rather than 
responding to fear-based messaging, 
organizat ions are focusing on 
fundamentals: asset  visibility, exposure 
management , cont rol validat ion, 
incident  readiness, and the ability to 
cont inue operat ing through disrupt ion.
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To learn more about  the Kyndryl 
Canada CISO Expert
Exchange or to become a member of 
this community, please
visit  this w ebsite.

https://www.kyndryl.com/ca/en/about-us/events/ciso-expert-exchange/canada
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