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Kvndryl Al Leaders Expert Exchange: Executive brief

Key takeaways Key topics
- Leaders aligned on rising security and
operational risk from rapid Al-driven Security and risk VVendor and architecture
development - Al accelerates code creation faster than - Demand for experimentation conflicts
- Human oversight remains essential to traditional security models can absorb with enterprise compliance needs
maintain context, quality and - Leaders split on retrofitting controls - Debate: rigorous evaluation versus
regulatory control versus rethinking the SDLC end-to-end rapid adoption to avoid market lag
- VVendor and architecture decisions - Embedding security and architecture - Agnostic architectures protect against
must balance speed, compliance and rules into Al inputs reduces downstream lock-in and enable platform switching
long-term flexibility risk
Implications Human oversight
- Security risk now scales with - Automation without intervention quickly
automation velocity, not headcount degrades business context
- Operating model discipline is as critical - Regulated industries require tighter
as Al tooling human control thresholds
- Architecture choices determine future - Maturity path: full review - monitored
agility and control confidence-based oversight

“The development time is shorter, but the risk is higher because humans cannot keep up with the rate
at which automated tools turn out code.”

— Al Leaders Expert Exchange Member
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Agentic Al at scale: The CD&AI scorecard

Agentic Al delivers CD&AI success only when speed, trust and governance are engineered together.

Time-to-value and scale

(From pilots to enterprise workflows)

\What CD&Al leaders care about:
Speed from concept to production; ability to
scale beyond isolated use cases

\IVhat the research shows:

- Al-native enterprises move beyond
disconnected pilots by embedding Al at
the core of workflows, enabling faster
sensing, decision-making and action

- Agentic Al enables continuous
execution across systems — but only
when designed for enterprise-wide
orchestration, not one-off copilots

Implication: Speed comes from designing agentic
Al as a repeatable operating model, not as
experiments.

Reliability of outcomes

(Sustaining trust in Al decisions)

\What CD&AI leaders care about:
Consistency of decisions; confidence in Al-driven
outcomes over time

\\Vhat the research shows:

- Agentic Al introduces new risk
surfaces — including adversarial
prompts, poisoned data and opaque
decision paths that traditional
application security does not address

- Static, perimeter-based controls fail
when Al systems are adaptive,
autonomous and continuously learning

Implication: Outcome reliability requires
continuous controls embedded across the Al
lifecycle, not post-hoc validation.

Governance and auditability by design
(Scaling Al without losing trust)

\What CD&AI leaders care about:
Explainability, audit readiness, regulatory
alignment

\IVhat the research shows:

- Policy as code translates business rules
and regulatory requirements into
machine-enforceable guardrails that
govern how Al agents act

- This creates traceable, reviewable, and
explainable agent decisions — critical for
regulated and mission-critical
environments

Implication: Governance must move from
documentation to execution-level enforcement.

Sustainable operating model
(Autonomy with control, humans with agents)

\What CD&AI leaders care about:
Adoption at scale; clear decision rights;
manageable operating cost

\\What the research shows:

- Al-native organizations are built
around human-agent collaboration,
with clear boundaries on what agents
can do independently and when
humans intervene

- Treating security and governance as a
final checkpoint increases friction and
cost; agentic Al requires security and
policy embedded from design through
runtime

Implication: The winning model balances
autonomy and oversight — enabling scale
without chaos.
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