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Overview

Senior technology leaders recent ly 
met  at  the Kyndryl AI Leaders 
Expert  Exchange to discuss AI 
adopt ion, security, and pract ical 
deployment  st rategies. Key topics 
included managing security risks in 
rapid code generat ion, ensuring 
human oversight  in automated 
w orkf low s, and w eighing ?build 
versus buy? decisions w hen 
evaluat ing vendor solut ions.

Host

Rob Reynolds 
Vice President , Data and AI 
US Consult
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Key t akeaw ays  
- Leaders aligned on rising security and 

operat ional risk f rom rapid AI?driven 
development

- Human oversight  remains essent ial to 
maintain context , quality and  
regulatory control 

- Vendor and architecture decisions 
must  balance speed, compliance and 
long?term f lexibility

Implicat ions
- Security risk now  scales w ith 

automat ion velocity, not  headcount  
- Operat ing model discipline is as crit ical 

as AI tooling
- Architecture choices determine future 

agility and control

Key topics

Securit y and risk
- AI accelerates code creat ion faster than 

t radit ional security models can absorb
- Leaders split  on ret rof it t ing controls 

versus rethinking the SDLC end?to?end
- Embedding security and architecture 

rules into AI inputs reduces dow nstream 
risk 

Human oversight
- Automat ion w ithout  intervent ion quickly 

degrades business context  
- Regulated indust ries require t ighter 

human control thresholds
- M aturity path: full review  ?  monitored 

conf idence?based oversight  

Securit y and risk
mit igat ion

Execut ive brief

Kyndryl AI Leaders Expert  Exchange: Execut ive brief 

 ?The development  t ime is shorter, but  the risk is higher because humans cannot  keep up w ith the rate 
at  w hich automated tools turn out  code.? 

 ?  AI Leaders Expert  Exchange M ember

Vendor and architecture
- Demand for experimentat ion conf licts 

w ith enterprise compliance needs
- Debate: rigorous evaluat ion versus 

rapid adopt ion to avoid market  lag
- Agnost ic architectures protect  against  

lock?in and enable plat form sw itching

Human oversight Vendor select ion Scorecard



Security and risk mit igat ion in automated code generat ion
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- Part icipants overw helmingly agreed 
that  rapid code generat ion int roduces 
unprecedented security challenges, 
prompt ing a debate betw een relying 
on exist ing test ing procedures versus 
reimagining the softw are 
development  process.

- Some expressed deep concern that  
t radit ional security teams cannot  keep 
pace w ith the sheer volume of code 
generated by automated systems. 
They noted that  independent ly test ing 
ident ical code through mult iple 
dist inct  security scanners yielded 
hundreds of new ly int roduced 
vulnerabilit ies each t ime, highlight ing 
signif icant  enterprise blind spots.

- Countering this alarm, others argued 
that  these fundamental vulnerabilit ies 
already exist  w ith human developers. 
They suggested organizat ions should 
rely on their established test ing 
w orkf low s to mit igate these issues 
rather than view ing automated 
generat ion as a threat  requiring totally 
new  security paradigms.

- One member of fered a diverging view , 
arguing that  simply ret rof it t ing new  
tools into legacy test ing processes is 
ent irely insuff icient . Instead,  they 
proposed that  organizat ions must  
completely reimagine their softw are 
development  f ramew orks from init ial 
requirements to f inal deployment  to 
ensure automat ion is safely integrated.

?The development  t ime is 
shorter, but  the risk is higher 
because humans cannot  
keep up w ith the rate at  
w hich automated tools turn 
out  code.? 

 ?  AI Leaders Expert  Exchange 
M ember

- Addressing the broader impact , 
another execut ive quest ioned 
w hether automated tools  actually 
deliver meaningful speed 
improvements for complex enterprise  
applicat ions. They noted that  w hile 
simple tasks accelerate, t radit ional 
enterprise development  remains 
highly complex, requiring cont inuous 
staf f educat ion to safely manage new  
security vulnerabilit ies applicat ions. 
They noted that  w hile simple tasks 
accelerate, t radit ional enterprise 
development  remains highly complex, 
requiring cont inuous staf f educat ion 
to safely manage new  security 
vulnerabilit ies.

Unlock your Inside Edge w ith Kyndryl 
Agent ic AI Digital Trust  

Learn more

Securit y and risk
mit igat ion

Execut ive brief Human oversight Vendor Vendor select ion Scorecard

https://www.kyndryl.com/us/en/services/cyber-resilience/governance-risk-compliance/ai-digital-trust?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/services/cyber-resilience/governance-risk-compliance/ai-digital-trust?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/services/cyber-resilience/governance-risk-compliance/ai-digital-trust?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary


Balancing automat ion w ith human oversight

5

- The group reached a st rong consensus 
that  human intervent ion remains crit ical 
to operat ional success, though 
part icipants dif fered on how  to best  
implement  this oversight  across varying 
organizat ional maturity levels.

- Kyndryl Host  Rob Reynolds emphasized 
that  unchecked automated systems 
quickly lose business context  and 
int roduce unw anted errors if lef t  to build      
independent ly. He advised organizat ions 
to mandate cont inuous collaborat ion 
betw een w orkers and systems to ensure 
f inal outputs remain highly accurate and 
contextually relevant  to the business.

- Highlight ing varying indust ry risk 
tolerances, a member noted that  highly 
regulated organizat ions cannot  
irresponsibly deploy fully automated 
operat ions into live product ion 
environments. They suggested that  
oversight  procedures must  remain highly 
f lexible, adapt ing specif ically to the 

experience level of the staf f and the 
st rictness of the surrounding 
regulatory environment .

- One member shared a progressive 
maturity f ramew ork for gradually 
reducing manual oversight  over t ime. 
They recommended start ing w ith 
complete human review  to build 
operat ional conf idence scores, 
eventually t ransit ioning to a monitored 
model w here humans only review  the 
f inal outputs once the system 
consistent ly proves its reliability.

- Others caut ioned that  relying too 
heavily on external vendors for 
automated applicat ion support  creates 
massive organizat ional blind spots. 
They argued that  organizat ions must  
hold their senior internal developers 
fully accountable for totally 
understanding the generated code 
before assuming any vendor 
modif icat ions are safe to implement .

?W e should use automated 
tools to amplify our people, 
not  replace them, because 
the longer you let  the system 
operate w ithout  human 
intervent ion, the further it  
loses context .? 

?  AI Leaders Expert  Exchange 
M ember

- Expanding on the need for cont inued 
human involvement , Kyndryl Host  Rob 
Reynolds noted that  automated 
test ing demands high-quality init ial 
inputs from human w orkers. He 
explained that  t rue accelerat ion 
requires humans to w rite 
except ionally clear init ial 
requirements, w hich the automated 
system then uses to create rigorous 
test  cases and self-healing 
framew orks.

Securit y and risk
mit igat ion

Execut ive brief Human oversight Vendor select ion Scorecard



- The conversat ion revealed diverging 
st rategies for acquiring external      
technology, cont rast ing the desire for 
exhaust ive internal vendor test ing      
against  the immediate business need 
to deploy enterprise-grade solut ions      
quickly.

- M embers highlighted the severe 
operat ional bot t leneck caused by 
employees request ing numerous 
unapproved experimental tools. They 
quest ioned how   compliance-focused 
organizat ions could safely balance the 
overw helming volume of employee 
requests to experiment  w hile st ill 
enforcing rigid enterprise security 
standards across the business.

- To successfully address rest rict ive 
vendor lock- in, several execut ives      
advocated for building agnost ic 
architectural f ramew orks that  allow       
companies to seamlessly sw itch 
betw een dif ferent  foundat ional      
technologies. A healthcare execut ive 

noted this f lexible infrast ructure is      
crucial for protect ing sensit ive medical 
records, as it  st rict ly cont rols user 
access.

- One member shared a highly 
comprehensive evaluat ion st rategy, 
recommending that  organizat ions start  
broadly by test ing mult iple compet ing 
tools in secure, isolated environments. 
Follow ing rigorous legal, internal      
licensing and st rict  security review s, 
the organizat ion eventually narrow s 
the broad select ion dow n to one or tw o 
scalable enterprise plat forms.

- Conversely, one member forcefully 
argued against  prolonged internal 
test ing periods, assert ing that  
resource-const rained companies 
absolutely cannot  af ford to w aste 
months evaluat ing rapidly changing 
tools. They f irmly advised select ing a 
compliant  enterprise plat form quickly 
and deploying it  immediately to avoid 
signif icant ly falling behind market  
advancements.

Vendor select ion and st rategic architecture
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?Organizat ions should 
universally buy foundat ional 
tools for general enterprise 
use, and build customized 
solut ions only w here they 
possess a unique 
compet it ive advantage.? 

? AI Leaders Expert  Exchange 
M ember

- In further discussion of corporate 
acquisit ion st rategies, a senior 
execut ive emphasized that  
contemporary organizat ions should 
adopt  a more nuanced approach rather 
than limit ing themselves to the binary 
decision of building or buying. They 
suggested companies crit ically 
evaluate w hether they explicit ly need 
to buy, build, or extensively extend 
exist ing vendor plat forms by 
integrat ing them deeply w ith 
proprietary corporate data.

Securit y and risk
mit igat ion

Execut ive brief Human oversight Vendor select ion Scorecard
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Reliabilit y of  outcomes

(Sustaining t rust  in AI decisions)

W hat  CD&AI leaders care about :
Consistency of decisions; conf idence in AI?driven 
outcomes over t ime

W hat  the research show s:
- Agent ic AI int roduces new  risk      

surfaces ?  including adversarial 
prompts, poisoned data and opaque      
decision paths that  t radit ional 
applicat ion security does not  address

- Stat ic, perimeter?based controls fail 
w hen AI systems are adapt ive, 
autonomous and cont inuously learning

Implicat ion: Outcome reliability requires 
cont inuous controls embedded across the AI 
lifecycle, not  post?hoc validat ion.

Governance and audit abilit y by design

(Scaling AI w ithout  losing t rust)

W hat  CD&AI leaders care about :
Explainability, audit  readiness, regulatory 
alignment

W hat  the research show s:
- Policy as code t ranslates business rules 

and regulatory requirements into 
machine?enforceable guardrails that  
govern how  AI agents act

- This creates t raceable, review able, and 
explainable agent  decisions ?  crit ical for 
regulated and mission?crit ical 
environments

Implicat ion: Governance must  move from 
documentat ion to execut ion?level enforcement .

Agent ic AI at  scale: The CD&AI scorecard
Agent ic AI delivers CD&AI success only w hen speed, t rust  and governance are engineered together.

Sustainable operat ing model

(Autonomy w ith control, humans w ith agents)

W hat  CD&AI leaders care about :
Adopt ion at  scale; clear decision rights; 
manageable operat ing cost

W hat  the research show s:
- AI?nat ive organizat ions are built  

around human?agent  collaborat ion, 
w ith clear boundaries on w hat  agents 
can do independent ly and w hen 
humans intervene

- Treat ing security and governance as a 
f inal checkpoint  increases frict ion and 
cost ; agent ic AI requires security and 
policy embedded from design through 
runt ime

Implicat ion: The w inning model balances 
autonomy and oversight  ?  enabling scale 
w ithout  chaos.

Time?to?value and scale

(From pilots to enterprise w orkf low s)

W hat  CD&AI leaders care about :
Speed from concept  to product ion; ability to 
scale beyond isolated use cases

W hat  the research show s:
- AI?nat ive enterprises move beyond      

disconnected pilots by embedding AI at  
the core of w orkf low s, enabling faster 
sensing, decision?making and act ion

- Agent ic AI enables cont inuous      
execut ion across systems ?  but  only 
w hen designed for enterprise?w ide 
orchest rat ion, not  one?off copilots

Implicat ion: Speed comes from designing agent ic 
AI as a repeatable operat ing model, not  as 
experiments.

Securit y and risk
mit igat ion

Execut ive brief Human oversight Vendor select ion Scorecard
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Kyndryl Inc. in the United States and/ or other 
countries. Other product  and service names may 
be t rademarks of Kyndryl Inc. or other companies.

This document  is current  as of the init ial date of 
publicat ion and may be changed by Kyndryl at  
any t ime w ithout  not ice. Not  all of ferings are 
available in every country in w hich Kyndryl 
operates. Kyndryl products and services are 
w arranted according to the terms and condit ions 
of the agreements under w hich they are provided.

The AI Expert  Exchange is hosted by Kyndryl. 
Please contact  Rob Reynolds 
(rob.reynolds@kyndryl.com) w ith any 
quest ions about  Kyndryl or this Exchange.

Addit ional  Resources:

Securit y

- Redef ining security for the agent ic AI era

AI and policy as code

- Journey to AI Nat ive

- Policy As Code -  Art icle

- Policy As Code Homepage

https://www.kyndryl.com/us/en
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/secure-agentic-ai.pdf?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/resources/papers/journey-toward-ai-native?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/resources/papers/journey-toward-ai-native?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/resources/papers/journey-toward-ai-native?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/resources/papers/journey-toward-ai-native?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/in/en/insights/articles/2026/03/policy-as-code-agentic-ai?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/in/en/insights/articles/2026/03/policy-as-code-agentic-ai?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/in/en/insights/articles/2026/03/policy-as-code-agentic-ai?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/in/en/insights/articles/2026/03/policy-as-code-agentic-ai?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/in/en/insights/articles/2026/03/policy-as-code-agentic-ai?utm_medium=direct&utm_source=sales&utm_content=thoughtleader&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/campaign/policy-as-code?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/campaign/policy-as-code?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/campaign/policy-as-code?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
https://www.kyndryl.com/us/en/campaign/policy-as-code?utm_medium=direct&utm_source=sales&utm_content=webpage&utm_term=AIEE-ExecSummary&utm_campaign=KAIWW&utm_placement=AIEE-ExecSummary
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