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Overview

In the Kyndryl Security & Resiliency 
Expert  Exchange held on February 
27, 20 25,  security execut ives from 
mult iple indust ries and countries 
convened to discuss regulat ion, 
risk, and vendor compliance 
management . 

Key discussion areas included the 
importance of top-dow n 
approaches to compliance, the 
challenges of operat ional risk 
management , and the complexit ies 
of third and fourth-party risk 
management . 
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Security execut ives are shoring up 
resilience measures to meet  regulat ions 
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- Security leaders are bolstering their 
resilience efforts in the face of 
increasing regulat ions, including 
DORA, NIS2 and others. 

- For global companies, these efforts 
are essent ial as there are more than 
160  countries w ith more than 10 0  
dif ferent  regulatory requirements. To 
keep pace, companies need to be 
w orking at  three dif ferent  levels: The 
European Union level, the country 
level, and the indust ry level. Several of 
the members pointed out  that , 
although they may be headquartered 
in, or operate in, countries that  are not  
in the EU (e.g., Sw itzerland or Poland), 
they must  st ill maintain compliance 

for the rest  of Europe, even if they 
aren?t  technically part  of the EU.
  

- M any CISOs are under pressure to 
ensure their companies are compliant , 
especially as the risk of not  complying 
may become prohibit ively cost ly. 
Furthermore, for many board members 
compliance is personal because they 
can be held personally responsible for 
a security breach, and its f inancial 
repercussions.

- Regardless of w hether their company 
is direct ly subject  to DORA regulat ions, 
execut ives are proact ively taking steps 
to ensure the necessary compliance is 
in place, that  helps them to enhance 

?At  the end of the day, it?s 
binary, right? You are 
compliant  or not . And if  
you?re not  compliant , 
somebody?s going to come 
af ter your pocket , so w e?d 
bet ter be compliant? 
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their business' operat ional resilience. 
Some companies in highly regulated 
indust ries already have security 
measures in place to meet  other 
requirements, w hile others are 
recognizing the security risks of not  
taking proact ive steps, even if DORA 
compliance is not  mandatory.

Shoring Resiliency M easures Security M aturity Journeys Navigat ing Third and Fourth Party Risk Expert  Exchange  

Can One M anaged Securit y Service 
Provider Handle All Securit y 
Operat ions?

Learn more

https://view-su2.highspot.com/viewer/15e11608e0677a86daf4da8d5638fb08


- The at tending execut ives from various 
indust ries are at  dif ferent  stages of their 
compliance maturity journeys. Those in 
highly regulated indust ries, such as 
banking and f inance, tend to be more 
advanced in their digital maturity due to 
their prolonged engagement  w ith digital 
regulat ions. Several execut ives highlighted 
that  their indust ries are not  only 
addressing DORA but  are also responding 
to various other regulat ions, leading to a 
more mature approach to compliance.

- In response to a quest ion about  init iat ing 
their compliance journey, a couple of 
execut ives recommended engaging one of 
the consult ing f irms to conduct  a gap 
analysis. Leaders emphasized the 
importance of approaching compliance 
and resilience from the "top-dow n" rather 
than the "bot tom-up." This st rategic 
approach involves ident ifying the most  
mission-crit ical, "minimum viability" 
business operat ions f irst  and expanding 

outw ard, rather than start ing from the 
point  of a breach and playing "catch 
up"

- A new  discipline is emerging in 
security and resilience, focusing on 
operat ional risk management . 
Execut ives expressed that  many 
employees in regulatory organizat ions 
of certain countries are merely public 
servants and lack understanding of the 
technological aspects of operat ional 
risk, resilience, and security. This 
def iciency in background and security 
skills leads to confusion and ineffect ive 
engagement  w ithin the country.

M aturity journeys vary by indust ry and company 
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?I think one of the main 
challenges is you need to be 
able to show case and 
evidence f rom the top dow n 
that  everything you have done 
and designed is based on your 
business needs. And if  you are 
t rying to exclude some of the 
dollar requirements using the 
proport ionalit y principle, you 
w ill fail dramat ically. If  you 
take the pragmat ic approach 
of bot tom up, you w ill fail 
because you cannot  af ford to 
be DORA compliant .? 
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- A major hurdle for companies st riving for 
DORA compliance is that  their operat ions 
of ten rely on third-party vendors, w hose 
security measures they cannot  control or 
enforce. As a result , a company may be 
compliant , but  a vendor or partner might  
not  be.

- The size of the vendor can impact  
compliance but  doesn?t  guarantee security. 
M ost  companies are using one of the 
major tech companies as vendors (e.g., 
M icrosoft , Google, Salesforce, etc.) In the 
example of the Crow dStrike breach, many 
companies that  use those third-party 
vendors w ere af fected, even those that  are 
already highly regulated, such as the 
airlines.

- An execut ive pointed out  that  once 
fourth-party vendors are involved, t racking 
and reinforcing resilience becomes nearly 
impossible, as many of these vendors may 
not  even be aw are of how  their w ork is 
used or w hich companies are using it . This 
highlights the importance of approaching 

compliance and resilience from a 
"top-dow n" rather than a "bot tom-up" 
perspect ive. This st rategic approach 
focuses on ident ifying the most  
mission-crit ical, "minimum viability" 
business operat ions f irst  and 
expanding outw ard, rather than 
start ing from the point  of a breach and 
playing "catch-up."

- The conversat ion highlighted the 
necessity for clear communicat ion and 
contractual obligat ions w ith 
third-party providers to mit igate risks. 
It  w as noted that  smaller vendors 
might  st ruggle to meet  these 
standards, creat ing a balance betw een 
maintaining high security and not  
overburdening smaller suppliers.

Navigat ing Complexity and Challenges in Third 
and Fourth Party Risk M anagement  
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?It?s one of the more challenging 
areas. It?s important  to know  
how  your crit ical third-party 
providers are running their 
operat ions, right? And if  you 
think about  the applicat ion 
development , and applicat ion 
co-development  that?s 
done? how  are they managing 
that  securit y w hen they?re doing 
that  co-development? There are 
a lot  of smaller players, and they 
can?t  necessarily af ford the 
same level of securit y or cont rols 
in how  they operate 
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