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Overview

In this exchange, CIOs and CTOs 
from leading f inancial services 
organizat ions discussed crit ical 
challenges and perspect ives on 
cloud sovereignty, st rategic cloud 
adopt ion, and art if icial intelligence 
(AI) implementat ion w ithin the 
f inancial services sector. The 
conversat ion underscored the 
complex digital t ransformat ion 
landscape, emphasizing the need 
for robust  cont rols, adaptable 
st rategies, and informed 
decision-making amid evolving 
technological and geopolit ical risks.
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- Dipa Velagapudy out lined a 
framew ork based on four core 
principles, emphasizing that  t rue 
sovereignty requires addressing each 
area, not  just  isolated controls like 
common encrypt ion. This f ramew ork 
includes data sovereignty (safe 
t ransfer, locat ion, integrity, retent ion), 
technical sovereignty (encrypt ion, 
micro-segmentat ion, air-gapped 
systems), operat ional sovereignty 
(skill management , third-party access, 
incident  handling), and assurance 
sovereignty (zero t rust , disaster 
recovery, auditability of w orkloads).

- Part icipants agreed that  the priority of 
addressing challenges presented in 
the framew ork, part icularly around 
data access, ow nership, and control, 
w as accurate and mirrored their ow n 
organizat ion's painful experiences in 
ensuring third-party controls.

- Despite claims by some public cloud 
providers that  encrypt ion alone 
ensures sovereignty, part icipants 
st ressed that  netw ork providers 
remain a risk. Building t ruly air-gapped 
systems is ext remely dif f icult  w hen 
connect ivity to the cloud is required, 
posing a complex problem w ithout  an 
easy solut ion. 

Cloud sovereignty is a 
concept  w ith diverse 
interpretat ions, necessitat ing 
a comprehensive f ramew ork 
for ef fect ive implementat ion.

 

- Implement ing all necessary controls 
for full cloud sovereignty is expensive. 
Organizat ions should therefore assess 
w hich w orkloads t ruly require 10 0 % 
sovereignty versus those that  can 
operate w ith few er controls, 
balancing security w ith cost .
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Perspect ives on Sovereign Cloud

Learn more

https://www.kyndryl.com/content/dam/kyndrylprogram/cs_ar_as/perspectives-sovereign-cloud.pdf


Strategic Approaches to Cloud Adopt ion
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- Cloud adopt ion is deemed inevitable, 
w ith part icipants urging organizat ions 
to stop resist ing and instead focus on 
how  they w ill embrace it  in a w ay that  
aligns w ith business needs. This is 
part icularly t rue as certain providers 
like M icrosoft  incent ivize cloud use 
through licensing and product  
roadmaps that  favor cloud versions of 
softw are products.

- Follow ing a penetrat ion test , one 
organizat ion discovered that  its 
primary cloud plat form posed the 
greatest  security risk, leading to 
immediate mit igat ion ef forts including 
micro-segmentat ion and encrypt ion.

- W hile execut ive commit tees 
acknow ledge the importance of 
resilience and controls, securing 
funding for environmental 
st rengthening remains a dif f icult  
internal discussion. Nevertheless, the 
Digital Operat ional Resilience Act  
(DORA) has helped allocate some 
budget  for vulnerability assessments 

and third-party risk management , 
though it  also uncovered addit ional 
needs.

- A crit ical challenge is the slow er pace 
of mindset  change w ithin technology 
teams compared to the rapid evolut ion 
of risks. Tabletop exercises and 
penetrat ion tests are ef fect ive 
methods for early vulnerability 
ident if icat ion and for educat ing 
personnel, helping to shif t  
perspect ives on security.

- A signif icant  challenge in cloud 
environments is managing the supply 
chain, a lesson reinforced by recent  
global events. Organizat ions must  
develop robust  plans for managing 
suppliers, assessing risks, and devising 
clear exit  st rategies, even if complete 
portability is not  feasible.

Embracing cloud technology 
is becoming unavoidable for 
many organizat ions, 
necessitat ing careful 
st rategic planning and 
cont inuous adaptat ion.

 

- To mit igate vendor lock- in and foster 
compet it ion among providers, many 
large organizat ions choose to 
implement  a mult i-cloud st rategy, 
ut ilizing tw o or even three cloud 
providers. This approach, w hile 
requiring signif icant  internal resources 
and diverse skill sets, can lead to 
more favorable pricing and greater 
cont rol over service agreements.

- To maintain control and ensure 
potent ial portability, it  is crucial to 
avoid fully adopt ing a single cloud 
provider?s nat ive toolchain for crit ical 
funct ions such as security, 
conf igurat ion posture management , 
applicat ion monitoring, security event  
management , release pipelines, and 
especially key management . This 
st rategic decision allow s 
organizat ions to retain f lexibility and 
mit igate vendor dependence.
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Foundat ions and Challenges in 
AI Implementat ion
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- AI sovereignty is a broad concept  that  
extends beyond data, encompassing 
an organizat ion's ent ire infrast ructure, 
w orkforce, and the complete AI 
lifecycle, f rom model t raining to 
deployment  and use. One member 
suggested that  every country should 
consider establishing its ow n 
sovereign AI cloud, but  the reality of 
immense investments in 
infrast ructure and w orkforce 
development  is a signif icant  obstacle.

- AI is a signif icant  driver for cloud 
adopt ion, as the necessary 
processing pow er and advanced 
solut ions are of ten not  feasible to 
implement  on-premise. This pushes 
organizat ions, even hesitant  ones, 
tow ards cloud environments.

- Organizat ions of ten face internal 
resistance, w ith some advocat ing for 
on-premise AI capabilit ies and others 

priorit izing rapid cloud adopt ion for 
business value, acknow ledging that  
many AI projects may not  yield 
tangible results. To accelerate 
explorat ion, some organizat ions are 
enabling access to mult iple AI 
plat forms and models (e.g. Bedrock, 
Vertex, Copilot , Gemini) in the cloud to 
quickly test  business cases.

- Effect ive data governance is 
foundat ional for successful AI 
implementat ion. AI models are only 
precise w hen fed w ell-st ructured and 
properly format ted data, w hich of ten 
requires signif icant  ef fort  to revisit  and 
prepare exist ing content , especially 
unst ructured data like manuals or 
FAQs.

- Early successes w ith internal AI 
applicat ions, such as chatbots for call 
centers or OCR for invoices, have 

Implement ing AI solut ions 
requires substant ial 
foundat ional w ork, 
part icularly concerning data 
governance and the 
management  of 
organizat ional expectat ions.
 

created an appet ite for adopt ion 
w ithin organizat ions. How ever, they 
have also exposed the need to 
st rengthen access controls and data 
architecture. This highlights that  w hile 
business demand for AI is not  yet  
overw helming, it  is expected to grow  
rapidly once the benef its become 
evident .

- A signif icant  challenge is managing 
often ?unjust if ied expectat ions? that  
AI can serve as a panacea for all 
problems. These expectat ions lead to 
inf lated init ial budgets and projects 
that  fail to deliver expected outcomes. 
Organizat ions must , therefore, focus 
on validat ing use cases that  
demonstrate real value, w hether 
through customer service 
improvements or cost  savings, to 
ensure responsible and effect ive AI 
adopt ion. AI literacy t raining for users 
is also crucial to maximize the 
effect iveness of AI tools like Copilot .

         Approaches to cloud adopt ion AI implementat ion foundat ion Cloud sovereignty



©  Copyright  Kyndryl, Inc. 20 25

Kyndryl is a t rademark or registered t rademark of 
Kyndryl Inc. in the United States and/ or other 
countries. Other product  and service names may 
be t rademarks of Kyndryl Inc. or other companies.

This document  is current  as of the init ial date of 
publicat ion and may be changed by Kyndryl at  
any t ime w ithout  not ice. Not  all of ferings are 
available in every country in w hich Kyndryl 
operates. Kyndryl products and services are 
w arranted according to the terms and condit ions 
of the agreements under w hich they are provided.

The Leadership Exchange for 
Financial Services is hosted by 
Kyndryl. Please contact  Andre Put ter 
or Dipa Velagapudy w ith any 
quest ions about  Kyndryl or this 
Exchange.

https://www.kyndryl.com/us/en
https://www.linkedin.com/in/andre-putter/
https://www.linkedin.com/in/andre-putter/
https://www.linkedin.com/in/wiem-sabbagh-4b8822a7/?originalSubdomain=ch

	FSS Leadership Exchange - Jun 17, 2025
	New Page
	New Page
	New Page
	Page 4
	Page 5
	New Page


