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The fintech frontier

Navigating the emerging technology terrain
shaping the future of finance

\When | was once asked as a regulator to define
“fintech,” my — admittedly cheeky — answer
was: it’s just “finance.” If you’re not leveraging
technology in finance today, you're not

really competing.

Fintech is advancing across a frontier where competition and conver-
gence across new technologies and geopolitical realities are defining the
terrain for financial leadership.

Throughout my career at the nexus of innovative technologies and na-
tional security — whether as an Army officer preparing for chemical
weapons threats or as a regulator promoting payments innovation — I've
witnessed how cutting-edge technology forges competitive advantages
for allies and adversaries alike.

The lesson is clear: those who recognize the strategic potential of emerg-
ing technologies and harness them thoughtfully will reap competitive
benefits. Those who hesitate or chase hype without guardrails risk being
left behind, exploited, or facing other existential risk. For example, those
companies that use customer analytics feature 19 times for profitability
than those which do not, and strong innovation cultures within organi-
zations drive much more successful digital transformations.! Failures like
Kodak?, Blockbuster?, Blackberry?, or Pets.com® have showcased the
consequences of not adapting products and business models to technical
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innovations, while collapses of once-thought-in-
dustry-titans Theranos® and FTX’ underscore that
tech adoption without guardrails or governance can
kill a company.

Unlike past frontiers, we don’t have the luxury of
choosing whether to explore this technological fron-
tier. We're already immersed in a digital landscape
that undergirds our communications, operations, and
— in the case of digital assets — can define the very
nature of property, instruments, and services.

Being tech savwy is no longer an option,
but a mandate.

The stakes are high. Fintech revenues are projected
to grow three times faster than traditional banking
and flaunt massive consumer adoption including
across emerging markets®. Entire blocs like the
BRICS nations are pursuing alternatives to tradition-
al financial rails to bypass the U.S.-centric financial
system, while the U.S. dollar’s share of global foreign
exchange reserves has declined to its lowest point
since 1994°, | have also seen those unprepared to
address the radical shifts in risk exposures and dig-
ital attack surfaces find themselves stripped of mil-
lions, even billions, in intellectual property, sensitive
data, and financial assets. The global call to innovate
is unmistakable.

Financial executives face unprecedented conver-
gences: advanced computing and Al-driven decision
engines enabling real-time analytics, programmable
money reshaping cross-border payments, and quan-
tum computing threatening current cryptographic
foundations. Simultaneously, aging core systems
struggle to keep pace, dynamic cyber threats evolve
faster than defenses can adapt, and financial crim-
inals exploit vulnerabilities across expanding dig-

ital terrain.

This is the financial frontier — where technological
innovation, market disruption, and geopolitical reali-
ties converge to create both unprecedented oppor-
tunity and existential risk.

To thrive on this frontier, companies will need more
than cutting-edge tech. They'll need strategies to
manage risk without inadvertently smothering its re-
wards. Now is the time to survey these frontier tech-
nologies and organize approaches to leverage them.

Quantum and edge computing

Advances in computation, such as quantum and
edge computing, provide infrastructure to super-
charge the speed and complexity of thinking under-
lying digital applications like artificial intelligence.
\Where quantum handles the immensely com-

plex, edge makes it immediate and at the point of
consumer need.

Quantum systems can assess millions of variables
simultaneously to generate unprecedented model-
ing of complicated scenarios and interdependen-
cies. Companies harnessing quantum can create
hyper-personalized services and enhanced fraud
detection and stress testing that were previously im-
possible to model efficiently™.

Institutions like JPMorgan
Chase, Goldman Sachs,
and Turkey’s Yapi Kredi
Bank are pioneering
quantum algorithms for

portfolio optimization,
options pricing, and risk
calculations promising
to compress weeks of
classical computation
into minutes.



These benefits are moving from theoretical to prac-
tical applications. Institutions like JPMorgan Chase",
Goldman Sachs'?, and Turkey’s Yapi Kredi Bank™ are
pioneering quantum algorithms for portfolio optimi-
zation, options pricing, and risk calculations prom-
ising to compress weeks of classical computation
into minutes.

Edge computing changes where financial intelli-
gence operates - instead of processing everything
in centralized data centers hundreds of miles away,
computational power moves to the point of need.
Think smart ATMs approving complex loan appli-
cations instantly, trading systems executing deci-
sions on the exchange floor without delay, or mo-
bile apps generating investment advice even with
poor connectivity.

However, organizations must account for risks
threatening security and user privacy. Quantum
computing will break many current cryptograph-

ic methods, potentially making much of today’s
encrypted traffic essentially public by potentially
2035". Meanwhile, thousands of edge devices can
drastically increase digital attack surfaces while
challenging data sovereignty.

Organizations should look now toward quan-
tum-ready infrastructure and secure edge deploy-
ments. They can partner with hyperscalers and those
piloting quantum-as-a-service platforms on specific
use cases like fraud detection, and explore inte-
grating edge computing at high value touchpoints
like trading floors and mobile banking while lever-
aging zero-trust'® security frameworks to mitigate
potential compromises.

Most critically, companies must begin thinking
about a years-long post-quantum cryptography
migration, beginning with steps similar to those
we took in the government'®: an inventory of cryp-
tographic dependencies and a phased timeline to
move to quantum-resistant algorithms before the
“cryptographic cliff” arrives.

Al and autonomous finance

In no technological arena is the tension across op-
portunity and risk more evident than in Al. Al and
machine learning has increasingly become a key fea-
ture in finance, whether in robo algorithmic trading,
chatbots in customer services, or transaction moni-
toring and compliance. Financial services spending
on Al is projected to almost triple to almost $100
billion by 2027.7

Advances in generative and agentic Al have un-
locked vast potential through democratized access
and greater usability. With natural language as the
new user interface, compounded by the scale and
reach of automation, both employees’ and custom-
ers’ experiences will see new efficiency opportuni-
ties. Imagine Al agents that monitor global markets
while you sleep and automatically rebalance portfo-
lios to hedge against overnight geopolitical shocks,
or that pre-screen mortgage offers and then negoti-
ate the best fit product.

But risks also loom large. The same advanced
models that can create vaccines could foster devel-
opment of biological agents. Al-driven cyber tools
supporting code audits and automated vulnerabil-
ity management could also scale malicious cyber
operations, which nations like Iran'™ are already ex-
perimenting with. Image and voice generation tools
create deepfakes fueling unprecedented fraud cam-
paigns, evident in social manipulation scams and
phishing in Europe rising 156% and 77%" respec-
tively in 2024.



Autonomy also introduces vulnerability. \With current
Al systems’ significant capability comes also great
capacity to be misled??. These vulnerabilities are
exacerbated by Al’'s challenges with explainability,
bias, and procyclicality? that could reinforce errone-
ous decisions.

Organizations must be deliberate in integrating
governance frameworks in their use of Al, which

is why the White House directed creation of tools
like NIST’s Al Risk Management Framework?2.
Otherwise, agentic Al's speed and complexity can
create blind spots in compliance and security mon-
itoring and enable cascading impacts that corrupt
critical operations.

\WWe must invest in building blocks to better oversee
these models, as well as to address the current au-
thenticity crisis. Agentic Al cannot work if we remain
rooted in a reality where we cannot trust that indi-
viduals, content, transactions, and machines online
are real or that sensitive data remains private.

\IWe are past voice and selfie-based verification be-
ing reliable. In this digital age, cryptography-ground-
ed systems of digital identity?® must be the founda-
tion of trust. Companies should invest in using digital
identity verification solutions like verifiable creden-
tials and strong access management controls for
sensitive operations, as well as in privacy enhancing

In a market flooded
with Al applications and
automation, firms that

can prove transparency,
security, and ethical Al will
win trust and customer
loyalty in the long run.

technologies that permit analysis without compro-
mising data confidentiality.

These “trust-tech” primitives needed to ensure ap-
proach security, integrity, and accountability against
exploitation in the use of technologies like Al have
not yet been built or deployed at scale. But there’s

a business interest in doing so. In a market flooded
with Al applications and automation, firms that can
prove transparency, security, and ethical Al will win
trust and customer loyalty in the long run.



Programmable money and tokenization

Digital assets and blockchain-based innovations
form the last major terrain feature on the fintech
frontier, presenting a vision to revolutionize how val-
ue moves by enabling cross-border transfers with
reduced reliance on intermediaries like banks and
nearly instant settlement.

Touting a market cap around $4 trillion2?, interest in
digital assets continues to climb. AlImost 40%?%2° of
surveyed Chief Financial Officers see cryptocurren-
cy improving cost and time efficiencies compared to
traditional finance, and 137 countries?® are exploring
central bank-issued digital currencies.

Some of the more groundbreaking aspects of block-
chain involve making money programmable and the
development of smart contracts. \\With programma-
bility, developers can build technological features
that can enhance security and compliance with pre-
cision and transparency required for counterparties
and regulators.

Conditional payments, automated escrow services,
and built-in compliance like sanctions screen-

ing are all possible with blockchain innovations.
Tokenization of real-world assets - like real estate,
commodities, bonds, art, and intellectual property

- offers potential for enhanced liquidity and access
through digital marketplaces.

However, significant challenges remain. Leaders
must keep a constant eye on the evolving regulatory
landscape as they evaluate digital asset services.
With recent stablecoin legislation and capital market
legislation under development, | always encourage
industry leaders to engage with policymakers on
requirements affecting them. Strike while the iron

is hot; make sure your voice is heard before policy

is finalized.

Organizations must also carefully consider the na-
scent maturity of much of the digital asset indus-
try. Despite blockchain’s risk mitigating features
like transparency of the blockchain ledger, cryp-
tocurrency remains a significant risk in areas like
money laundering, cybersecurity, and consumer

exploitation.?” This is generally not an inherent
fault of “blockchain” but instead of some players
across the industry sporting weak compliance and
security frameworks.?8

\While compliance is programmable, most devel-
opers choose not to build in these features. The
largest heist in history just occurred this year when
North Korean cyber actors stole $1.5 billion2° from a
cryptocurrency exchange. Romance and investment
scams con consumers out of billions®° using crypto.
The lack of serious movement to be able to recover
these funds or drive improvements in security across
the sector at scale underscore major challenges
currently presented by decentralized finance like the
lack of clear lines of accountability, inability to recov-
er assets, and regulatory arbitrage across borders.

Let me emphasize that these are solvable problems,
which | also think will benefit from more mature
institutions and regulators engaging with digital as-
sets. Though | am enheartened to see how conver-
sations and compliance solutions have evolved over
the past decade, it needs a kickstart to accelerate
investment in the trust-tech solutions needed for
greater market transparency and security, like digi-
tal identity frameworks and improved standards for
blockchain wallets and key management.




The road ahead

The fintech frontier is not a destination to approach
leisurely - it is ground we're already standing on. The
convergence of advanced computing, Al, program-
mable money, and shifting geopolitical currents is
reshaping finance in real time.

Those who lead successfully will drive competitive
edge by pairing technological ambition with delib-
erate investments in organizational, security, and
governance building blocks of trust. This means
preparing for post-quantum migration before the
cryptographic cliff arrives, integrating zero-trust
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