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Overview

In this Expert  Exchange session, 
several CISOs convened to discuss 
generat ive AI implementat ions, 
concerns around AI, and 
governance of internal AI use. The 
agenda w as created based on 
advance interview s w ith 
part icipants.
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- Regardless of indust ry, most  
companies are implement ing 
generat ive AI, machine learning and 
automat ion in various w ays. The 
group members shared a number of 
use cases they are pilot ing, w ith 
examples including improving 
manufacturing process quality and 
providing more expedited customer 
service.

- CISOs commonly use tools included 
w ith many "big box" technology 
solut ions or, in some cases, create 
their LLM s to keep company data 
w alled of f f rom open-sourced 
generat ive AI tools. It  is somet imes 
dif f icult  to use big box tools because 
the company can't  put  its security 
set t ings in place. A member described 
how  it  seems like vendor solut ions 
"are black boxes w ith intent ionality,"so 
it 's essent ial to monitor how  a tool 
performs in the actual environment  it  
needs to before fully commit t ing to it .

- One CISO described their 
decision-making process regarding AI 
tools as having three decisions to 
make: w hat  the tool does for the 
company's security f rom an offensive 
perspect ive, w hat  it  does for the 
company's security f rom a defensive  
implemented to rew ard posit ive 
cybersecurity behaviors and penalize 
risky act ions, using incent ives and 
disciplinary measures to promote a 
security- rich culture.

Generat ive AI is inevitable
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?W e had 48 6  generat ive AI 
projects around the business 
last  year. Only 13 passed the 
assessment  stage of the 
project  to be funded and 
moved forw ard. Either the 
qualit y is not  there, or you?re 
stepping all over privacy 
issues and it 's not  w orth 
dealing w ith this." 

? CISO Expert  Exchange 
M ember 
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Generat ive AI implementat ion comes w ith concerns
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- W hile generat ive AI can come w ith a 
lot  of promise, it  also involves a lot  of 
challenges. Company execut ives and 
board members may be interested in 
exploring new  use cases but  lack an 
understanding of w hat  AI use entails 
and the measurable value gained from 
implementat ion. (e.g., if even 20  
percent  of company operat ions w ere 
performed by generat ive AI, the pow er 
needed to run those data centers 
w ould be ast ronomical).  

- Another concern is the ethics, liability, 
and security issues surrounding 
keeping humans in the 
decision-making loop. An execut ive 
explained that  if you take humans out  
of the equat ion, then it?s just  one AI 
talking to another AI. It?s up to the 
business to decide the threshold for AI 
involvement  in decisions. In many 
cases, leaders f ind generat ive AI 
solut ions unreliable for many business 
decisions that  need to be made, 
highlight ing the need for ongoing 
human involvement .

?How , as securit y 
pract it ioners, are w e put t ing 
cont rols in place? There are a 
million dif ferent  models and 
hyper-specif ic ones. How  do 
w e assess those models' risk 
and drive tow ards more 
consistent  use of vet ted 
models?? 

? CISO Expert  Exchange 
M ember.

- Concerns around costs and security 
are prompt ing organizat ions to do 
thorough vet t ing of any use cases. 
Especially given the dif ferent  
understandings of w hat  AI is, there 
are of ten bet ter, simpler solut ions 
than AI. In many instances, AI is not  
necessary for business.
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- The CISOs discussed creat ing 
governance st ructures and guardrails 
to safeguard the use of generat ive AI 
by employees w ho may have a broad 
range of understanding and interest  in 
the new  tools. For companies that  
both serve other client  companies (as 
technology consultants, for example) 
but  also produce some of their 
products, it  is essent ial to put  policies 
in place for data sharing (or not) in 
LLM s. 

- M any organizat ions are codifying 
formal acceptable use policies (AUPs) 
so that  employees know  how  to use 
company data safely. A member 
pointed out  that  it  is of ten easy to tell 
w hen low er- level employees or 
applicants to the company are using 
generat ive AI because the quality is so 
bad.

- One w ay leaders are int roducing and 
beginning to w ork w ith the new  
technology is by creat ing w alled-off, 
bespoke areas w here their teams can 
safely w ork w ith their data. This has 
addit ional benef its beyond security. 
One member pointed out  that  using the 
company's data yields bet ter results 
than using an open-source LLM . 

Robust  governance st ructures for the use of AI
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·?W e did an open sandbox for 
people to play w ith AI. W e 
provide the tools and 
instances to enterprise 
applicat ions, ChatGPT, and 
everything else, as w ell as a 
place w here people can play, 
feel comfortable, and get  
used to it . And w e've had 
hackathons w ith AI and stuf f 
like that  to get  people going. 
Here's a place they can play 
and don't  endanger the 
corporat ion." 

? CISO Expert  Exchange 
M ember.

- Another leader shared that , at  the 
same t ime that  companies are ramping 
up the use of generat ive AI, some 
security departments are ?going back 
to the dark ages? as they are removing 
their data from the cloud and put t ing it  
in separate systems that  don?t  talk to 
each other for safety and cyber 
security reasons. 
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Kyndryl or this Exchange.
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