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Overview

A group of global security and 
resilience experts convened to 
discuss recent  cybersecurity 
incidents, using the F5 breach as a 
case study to highlight  key priorit ies 
for business execut ives: phased 
incident  response, st ronger supply 
chain governance, architectural 
resilience, and robust  third-party risk 
management . 

These measures help reduce 
exposure and maintain t rust  in a 
complex threat  landscape.
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Strategic Response to a M ajor Vendor 
Compromise
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- The incident , w here the at tacker accessed 
and stole the vendor?s proprietary source 
code, created a high- risk scenario that  
requires a st ructured, mult i-phased 
approach to risk mit igat ion. The theft  of 
source code increases the likelihood of 
future, dif f icult- to-detect  at tacks because 
malicious actors can analyze the code to 
uncover hidden vulnerabilit ies and exploit  
them over t ime.

- Organizat ions should adopt  a three-phase 
response plan w hen a crit ical vendor 
experiences a source code compromise: 
immediately apply  patches and necessary 
hardw are upgrades, implement  
compensat ing controls to minimize risk 
from unknow n future vulnerabilit ies, and 
f inally, evaluate alternat ive technology 
solut ions if needed.

- CISOs emphasized that  implement ing 
compensat ing controls is crit ical. Key 
measures include enforcing 
mult i- factor authent icat ion for 
management  interfaces, rest rict ing 
access to specialized and secure 
infrast ructure, and applying privileged 
access management  to safeguard 
administ rat ive credent ials.

- Experts noted diverging view s on 
acceptable risk af ter the incident . One 
large organizat ion w ith air-gapped 
protect ion felt  the risk remained too 
high and decided to migrate of f the 
technology, w hile a major bank, using 
the system only for basic t raf f ic 
balancing, considered patching 
unnecessary. This illust rates that  risk 
tolerance is highly situat ional and 
depends on the role the technology 
plays w ithin the business.

?Tact ical response involves 
patching as a crucial f irst  
step; this is the process w e 
follow ed and advised clients 
to implement , follow ed by 
compensat ing cont rols, and 
evaluat ion of alternat ives.?

 ?   CISO Expert  Exchange M ember

- To prepare for unknow n vulnerabilit ies, 
organizat ions should implement  micro-  
segmentat ion for compromised systems. 
This limits unauthorized lateral 
movement  w ithin the environment  if a 
vulnerability is exploited. The 
conversat ion also encouraged moving 
from standard encrypted communicat ion 
protocols to mutual encrypt ion betw een 
devices and  dow nstream systems to 
st rengthen authent icat ion and security.

St rategic  Response to a M ajor Vendor Compromise Securing the Softw are Supply Chain Building Cyber ResiliencyCISO Cross- Indust ry Balancing Risk|

W hen the foundat ion is breached: 
Lessons f rom the F5 incident

Learn more

https://www.kyndryl.com/us/en/about-us/news/2025/10/lessons-from-f5-cyber-breach
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- The recent  compromise prompted 
detailed discussions on internal source 
code security, part icularly the risk of 
relying on external services for 
vulnerability scanning. Execut ives must  
w eigh the security benef its of using 
external tools against  the inherent  risk of 
exposing sensit ive assets, ensuring 
decisions align w ith both risk tolerance 
and compliance requirements.

- Experts debated the t rade-off of adopt ing 
cloud-based source code scanning 
solut ions: w hile these services enhance 
security by ident ifying f law s, they require 
t ransferring the organizat ion?s      
proprietary source code to a third-party 
cloud environment , int roducing a new  
threat  vector.

- A key learning shared by part icipants w as 
that  the crit icality of the source code 
should drive the decision. Organizat ions 
must  assess the potent ial impact  and 
damage of disclosure before making a 
risk-based decision about  using external 
services.

- A global risk leader st ressed the 
importance of robust  source code 
management , urging organizat ions to 
maintain full visibility and  cont rol over all 
components and modules w ithin their 
codebases, as at tackers of ten exploit  
changes or sw apped modules.

- One execut ive shared that  their 
organizat ion is shif t ing security 
responsibility lef t  ?  integrat ing 
automated code checks into the 
development  pipeline and blocking 
progress if vulnerability thresholds are 
not  met . This cultural shif t  is reinforced 
by improving developer security iteracy 
through ongoing t raining and events, 
recognizing that  cent ralized security 
teams cannot  manage all risks alone.

- There w as a counterargument  that  
t ransparency is crit ical, w ith one expert  
suggest ing that  organizat ions should 
require a Softw are Bill of M aterials List  
f rom vendors to bet ter understand the 
code they deploy, moving beyond basic 
contract-based risk assessments.

Securing the softw are supply chain and 
source code integrity
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?W e are st ruggling w ith a 
dilemma: w hile using a 
cloud-based applicat ion 
securit y tool helps ident ify 
vulnerabilit ies, it  also 
increases the risk of source 
code disclosure, similar to the 
recent  vendor breach.?

 ?  CISO Expert  Exchange M ember
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Building Cyber Resiliency through 
Zero-Trust  Architecture

5|

- Given that  organizat ions cannot  avoid all 
breaches, the focus must  shif t  tow ard 
building inherent  resilience into the 
security architecture to limit  damage and 
accelerate recovery. Zero Trust  provides 
the methodology needed to achieve this 
resilience.

- Zero Trust  is def ined as a methodology or 
st rategy, not  merely the adopt ion of a new  
security technology. It  guides 
organizat ions in creat ing greater resiliency 
w ithin core systems.

- The approach begins w ith a 
comprehensive understanding of all 
crit ical  assets that  require protect ion, 
follow ed by integrat ing exist ing security 
capabilit ies so they share intelligence and 
make smarter enforcement  decisions. This 
integrated approach ensures that  various 
security cont rols reinforce each other.

- Part icipants agreed that  resiliency is 
the fourth phase of this st rategic 
methodology, follow ing asset  
ident if icat ion, integrated controls, and 
improved detect ion. This phase 
focuses on establishing recovery 
capabilit ies in the event  of an 
unexpected breach.

- Experts advised that  t rue cyber 
resilience depends on execut ives 
know ing their crit ical business 
processes end-to-end, not  just  in a 
t radit ional disaster recovery sense. 
This means understanding the      
applicat ion and infrast ructure f low s 
support ing core business funct ions      
and deploying technical cont rols like 
isolated, immutable storage vaults      
for rapid data restorat ion.

?It  is nearly impossible to 
prevent  all impacts f rom 
sophist icated at tacks; 
therefore, organizat ions must  
focus on architect ing robust  
securit y measures to become 
signif icant ly more resilient .?

?  CISO Expert  Exchange M ember

- The funct ional role of the Security 
Operat ions Center (SOC) is expanding 
beyond merely detect ing incidents to 
ant icipat ing threats and act ively 
managing recovery. This t ransit ion 
t ransforms the SOC into a ?security risk 
center? that  supports the proact ive 
recovery or rerout ing of services in 
collaborat ion w ith netw ork teams.
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The Kyndry Zero Trust  f ramew ork

Learn more

https://www.kyndryl.com/content/dam/kyndrylprogram/cs_ar_as/zero-trust-services.pdf
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- Execut ives must  address the dif f icult  
balance betw een regulatory requirements 
demanding deep supply chain visibility 
and the pract ical inability of most  
organizat ions to conduct  comprehensive 
audits of every vendor.

- CISOs quest ioned how  many t iers of the 
supply chain organizat ions should 
examine, not ing that  heavy reliance on 
standardized security scores of ten 
reduces meaningful, qualitat ive insight  
into a supplier's actual security pract ices.

- One execut ive st rongly argued that  global 
regulat ion requiring audits of major 
suppliers are unrealist ic for small or 
medium-sized businesses, draw ing an 
analogy to a customer being forced to 
check the security supply chain of every 
car component  w ithin the new  car they 
purchase. This view point  suggests that  
priorit izing internal detect ion and 
resilience remains the most  pract ical 
approach.

- Regardless of size, part icipants agreed 
that  w hen organizat ions onboard a 
crit ical third-party service, that  supplier 
ef fect ively becomes an integrated 
security partner. Organizat ions must  
avoid t reat ing them as an ?unat tended 
supplier? by implement ing controls, 
monitoring, and audit  processes to 
ensure security measures are maintained.

- The conversat ion highlighted that  
regulatory pressure is mount ing (for 
example, specif ic EU mandates require 
companies to contractually  retain the 
right  to audit  suppliers), of ten w ithout  
regard for the audit ing capabilit ies of the 
regulated ent ity. Because of this, some 
organizat ions are leveraging their 
technology partners to conduct  
necessary service checks and pre-  
vet t ing across their shared customer 
base.

Balancing Risk in Third-Party 
M anagement  and Visibility
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?The expectat ion that  small 
companies should conduct  
in-depth securit y audits of 
major global technology 
suppliers is unrealist ic, 
highlight ing a disconnect  
betw een regulatory 
requirements and pract ical 
capabilit y.?

 ?  CISO Expert  Exchange M ember
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Cont inuous Cont rol M onitoring: 
A proact ive approach for a more 
resilient  future

Learn more

https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/continuous-control-monitoring.pdf
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https://www.kyndryl.com/content/dam/kyndrylprogram/doc/en/2025/continuous-control-monitoring.pdf
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