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Overv iew

In this CISO peer exchange, security leaders from various 
Canadian organizat ions convened to share challenges and 
opportunit ies around various cybersecurity and resiliency 
topics. The conversat ion focused on three core areas: 
enhancing data security measures, implement ing robust  
art if icial intelligence governance framew orks, and managing 
the emerging risks associated w ith autonomous AI agents. 
The consensus emphasized that  successful management  in 
these areas requires st rong corporate leadership, cont inuous 
monitoring, and st ructured processes to reduce 
organizat ional risk and maximize eff iciency. 

Expert  exchange t hemes

- Data stew ardship and at tack surface reduct ion

- Establishing effect ive AI governance and responsible use

- M anaging emerging agent ic AI risks and the need for 
oversight

Data stew ardship and at t ack surface reduct ion

- Organizat ions of ten st ruggle to manage decades of 
accumulated legacy data, making st rong corporate buy- in 
and clear data ow nership essent ial for ef fect ive risk 
management  and compliance efforts.

- M embers w idely agreed that  delet ing unnecessary data 
reduces organizat ional risk, not ing that  long- living data 
complicates legal and regulatory compliance. Part icipants 
act ively seek data minimizat ion st rategies to ensure 
organizat ions retain only the informat ion st rict ly necessary 
to support  business operat ions.

- Gaining complete corporate support  for data governance 
presents a signif icant  challenge, especially regarding data 
ow nership and determining w ho possesses the authority to 
make retent ion and delet ion decisions. W ithout  decisive 
mandates from senior leadership, security and informat ion 
technology teams often must  operate based on conjecture.

- The applicat ion of automated labeling solut ions is crucial for 
adequately protect ing informat ion, although part icipants 
noted this remains challenging for complex engineering f iles 
versus standard of f ice documents. One execut ive shared a 
best  pract ice of using scanning tools to ident ify users w ho 
possess disproport ionately large amounts of sensit ive f iles, 
allow ing focused cleanup campaigns.

- Securing outbound data t ransfer remains a universal 
st ruggle, as users of ten circumvent  secure corporate 
solut ions by ut ilizing various unmonitored external t ransfer 
services. Best  pract ices include ensuring double encrypt ion 
(at  rest  and in t ransit ) and implement ing cont inuous 
processes to verify that  third-party recipients comply w ith 
agreed-upon delet ion schedules.

Establishing ef fect ive A I governance and responsible use

- Implement ing robust  governance requires clear leadership 
and st ructuring corporate oversight  to prevent  duplicat ion 
across commit tees, ensuring that  AI adopt ion is 
simultaneously innovat ive and responsible.

- Organizat ions universally reported challenges w ith 
governance st ructure, w here key corporate funct ions ?  
such as legal, privacy, and risk management  ?  must  staf f 
mult iple governance councils, signif icant ly slow ing the 
process for review ing and approving AI init iat ives. One 
organizat ion addresses this by focusing the governance 
council on specif ic risks, such as intellectual property 
infringement , to increase eff iciency.

- One f irm promotes innovat ion through establishing a center 
of excellence composed of various leaders, monitoring user 
act ivity on external AI plat forms, and producing regular 
reports for leadership review . This centralized approach 
ensures that  new  AI tools are vet ted for business necessity 
before w idespread implementat ion, prevent ing tool 
proliferat ion.



- A key guardrail adopted by one part icipant  mandates that  
no fully automated AI solut ion should interact  direct ly w ith 
customers, requiring a human operator to remain involved in 
the loop for sensit ive processes. Another part icipant  
highlighted the dif f iculty of monitoring the massive number 
of new  and embedded AI funct ionalit ies constant ly being 
int roduced into vendor products.

- The discussion also focused on commercial risk: execut ives 
must  scrut inize vendor contracts to ensure a common 
understanding of how  AI is def ined, as vendors may t ry to 
use ambiguous def init ions to bypass security cont rols and 
gain greater access to organizat ional informat ion. M embers 
agreed that  focusing on data value rather than contract  
value is essent ial w hen assessing third-party risk.

M anaging emerging agent ic  A I risks and t he need for 
oversight

- Autonomous AI agents int roduce a parallel operat ional 
w orld that  demands equivalent  ident ity management , 
logging, monitoring, and predef ined behavioral guardrails, 
w ith human oversight  implemented for except ions that  
cross established risk thresholds.

- The group discussed t reat ing autonomous agents as 
non-human ent it ies operat ing in a parallel w orld, requiring 
the deployment  of similar cont rols used for people, 
including access management , logging, and the capability 
to stop or contain agent  behavior. Test ing agent  behavior 
using digital tw in environments is recommended before 
launching them into product ion.

- One part icipant  raised the concern that  init ial plans for 
human supervision of ten degrade over t ime as conf idence 
grow s, potent ially leading to unsupervised agents making 
crit ical decisions. Therefore, cont inuous monitoring of 
behavioral guardrails and present ing performance metrics 
that  are relevant  and tangible to business outcomes are 
vital to maintaining t rust .

- The complexity of maintaining human oversight  in 
automated processes w here mult iple agents communicate 
and interact  w ith internal and external part ies poses a major 
dif f iculty. The suggested best  pract ice is to conduct  a 
business risk assessment  for each agent , def ining 
thresholds, and rout ing except ions direct ly to human 
review ers for intervent ion.

- Part icipants also discussed subject ive risks, such as one 
execut ive sharing a use case w here an AI coaching bot  for 
management  could inadvertent ly alter the f irm?s culture or 
values if adopted w ithout  fully assessing the long-term 
impact  of its recommendat ions. This example underscores 
that  governance must  address cultural and human capital 
risks, not  just  technical vulnerabilit ies.



Summary

The conversat ion highlights that  managing modern digital risk 
requires organizat ions to t reat  data, AI, and autonomous 
agents not  just  as technical problems, but  as core business 
assets and operat ional ent it ies requiring dedicated, top-dow n 
governance. Failing to manage decades of data spraw l is akin 
to leaving the front  door unlocked, w hile failing to govern AI is 
like grant ing unsupervised access to the keys once inside.

To learn more about  the Kyndryl Canada CISO Expert  
Exchange or to become a member of this community, please 
visit  this w ebsite. 
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