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Overv iew

In this CISO peer exchange, security leaders from various 
Canadian organizat ions convened to discuss crit ical 
challenges and st rategies in cybersecurity, focusing on 
ident ity and zero-t rust  principles w ithin an increasingly 
complex ecosystem. The conversat ion highlighted the 
profound impact  of evolving technologies, part icularly 
art if icial intelligence (AI), on security operat ions and risk 
management . Key themes emerging from the discussion 
include the foundat ional role of ident ity in zero t rust , the 
unique complexit ies of managing non-human and AI 
ident it ies, and the operat ional and incident  response 
challenges int roduced by AI?s rapid proliferat ion.

Expert  exchange t hemes

- Ident ity M anagement  as a Zero-Trust  Imperat ive

- M anaging Non-Human and AI Ident it ies

- Navigat ing AI?s Operat ional and Incident  Response 
Complexit ies

Ident it y M anagement  as a Zero-Trust  Imperat ive

Effect ive ident ity and access management  (IAM ) forms the 
crit ical foundat ion for successfully implement ing a zero-t rust  
security st rategy, demanding a st rategic, integrated approach 
across the enterprise.

Organizat ions w idely acknow ledge that  zero-t rust  security 
cannot  be effect ive w ithout  robust  ident ity management  
systems. One part icipant  noted that  it  is challenging to 
achieve an effect ive zero-t rust  posture w ithout  a st rong 
handle on ident ity. Similarly, another member emphasized that  
w hile zero t rust  is a valuable philosophy, its ef f icacy hinges on 
solid ident ity and vulnerability management  pract ices, w hich 
w ere foundat ional even decades ago.

- M any organizat ions invest  in indust ry- leading ident ity and 
access management  tools, but  of ten fail to fully integrate 
these investments into their broader IT architecture, 
result ing in cont inued manual operat ions for ident ity 
governance. This gap betw een investment  and effect ive 
operat ionalizat ion highlights a common challenge in 
leveraging advanced security solut ions.

- A def ined methodology is crucial to address integrat ion 
challenges, one that  convenes cross-funct ional teams 
comprising business, IT, and security stakeholders. This 
collaborat ive approach ensures a comprehensive 
understanding of the systems being secured and the 
specif ic ident ity requirements, w hether human or 
non-human, that  the system relies upon.

- One part icipant  shared a ?back to basics? approach for 
human ident ity management , clearly def ining specif ic 
scopes, such as f inancial perimeters, crow n jew els, or 
crit ical applicat ions managing sensit ive data. This 
st ructured approach helps the organizat ion prevent  scope 
creep and allow s for manageable, operat ionalized 
implementat ion of ident ity pract ices.

M anaging N on-Human and A I Ident it ies

The rapid proliferat ion of non-human and AI ident it ies 
presents signif icant  challenges for t radit ional ident ity 
governance and lifecycle management , requiring innovat ive 
approaches.

Non-human ident it ies, especially those related to agent ic AI, 
are grow ing exponent ially, creat ing a more complex 
management  landscape than human ident it ies. These 
ident it ies of ten lack t radit ional mult i- factor authent icat ion and 
rely on cert if icates, demanding dif ferent  lifecycle 
management  disciplines. M embers noted the dif f iculty in 
governing these ident it ies ef fect ively w ithout  slow ing 
business innovat ion.

- A key best  pract ice involves mandat ing a sponsor or ow ner 
for every non-human ident ity, ensuring accountability w ithin 
the organizat ion. If an ident ity lacks a sponsor, it  faces 
deact ivat ion, a process that  requires signif icant  ef fort  to 
t race and revalidate, part icularly for AI-generated ident it ies, 
w hich are of ten spun up quickly and w ithout  standardized 
naming convent ions.



- Cloud security posture management  tools provide crit ical 
visibility for discovering and inventorying non-human 
ident it ies w ithin cloud plat forms. This tooling is invaluable 
for ident ifying the vast  number of cloud assets, many of 
w hich are ident it ies, and helps manage vulnerabilit ies and 
ensure secure deployments.

- The dynamic nature of microservices and AI, w here 
ident it ies are frequent ly spun up and dow n, makes 
cont inuous inventory and management  a signif icant  
challenge. Organizat ions are learning to manage this spraw l 
by implement ing controls around data egress from cloud 
environments and cont inuously monitoring volumes of new  
ident it ies.

N avigat ing A I?s Operat ional and Inc ident  Response 
Complexit ies

The increasing integrat ion of AI into business processes 
int roduces new  operat ional hurdles and complex incident  
response scenarios that  t radit ional f ramew orks may not  
adequately address.

Development  teams often deploy AI solut ions on cloud 
plat forms w ithout  adequate security considerat ions, leading 
to vulnerabilit ies and potent ial data exposure. An execut ive 
described f inding numerous instances exposed to the 
internet  through cloud security posture management  
solut ions, necessitat ing immediate remediat ion. The rapid 
pace of AI development  and deployment  compounds these 
operat ional risks.

- Effect ive control over AI solut ions requires external at tack 
surface management  and netw ork lockdow n st rategies, 
such as using a secure access service edge (SASE) solut ion 
to funnel all t raf f ic, including SaaS applicat ions, for bet ter 
visibility and ident ity-based control. This allow s 
organizat ions to monitor data f low s and block unauthorized 
access to AI services.

- Developing a specif ic incident  management  f ramew ork for 
AI-driven processes is crit ical, as current  incident  response 
teams may lack the expert ise to handle AI-specif ic issues 
like hallucinat ions. Responding to such incidents in 
interconnected AI components w ithin business w orkf low s 
is complex, risking signif icant  business disrupt ion if the only 
opt ion is to shut  dow n the process.

- Integrat ing builders? know ledge into the incident  response 
process is essent ial for AI- related incidents. This involves 
proact ive know ledge t ransfer to operat ions teams, 
including diagrams, potent ial problem types, and call t rees 
to quickly engage subject  mat ter experts w hen AI-driven 
processes encounter issues. This helps bridge the skill gap 
betw een AI developers and t radit ional incident  responders.



- Data discovery and classif icat ion programs are foundat ional 
for managing risks associated w ith organizat ional data used 
by AI services, w hether internal or public. M anual 
classif icat ion by users, validated by security cont rols, is 
seen as a more effect ive approach to prevent  data 
exf ilt rat ion compared to solely relying on automated tools, 
w hich can create excessive noise or liability. How ever, 
securing funding for such foundat ional, 
non- revenue-generat ing cleanup efforts remains a common 
challenge for organizat ions.

To learn more about  the Kyndryl Canada CISO Expert  
Exchange or to become a member of this community, 
please visit  this w ebsite. 
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