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Overview

The discussion centered on 
common challenges and innovat ive 
approaches w ithin Governance, 
Risk, and Compliance (GRC), 
emphasizing its rapidly evolving 
nature due to changing regulatory 
scrut iny, technological 
advancements, and sophist icated 
cyber threats. Key themes included 
effect ively t ranslat ing GRC data 
into st rategic act ions, integrat ing 
cyber risk into broader corporate 
st rategies, leveraging AI and 
automat ion, and enhancing risk 
visibility and communicat ion. 
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Translat ing GRC Data into Act ionable St rategy
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- Organizat ions commonly st ruggle to 
convert  extensive risk data into clear 
st rategic priorit ies and repeatable 
planning cycles, of ten result ing in 
resource allocat ion that  does not  
direct ly address documented risks. 

- One execut ive highlighted that  w hile 
their large GRC program successfully      
ident if ies risks, the main challenge lies 
in convert ing risk register data into 
act ionable informat ion for st rategy 
set t ing, seeking a repeatable      
process that  meaningfully builds year 
over year. Another part icipant  
expressed a similar dif f iculty, not ing 
that  despite ident ifying and 

document ing risks, cyber consistent ly 
remained a top risk on the register. This 
led them to ask w hat  specif ic act ions 
the business is looking for to move 
cyber out  of that  top slot .

- Implement ing cyber risk w ithin broader 
corporate risk f ramew orks is crucial for 
elevat ing its st rategic importance and 
fostering shared responsibility beyond 
the security team. One execut ive 
shared that  for their organizat ion, 
cyber risk has consistent ly been 
among the top f ive corporate risks 
reported to the board for the past  
decade, mainly because their cyber 
program w as integrated into a 
long-standing overall risk management  

?W here w e have had the 
most  challenge is t ranslat ing 
data that  goes into a risk 
register into act ionable, 
insight ful informat ion 
consistent ly used in set t ing 
our st rategy.?
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f ramew ork that  historically focused 
on safety and compliance.

- W hile st rategy is of ten not  driven by 
cyber posture, w ith cyber f requent ly 
?tailing? other business priorit ies, 
success has been found by forming a 
cross-funct ional ?privacy, data, and 
risk management  commit tee? to 
collaborat ively ident ify and address 
top risks. A mult i-year budget ing 
cycle has also been inst rumental in 
elevat ing cyber risk, as complex 
remediat ion ef forts of ten span 
beyond a single budget  period, 
reinforcing sustained st rategic 
at tent ion. 
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Unifying GRC w ith AI-pow ered 
insight  and cont rol

Learn more
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- Organizat ions are act ively exploring 
art if icial intelligence and automat ion 
to enhance eff iciency, scale, and 
proact ive management  w ithin 
Governance, Risk, and Compliance 
funct ions. Several part icipants are 
invest igat ing agent ic AI for 
compliance, w ith potent ial use cases 
including automat ing rout ine tasks 
like recert if icat ion processes. One 
execut ive shared success using an 
internal AI tool to draft  init ial 
responses to regulatory inquiries by 
synthesizing informat ion from      

policies, standards, and past  
responses, saving signif icant  labor.

- Another CISO described their journey 
in re-architect ing GRC funct ions w ith 
agent ic AI, aiming to dramat ically 
increase the scale of risk assessments 
and control test ing from annual 
review s to mult iple t imes a year across 
all cloud environments. Someone 
highlighted agent ic AI's potent ial for 
proact ive risk management , w here the 
system detects issues, init iates 
act ions, such as checking third-party 
data t ransfers for compliance or 
determines necessary controls. 

Leveraging AI and Automat ion in GRC 
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?W e are looking at  automat ion 
as much as possible w ithin 
our compliance area, including 
agent ic AI... current  agent ic AI 
capabilit ies st ill face a ?last  
mile? challenge, requiring 
substant ial prompt  
engineering and data 
grounding to achieve perfect , 
fully automated outputs.?
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- Enhancing the visibility and 
understanding of risks across all 
organizat ional levels signif icant ly 
boosts engagement  and resource 
allocat ion for risk mit igat ion ef forts. 
One execut ive highlighted a 
challenge w here risk informat ion w as 
overly segmented, limit ing visibility 
even for top directors, w hich hindered      
ef fect ive resource allocat ion for 
addressing high-priority risks. To      
simplify the process economically, a 
dedicated risk management  team      
successfully implemented a manual 
procedure to create a monthly ?risk      
scorecard? for individual leaders. This 
w as then shared quarterly w ith the 
CIO and audit  commit tee.

- This increased t ransparency 
unexpectedly fostered a greater 
w illingness among non-security 
personnel to acknow ledge and address 
risks, as they observed issues being 
act ioned and priorit ized, creat ing a 
posit ive feedback loop. How ever, a 
part icipant  caut ioned against  w idely 
sharing physical risk registers due to 
the theoret ical risk of compromise or 
public disclosure, advocat ing for 
sharing informat ion via screen share to 
maintain control over the document .

Improving Visibility and Communicat ion of Risks 
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?W e?re making it  very visible 
to everybody in the 
organizat ion. So, w hen it  
comes dow n to resource 
planning and making sure 
that  w e have US dollars and 
cents allocated, the business 
is much more mot ivated now  
to help us w ork the plan.? 
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- M anaging GRC in regulated indust ries 
involves navigat ing a complex 
landscape of diverse external 
requirements and understanding how  
various auditors interpret  risk 
informat ion. One part icipant  
art iculated operat ing under the 
scrut iny of over 20  governments, 6  US 
agencies, 44 states, and numerous 
customer requirements, necessitat ing 
roughly 18  independent  audits annually. 
The conversat ion emphasized tailoring 
reports to the specif ic audience, 
acknow ledging the ?human touch? 
required w hen compiling and sharing 
informat ion w ith regulators, despite 
ef forts to automate control test ing 
across mult iple global f ramew orks. 
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Kyndryl or this Exchange.
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