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Overview

Security execut ives from various 
indust ries convened to discuss 
pressing cybersecurity issues, and 
four primary themes dominated the 
discussion: implement ing a mature 
response to the recent  F5 breach; 
establishing secure ident it ies for 
autonomous AI agents; formalizing 
AI governance and risk assessment  
f ramew orks; and st rategically 
ut ilizing AI to enhance cyber 
defense capabilit ies.
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- Security leaders st ressed that  the F5 
breach affect ing w idespread netw ork 
equipment  necessitates a measured, 
analyt ical response over panic-driven 
react ion. The immediate goal is to 
stabilize the environment  and 
minimize risk, allow ing t ime for 
thought ful modernizat ion decisions.

- A technology provider recommended 
that  organizat ions immediately 
priorit ize patching all af fected devices 
and urgent ly upgrading any 
end-of- life infrast ructure. They 
developed a set  of 28  compensat ing 
controls designed to be applied 
upst ream and dow nstream of the 
impacted systems to further reduce 
exposure during the interim period.

- Execut ives noted that  organizat ions 
should leverage relat ionships w ith 
threat  intelligence providers, as 
specif ic reports of fer non-public 
intelligence and Indicators of 
Compromise that  aid in internal threat  

hunt ing ef forts and deep inspect ion.

- A key learning shared by part icipants 
w as the importance of applying not  
only patches but  also addit ional 
hardening best  pract ices 
recommended by the vendor. 
Furthermore, leaders emphasized 
examining fourth-party risk, as many 
crit ical digital service vendors also rely 
on the compromised infrast ructure.

M anaging Risk from the F5 Breach
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?W e advise our c lients... to 
make sure that  w e patch w hat  
can be patched and develop a 
package for compensat ing 
cont rols, rather than running 
and panicking and 
immediately replacing all 
equipment .? 

?  Jimmy N ilsson, VP Professional 
Service (Zero Trust ) 
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Securing Agent ic AI Ident it ies and Access

4| | |

- Security leaders agree that  AI agents 
ef fect ively funct ion as ?digital 
employees? and securing them 
demands t reat ing their access and 
ident ity management  as a core priority. 
The primary challenge is prevent ing 
privilege escalat ion and unauthorized 
data access w hen these agents move 
from individual use to team-w ide 
deployment . 

- Execut ives w idely agreed that  for 
agents used st rict ly for individual 
product ivity (e.g., general AI 
assistants), the risk is low er because 
the agent  uses the ident ity and 
exist ing access privileges of the 
human user. 

- The risk prof ile dramat ically increases 
w hen these agents are shared across      
teams or the organizat ion. Security 
leaders are concerned that  a shared      
agent  might  retain the sensit ive access 
rights of its developer, thus grant ing 
unauthorized access to other users.

?These agents are simply 
digital employees, and w e 
should be securing them the 
same w ay w e w ould our 
employees, but  w e must  
make sure that  the agent  has 
an ident it y that?s been 
rest ricted to only access the 
data that  it  is authorized to 
have.? 

?  CISO Expert  Exchange M ember

- M any organizat ions are act ively 
addressing this by establishing 
dist inct  ?silicon ident it ies? for 
autonomous agents, ensuring their      
access is st rict ly def ined and limited 
to only the data necessary for their 
funct ion. One leader emphasized that  
allow ing the agent  to inherit  the 
builder?s ident ity leads to high- risk 
situat ions. A technology provider 
suggested that  applying principles 
from the Zero Trust  f ramew ork 
provides a foundat ional lens for AI 
security, focusing on managing the 
agent?s ident ity, governing the 
applicat ion it  runs on, and st rict ly 
cont rolling data access.
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- The rapid adopt ion of AI solut ions is 
outpacing the maturity of 
foundat ional data security programs 
in many organizat ions. Security 
leaders are w orking to formalize 
governance processes and risk 
assessment  t iers quickly to manage 
this gap and ensure safe, product ive 
adopt ion. 

- Part icipants agreed that  AI readiness 
direct ly relies on a st rong enterprise 
data management  program, not ing that  
w eak data inventory, classif icat ion, and 
security posture severely rest rict  the 
speed and safety w ith w hich 
organizat ions can deploy AI. 

- An execut ive emphasized the 
importance of establishing explicit  
governance policies early to set  
expectat ions and create regulatory 
framew orks for a large enterprise. 
W hen evaluat ing new  AI-pow ered 
vendors, leaders priorit ize solut ions 
that  allow  the organizat ion to disable 
the AI funct ion or provide applicat ion 
programming interfaces for signal      
integrat ion and data monitoring.

Establishing Governance and Risk Assessment  
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?W e are only able to move at  
a certain pace because 
there?s a lot  about  our data 
and the exposure of that  
data, both internally as w ell, 
that  w e just  don?t  know .? 

?  CISO Expert  Exchange M ember

- Part icipants st ressed that  the vet t ing 
process for third-party vendors must  
evolve to include cont inuous 
monitoring and deep inquiry into how  
the vendor uses data and w here 
agents run. One security leader 
st rongly advised host ing vendor AI 
agents (e.g., Docker containers) w ithin 
the organizat ional netw ork to ensure 
monitoring of t raf f ic f low  and 
third-party communicat ions.

- A st rong argument  w as made for 
adjust ing the operat ing model to move 
aw ay from siloed security thinking. 
Security leaders agreed that       
cross-funct ional teams, w hich include 
business, technology, and security      
representat ion, are necessary to build 
the most  opt imal and pract ical      
security architecture for AI solut ions.
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- W hile st ill in the early stages, security 
professionals are act ively 
invest igat ing how  AI can improve 
cyber defense, focusing mainly on 
product ivity, enrichment , and analysis, 
rather than autonomous act ion. The 
goal is to evolve t radit ional 
automat ion into agent ic AI 
capabilit ies for low -risk, 
high-eff iciency security tasks.

- The most  immediate applicat ion of AI 
is w ithin the Security Operat ions 
Center to accelerate alert  t riage and 
incident  detect ion. AI also of fers      
signif icant  value in ident ity and 
access management  by t ransforming      
stat ic, noisy logs into contextual, 
predict ive data for bet ter      
decision-making.

- Technology providers highlighted that  
advanced behavior analyt ics is an 
area w here AI provides substant ial 
benef its, using massive data ingest ion 
and signal correlat ion across mult iple 

security tools to map normal behavior 
and proact ively suggest  policy 
changes based on emerging 
anomalies. 

- A key challenge is the relat ive 
immaturity of tools designed 
specif ically to monitor and detect  
AI-unique risks, such as data 
poisoning, prompt  inject ion, and model 
drif t . Security architects are current ly 
vet t ing emerging security stacks that  
promise capabilit ies in these crit ical      
areas.

Leveraging AI to Enhance Cyber 
Defence Capabilit ies
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?The core funct ion in Zero 
Trust  is the decision point , 
w here you w ant  to take 
signals f rom dif ferent  
capabilit y and apply a policy 
to form your decisions; this is 
an area that  I think w e as an 
indust ry should look more at .? 

?  Jimmy N ilsson, VP Professional 
Service (Zero Trust )
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