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Overview

Business execut ives and security 
leaders from various organizat ions 
convened to discuss the evolving 
landscape of data security, 
part icularly in the context  of 
Art if icial Intelligence integrat ion. 
Part icipants shared insights on 
navigat ing the complexit ies of data 
classif icat ion, access management , 
tool ef fect iveness, balancing 
security w ith business needs, and 
establishing clear data ow nership. 
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Evolving Data Security St rategy in the Age of AI
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- The advent  of AI is fundamentally 
changing how  organizat ions approach 
data security, prompt ing a 
re-evaluat ion of t radit ional st rategies 
that  focus on data discovery, 
monitoring data egress, and 
protect ion through masking or 
encrypt ion. 

- Part icipants discussed how  the 
t radit ional three-pillar st rategy?  
know ing w hat  data exists, t racking 
data leaving the company, and 
ensuring data is protected? needs      
adaptat ion. One execut ive noted that  
the rise of AI requires considering      
new  dimensions for securing data.

- A key concern highlighted is the 
integrity of data used for AI t raining, 
part icularly w hen sourcing external 
data feeds. W hile some organizat ions 
t rust  the integrity of data provided by 
third-party services, others focus on 
managing the integrity of their internal 
data fed into AI systems.

- AI provides a pow erful force mult iplier 
for malicious actors, allow ing them to 
rapidly process vast  amounts of leaked 
or scraped data, making internal data 
protect ion signif icant ly more crit ical 
than ever before. This increased risk 
underscores the need for st ronger data 
protect ion measures.

?Do the same [data securit y 
st rategy] pillars make sense 
today, or is there a new  
dimension designed to 
secure data??
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- One execut ive noted that  the 
availability of pow erful tools that  can 
connect   diverse data sources more 
effect ively drives increased focus on 
data security. These tools enable 
faster deployment  of data-driven 
init iat ives, increasing the potent ial 
impact  of data on the organizat ion.

- Another perspect ive of fered w as that  
AI enables businesses to sif t  through 
and derive value from vast  amounts of 
historical data, prompt ing a greater 
focus on ensuring data quality and 
security for ef fect ive use by these 
new  tools.
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- Execut ives acknow ledged that  a 
substant ial amount  of exist ing data is 
not  correct ly classif ied, leading to 
either over-  or under-protect ion. The      
manual classif icat ion process for large 
datasets is a major challenge. There is 
signif icant  interest  in exploring how  AI 
can be leveraged to automate or 
improve data classif icat ion accuracy, 
moving beyond reliance on human 
judgment  that  can be inconsistent  
over t ime. Bet ter classif icat ion is seen 
as a prerequisite for adequate 
protect ion.

- Implement ing a model of least  
privileged access, w here individuals 
only have access necessary for their 
role, is an aspirat ion but  is considered      
dif f icult  to achieve in pract ice. 
Organizat ions are w orking tow ards this      
goal despite the implementat ion 
complexity.

- Tools that  can provide f ine-grained 
access control based on user ident ity 
and data sensit ivity are being 
evaluated and piloted.

Challenges in Data Classif icat ion 
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?How  do you get  to a model 
w here you have released 
privileged access, so people 
only have access to the data 
they need to do their job? This 
is gains ef f ic iency to say, not  
so gains ef f ic iency to 
implement .?

 ?  CISO Expert  Exchange M ember

| | |Evolving Data Security in the Age of AI Challenge in Data Classif icat ion Balancing Security ControlsCISO Cross- Indust ry 

https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange
https://www.kyndryl.com/us/en/about-us/events/ciso-expert-exchange


- Organizat ions face a crit ical 
balancing act  betw een implement ing 
necessary security cont rols to protect  
data and enabling the business to use 
new  technologies, part icularly AI, for 
product ivity and innovat ion.

- A key tension exists betw een security 
measures, somet imes perceived as 
inhibit ing business act ivit ies, and the 
imperat ive of businesses to use data 
and AI for success and compet it ive 
advantage.

- Security leaders st rive to protect  and 
monitor data w ithout  blocking 
business funct ions, seeking solut ions 
to enable safe product ivity. The focus 
is on facilitat ing the ef fect ive use of 
AI w hile managing security risks.

- St rategies enabling AI use w hile 
maintaining security include deploying 
internal-only AI tools w ith limited init ial 
access and developing policies and 
guardrails before w ider deployment .

- Some organizat ions use a 
coaching-based approach rather than 
st rict  blocking for accessing external 
AI tools, using security solut ions to 
w arn customers about  policy violat ions 
and monitor sensit ive data usage.

Balancing Security Controls w ith Enablement
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?How  do w e use AI to be 
more product ive w hile being 
safe? I'm not  looking to block 
it  or prevent  it . Instead, I'm 
looking to use it  and see how  
w e can do that  most  
ef f ic ient ly and ef fect ively 
w ithout  the securit y 
implicat ions.? 

?  CISO Expert  Exchange M ember

- Execut ives discussed the challenge of 
sort ing through the hype surrounding 
AI capabilit iesto determine w hich tools 
genuinely of fer business value,      
allow ing for a more balanced 
discussion about  the security 
t rade-offs involved. 
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The CISO Expert  Exchange is hosted 
by Kyndryl. Please contact  Just in 
Haney or Kris Lovejoy  w ith any 
quest ions about  Kyndryl or this 
Exchange.
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