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Overv iew

In this Expert  Exchange session, the CIO community 
convened to discuss the topics below . The agenda w as 
determined based on mutual interest  through advance 
interview s w ith part icipants.

Expert  Exchange t hemes

- Tarif fs and Economic Uncertainty

- Data Sovereignty

- M it igat ing Risks

- Cyber Security and Deepfakes

Tarif f s and Economic Uncert aint y

- CIOs and their organizat ions are keeping a close eye on the 
US as it  cont inues to push forw ard w ith enact ing tarif fs. 
Given the high level of uncertainty around w hether tarif fs 
w ill come to pass and w hat  rate they might  be, most  
organizat ions are adopt ing a w ait-and-see approach as 
things unfold.

- Even if tarif fs don?t  direct ly impact  an organizat ion?s 
business, everyone w ill st ill feel economic ef fects. Currency 
f luctuat ions and increased service fees on specif ic products 
are likely. Perhaps more relevant  to CIOs are concerns about  
higher service costs f rom cloud and SAAS providers (in 
other w ords, higher hardw are costs due to tarif fs could 
result  in increased service pricing). M embers agreed that  
tarif fs w ould dramat ically impact  the hardw are supply 
chain.

- Some leaders see US tarif f threats as an opportunity rather 
than a challenge. They see the threat  as an opportunity to 
revisit  their ?laziness? in leveraging US companies rather 
than invest ing in and building a Canadian ecosystem. Tarif fs 
could be the w ake-up call organizat ions need to develop 
capabilit ies themselves.

- ?Somet imes something crosses the border w ith M exico and 
the border w ith the US three or four t imes before it  makes 
its w ay to Canada, and that?s going to be hit  by tarif fs every 
single t ime it  crosses a border. So, there are many dif ferent  
w ays these tarif fs could ef fect ively hit  us.? ? Kyndryl Canada 
Cross- Indust ry CIO Expert  Exchange M ember. 

Data Sovereignt y

- Similar to tarif fs, fears around data could push companies to 
invest  in the infrast ructure necessary to keep data safe and 
secure in Canada? one CIO envisioned Canada becoming 
the ?Sw itzerland bank? of data w orldw ide. This push to 
become a global leader in data security could be especially 
necessary if Canada begins to feel it  is no longer in lockstep 
w ith the US on issues such as data sovereignty and security.

- A member noted that  it?s crucial to establish data 
sovereignty and residency upfront  because it  is hard to 
backt rack once data is already being shared across 
indust ries and borders. It?s challenging (but  necessary) to 
establish among inst itut ions that  share heavily (for example, 
universit ies) and w hen using hyperscalers w ith global 
footprints.

- ?I w ould love to get  to a place w here Canada became the 
Sw itzerland of databanks, w here people w ould look to 
Canadian companies and be sure that  their data is safe 
w hen it?s residing in Canada?  There?s all sorts of 
opportunity.? ? Kyndryl Canada Cross- Indust ry CIO Expert  
Exchange M ember.

- ?I?m most  concerned about  the sovereignty and data 
residency because it?s tough to return to that . W e, of course, 
prefer our data stored in Canada, but  so many of these 
SAAS providers have a global service component , w hich 
you just  can?t  w ork around.? ? Kyndryl Canada 
Cross- Indust ry CIO Expert  Exchange M ember.



M it igat ing Risks

- W hile tarif fs have an immediate cost  risk, there is also a 
long-term risk that  if tarif fs become too pervasive or 
prohibit ive, certain supply chains w ill ?dry up? (for example, 
China w ill start  redirect ing some of its components to other 
markets). W ith many organizat ions not  posit ioned to source 
necessary hardw are from dif ferent  jurisdict ions, they must  
take steps now  to mit igate long-term risks and be able to 
pivot  to new  suppliers.

- From a technology perspect ive, there is a lot  of uncertainty 
in the environment . Even as they w ait  for clarity, 
organizat ions must  have a business cont inuity plan to know  
w here they have risks, w here they can move to an 
outsourced model, w here they can host  in-country, and 
w here to create cont inuity plans.

- Organizat ions are looking harder at  cont racts, especially 
those up for renew al, to ensure they mit igate any 
tarif f- related risks. CIOs noted renew al increases are no 
longer the t radit ional 3% annually, but  somet imes 10 -20 % 
w ith no caps on increases, even on mult i-year contracts. 
W hile large organizat ions and government  inst itut ions can 
absorb this, the budgets of smaller companies simply 
cannot . This vendor pricing mindset  is driven by inf lat ionary 
pressures, fears of future inf lat ionary pressures, and vendor 
lock- in, w here vendors have unique products that  
customers can?t  really escape from.

- Price certainty should be the focus of any contract  
negot iat ion in the short  term. Depending on the degree of 
price certainty, a company can then w eigh those increased 
costs against  the costs of t ransit ioning to a compet ing 
vendor.

- One member suggested doing early RFPs as a w ay of 
mit igat ing some risks around renew als. Rather than w ait ing 
unt il six months before renew al to start  negot iat ing, 
sending out  RFPs w ell in advance gives an organizat ion 
t ime to perform a bet ter business analysis and gauge any 
alternat ives.

- ?The big ones are more problemat ic than the smaller stuf f 
that  w e?re dealing w ith. You could probably f ind another 
laptop provider versus the bigger softw are products that  
anchor our stores today.? ? Kyndryl Canada Cross- Indust ry 
CIO Expert  Exchange M ember



Cyber Securit y and Deepfakes

- Resiliency plans go beyond economic risks and cost  
pressures, w ith many CIOs not ing the ever- increasing cyber 
security threats they face. In addit ion to ransomw are and 
phishing, deepfake video and audio impersonat ing 
high- level leaders are becoming harder to ident ify, raising 
the risk of at tacks using false inst ruct ions or authent icat ion.

- Deepfakes pose a grow ing threat , prompt ing companies to 
implement  security t raining around the topic. Examples 
included show ing deepfake videos to the board and calling 
EVPs w ith a deepfake CEO voice. W hile technologies are 
emerging to combat  deepfakes, like all cyber security, 
t raining remains the best  defense.

- W hile AI can help st rengthen security, it  is also being used 
to augment  cyber-at tacks. AI-driven phishing emails w ith 
realist ic company logos have higher click rates, even among 
t rained users. Tracking clicks, detect ing suspicious emails, 
and report ing them help defend against  these advanced 
threats.

- ?I am not  get t ing any t ract ion and get t ing a lot  of pushback 
from my board around doing a deepfake test , part icularly 
involving a CEO or CFO. So, I think there is a lack of 
understanding of the risk across that  level of the 
organizat ion. But  this is a reality that  is happening.? ? Kyndryl 
Canada Cross- Indust ry CIO Expert  Exchange M ember.

To learn more about  the Kyndryl Canada CIO/ CTO Expert  
Exchange or to become a member of this community, 
please visit  this w ebsite. 
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