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Overview

In this Expert  Exchange session, 
several CISOs convened to discuss 
security and resilience topics 
follow ing the Crow dStrike incident . 
The agenda w as created based on 
advance interview s w ith 
part icipants

Host

M ichael Rest ivo, Kyndryl, US Vice 
President  ? Security and Resiliency
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and its impact  

Key topics
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- The group members shared how  the 
July Crow dStrike incident  af fected 
their company operat ions, w ith the 
level of impact  depending on 
Crow dStrike's footprint . One member 
described how  they w ere back online 
by 3 p.m. that  day, but  for others, it  
took 12 hours or more to get  
everything back up and running. Even 
those not  partnering w ith 
Crow dStrike direct ly may have been 
affected by the outage because the 
incident  had a cascading "ripple 
ef fect " throughout  companies 
w orldw ide.

- Several members st ressed that  the 
incident  shined a spot light  on the 
need for resilience throughout  
company security systems and 

operat ion softw are. W hile the 
Crow dStrike breach w as not  a 
cybersecurity at tack, it  had similar 
impacts that  w ould f it  into the 
playbook for cyber-at tack response 
and resiliency. The incident  exposed 
the robust  need for Security?s 
involvement  in business cont inuity 
planning.

- Some CISOs ment ioned that  the 
incident  caused them to move aw ay 
from Crow dStrike, w hile others say it  
w elcomed the opportunity to 
renegot iate current  cont racts w ith the 
vendor .
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?For some, recovery w as 
smooth as silk. For others, it  
w as a debacle of epic 
proport ions. The number of 
customers impacted w as 
ast ronomical. It  highlighted 
the [business cont inuit y] 
challenge many dif ferent  
organizat ions and indust ries 
face. It  is considered one of 
the largest  incidents in outage 
history. So, w e can all learn 
f rom this.? 

?  M ike Rest ivo, CISO Expert  
Exchange Host  and Kyndryl's US VP 
Securit y and Resiliency Pract ice 
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- The CISOs discussed varying risks 
associated w ith using one primary 
provider and how  that  can cause 
problems w ith a lack of resilience in 
the case of a cyber-at tack or systems 
outage. W hile many large providers 
have made a "plat form play," bundling 
all the services together on one 
plat form or w ith one cloud provider 
can be a double-edged sw ord. On the 
one hand, it  allow s all the data and 
permissions to be managed more 
seamlessly and often is less 
expensive, but  on the other hand, it  
does not  leave alternat ive routes and 
systems to use the data in case part  
of the system goes dow n.

- A leader referred to this as a problem 

of the large providers being "too big to 
fail." Another member pointed out  that  
large companies like M icrosoft  aren't  
held liable w hen their systems fail, 
result ing in lost  business for their 
customer companies.

- One leader pointed out  that  "diversity 
is good" regarding dif ferent  data 
environments. Their company uses tw o 
dif ferent  EDR systems. How ever, it  can 
st ill be problemat ic w hen a large 
vendor, such as M icrosoft , issues a 
patch or an update. Another member 
shared the view  that  Crow dStrike lost  
a lot  of goodw ill w ith its client  base 
because CISOs alw ays encourage their 
teams to do updates in real-t ime, but  
this best  pract ice got  them during the 
Crow dStrike incident . 

Rat ionalize risk 
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?The Crow dSt rike incident  
led us to do an assessment  of 
w here w e have a high 
concent rat ion of vendors. 
How  are others determining 
the level of risk w ith w hich 
you are comfortable? W hat  
determines w hether you are 
vested too much w ith a 
vendor?"  

?  CISO Expert  Exchange M ember
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- Top security execut ives are taking 
act ive steps to integrate their 
cybersecurity measures w ith their 
business cont inuity planning. Several 
members described how  experiences 
w ith other cyberthreat  incidents 
caused them to create Business 
Cont inuity Plans to keep their 
operat ions running smoothly as they 
deal w ith breaches or threats behind 
the scenes.

- CISOs are using various tools and 
metrics to measure their 
ef fect iveness in responding to a 
security breach or w idespread 
outage. In some cases, companies are 
w orking w ith third-party auditors as 
part  of business cont inuity planning 

to carry out  tabletop exercises that  
rehearse the company?s response to a 
cyber incident .

- CISOs are increasingly tasked w ith 
managing operat ional resilience in 
addit ion to cybersecurity resilience. 
Due to corporatew ide digital 
democrat izat ion, operat ions can get  
compromised through a cyber security 
threat  or other non-malicious outage.

-
One member ment ioned that  w hile 
operat ions have historically been 
separate from IS and cybersecurity, the 
tw o have become intertw ined and fall 
under the CISO?s remit . The 
Crow dStrike outage highlighted how  
they are inext ricably related. 

Business cont inuity planning 
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?I?m talking w ith other CISOs 
and f inding that  they are also 
start ing to get  these broader 
resilience remits instead of 
just  disaster recovery or 
business cont inuit y or crisis 
management . It 's start ing to 
expand into full technology 
stack resilience. W e have 
found many similarit ies.?

?  CISO Expert  Exchange M ember
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