Highlights
Key Offering Capabilities

- Proven Kyndryl Cyber Resilience framework to
anticipate, protect, withstand, and recover from adverse
conditions, stresses, attacks, and compromises.

- Trusted, advisor-led Solution design.

- Leading, converged solution of Managed Backup
Services, Hybrid Platform Recovery and
Cyber Incident Recovery.

- Multiple deployment options span on-prem,
hybrid, and cloud environments.

- Built-in Al based anomaly scanning capabilities.
- Multiple immutable storage options.

- Intelligent automated orchestration with
non-disruptive, cost-effective recovery rehearsals.

- Delivering data protection services
with Veritas since 2008.

- Experienced resources reduce the need for
clients to maintain in-house skilled personnel.
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Kyndryl Incident
Recovery with Veritas

There has never been a better time to review and
realign your cyber resilience program. Kyndryl can help
your organization mitigate the impact of disruption with
capabilities to automate the recovery of critical
business processes and data.

Introduction

Kyndryl, a proven leader in Cyber Resilience, with Veritas,
a leader in enterprise data protection, has created an
end-to-end data protection for backup and restore,
disaster recovery, and cyber incident recovery. It helps
clients protect against and recover quickly from incidents.

Kyndryl's Point of View

Data is the most critical business asset today, and
organizations are accumulating vast amounts of it to
draw insights and better serve their customers.

In 2022, the average total cost of a data breach was

$ 4.35 million." With the ease of deploying systems in the
cloud, resource sprawl is an issue, and discovering which
data is or is not protected is a challenge.

Historically customers have relied on the backup copy to
restore and get the business back on track. It used to be
a sound strategy; however, in today’s fast-paced digital
business world, the time it takes to perform restores and
then recover leaves a business inoperable for too long.
Threat actors have also started targeting backups and
have successfully managed to infect them. Once the
infected copy is backed up and the old copy is deleted,
customers are left with infected production and backup
copies making a recovery impossible.

1 Source: Cost of a data breach report 2022. 1




Services

Kyndryl Incident recovery with Veritas provides three
services in single offering using one technology. It helps
clients mitigate risk and avoid the high cost of a business
disruption and data breach.

Managed Backup Services

- Designed to deliver security-rich data protection
across multiple applications and environments.

- Kyndryl's cloud-based data protection reduces
operating and capital expenses by providing
backup infrastructure, software, and
resources as a service.

- Provides ease of management for robust
reporting and monitoring features.

Hybrid Platform Recovery

- Automated workflows with built-in approval
steps for faster recovery minimizing the
business impact after a disaster.

- Includes repeatable, reliable, and
customizable workflows.

- Experienced Kyndryl delivery
professionals respond quickly to
unforeseen events during recovery.

- Kyndryl performs periodic drills to verify
that recovery plans are tested and
modified as needed.

Cyber Incident Recovery

- Provides a fully managed cyber resilience
service to protect critical business data in
a security-rich environment.

- Provides an air gap with immutable containers
owned and managed by Kyndryl.

- A snapshot of the production data is scanned for
anomalies and analyzed for any potential cyber
infections before sending to immutable storage.
This helps maintain a clean copy to recover and
restore data quickly.

Benefits

- Reduce impact of cyberattacks
through faster recovery.

- Scalable across enterprises.

- Ease of management through visibility
and control on a centralized console.

- Broad view of threat landscape across
multiple business sectors.

- Support industry regulatory
and compliance requirements.

- Proven ability to serve customers in
complex, highly regulated industries.

About Kyndryl

Kyndryl is the world’s largest IT infrastructure
services provider, serving thousands of
enterprise customers in more than 60
countries. The company designs, builds,
manages and modernizes the complex,
mission-critical information systems that

the world depends on every day. For more
information, visit www.kyndryl.com.
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