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Introduction
The healthcare systems throughout many countries in North America, Europe and Asia suffer from long-term
problems such as rising costs, increasing patient loads and slow growth in the number of healthcare providers.
These difficulties are having an outsized impact on government spending priorities. As populations age,
healthcare spending per citizen increases, leaving governments devoting greater portions of their budgets
to healthcare. In the U.S. in particular, this is combined with increased amounts of private sector healthcare
spending on insurance, affecting corporate profits and investments. Many of these long-term financial and
personnel issues have been exacerbated by the COVID-19 pandemic, which has taxed health system capacity
and increased healthcare-provider burnout.
One solution to such administrative challenges faced by the healthcare system is to deploy more tecnhnology
to streamline processes and ease the burden on personnel. By technology we mean not only sophisticated
equipment, but also IoT to connect devices and networks to collect information that can potentially lead to
improved patient care. The caveat is that connecting all these devices leads to greater amounts of data within
the healthcare system, and that data is entering the healthcare system from an increasing number of locations,
both within the system and outside it. In addition to offering benefits, IoT and connectivity is creating new sets
of challenges as malign actors work to take advantage of this developing networked environment.
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IoT Devices Lead to Increased
Data in the Healthcare System
The healthcare system – including hospitals, doctors’ offices, surgical centers and other specialized medical
facilities – is pumping out huge amounts of data from an increasing number of devices transmitting over
networks. This is the continuation of a long-term trend – although higher-end devices such as imagers have
long been connected, IoT is continually moving down the value chain. Today, the majority of standard lower-end
healthcare technology, such as bedside vital sign monitors and pumps, are connected and transmitting data.
This is all part of what is called medical IoT within the healthcare system. Medical IoT refers to sensors,
electronics and communications technologies that enable network connectivity in a medical device, with the
aim of transmitting the data generated by that device elsewhere, for analytics, monitoring or storage. Medical
IoT is key to the future of healthcare delivery in the hospital, where it might assist with uploading the vital sign
data of a patient awaiting surgery, tracking the need for maintenance in a CT scanner or notifying staff of the
location of wheelchairs within a ward.
Figure 1 shows some of the most popular types of data transmitted within the healthcare system: in-patient
monitoring, medical equipment asset monitoring, clinical staff monitoring and supply chain monitoring. Though
the COVID-19 pandemic may have accelerated the transition to IoT, as evidenced by the increase for most
applications in 2020-2021, the IoT trend has been ongoing for a couple of decades.

Remote Patient Monitoring Takes Center Stage
One particularly fast-growing healthcare application for IoT is outpatient or remote patient monitoring, which
refers to the supervision of patients located outside the healthcare system, usually in the home. Telehealth
is a term that encompasses both remote patient monitoring and routine telemedicine visits, a use case
that has grown substantially since the onset of COVID-19, when it became critical to reduce the burden on
the healthcare system, as well as keep vulnerable patients away from doctors’ offices, clinics and hospitals
whenever possible.
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Figure 1: Top Five Healthcare IoT Use Cases 2021 vs. 2020

2021

2020

42%

Medical equipment asset monitoring and/or tracking
Supply chain monitoring/management –
medicines and supplies

36%
31%
27%
36%

In-patient monitoring – central monitoring
and management of patients
Outpatient remote monitoring/telehealth –
remotely monitoring and managing patients
Clinical staff monitoring and
assistance systems – workflow and emergency

39%
31%
27%
37%
33%

Q. Which of the following IoT use cases have you implemented today? Please select all that apply.
Base: Healthcare industry respondents (2021: n=122; 2020: n=135)
Source: 451 Research’s Voice of the Enterprise: Internet of Things, The OT Perspective, Use Cases and Outcomes 2021 & 2020

Telehealth had long promised to revolutionize healthcare by offering patients the convenience of consulting
with providers from their own homes and offering doctors the ability to see more patients without the quality
of care suffering. However, for many years, telehealth failed to live up to that promise due to both technical
and human challenges. The COVID-19 pandemic changed everything. Patients needed to be monitored while
maintaining a safe distance from the hospital or the doctor’s office.
The growth of telehealth has resulted in increased telemedicine visits and a surge of connected devices
to monitor various health measurements of remote patients, including weight, heart rate, blood pressure,
electrocardiogram, blood oxygen levels and glucose levels. COVID-19 has been responsible for more telehealth
progress in two years than occurred in the previous two decades. The ability to quickly and cheaply transmit
large amounts of data from the home is made possible by the availability of high-data-rate broadband, wireless
technology, IoT-enabled wearable medical devices and nearly ubiquitous mobile phones and tablets among U.S.
consumers. While this increases the convenience and safety of some patients, it has also caused an influx of
data to the healthcare system from a variety of locations, increasing security vulnerabilities.
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Trends in Healthcare Resilience
and Security: Survey Findings
and Analysis
Healthcare and Cybersecurity: Attack Types and Targets
The vulnerabilities of the healthcare system are apparent from our survey data (for more information on the
survey, please see the Methodology section). Nearly 9 in 10 healthcare IT professionals and executives (89%)
said their organization has seen an increase in the volume, severity and/or scope of cyberattacks in the past
year. Note that this response does not indicate that there has been a cyberattack in the past year, which seems
to be a given, but an increase in the “volume, severity or scope” of the attacks. In other words, the vast majority
of respondents are experiencing an acceleration of cyberattacks.
The increase in cyberattack volume, severity or scope is related to increased data volume both from within
and outside the healthcare system. The increased availability of telehealth is leading to a greater number of
connected medical devices and services in the home, including consumer wearables with medical applications,
as well as dedicated medical devices such as blood pressure and glucose monitors. And though telemedicine
visits are declining as the pandemic wanes, the positive reaction of many telehealth patients indicate that it will
likely never return to pre-COVID-19 limited availability.
Telehealth is significantly increasing the amount of raw data being transmitted into the healthcare system,
which means the IT infrastructure needs to be updated to support the traffic. Likewise, the increased number
of devices connecting to the healthcare system – providing real-time medical data through consumers’
phones, tablets or PCs, back to the healthcare provider – requires heightened security. 451 Research’s Voice
of the Enterprise (VotE): Organizational Dynamics 2021: Information Security survey indicates that healthcare
is among the verticals most concerned about hackers. Respondents cited vulnerable IoT databases or data
stores and unsecured networks between IoT endpoints and central networks as the two greatest perceived
security threats for their IoT initiatives.
The number of software and service vendors in the remote patient monitoring market has also increased.
Several dozen startups have entered the market over the last 5-10 years, creating a greater need for cloudbased solutions to securely transmit, analyze and store data from remote locations.
Figure 2 shows the types of attacks our respondents are seeing more frequently. Nearly two-thirds of
respondents have seen an increase in ransomware attacks in the past 12 months, the largest single response.
This can refer to attempts to block access to sensitive health data until a ransom is paid, but it can also refer to
publishing secured data, which is particularly problematic for healthcare, which is protected by both legal and
regulatory means in all countries covered in this survey.
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Figure 2: Types of Cyberattacks That Are Increasing

Ransomware

66%

Phishing/whaling

49%

Brand impersonation

45%

Malware

43%

Credential stuffing/other password attacks
Denial of service
SQL injection
Man-in-the-middle/eavesdropping

22%
10%
8%
6%

Q. In what types of attacks have you seen an increase?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey

Half of survey respondents cited rising phishing and whaling attempts over the past 12 months. The use of
deceptive messages is likely more common among typical internet users than among decision-makers in the
healthcare field, but the cost is relatively low to send numerous emails, and catching even a small number can
be cost-effective for malicious actors.
Brand impersonation was the next most popular cyberattack, at just under 45% of respondents. Closely related
to a phishing or whaling attack, it uses the power of a known brand to lure the unwary to reveal useful data.
Malware, at over 42%, aims to embed malicious software on targeted devices to damage them or steal data.
The remaining options, including credential stuffing, DOS attacks, SQL injection and eavesdropping, were much
less common among our respondents.
Cybercriminals attack the healthcare system in a variety of ways, but there is a relatively even dispersion
among the top targets, according to survey respondents (see Figure 3). The top response was web applications,
presumably including attacks on websites, cloud-based applications and online services. End-user devices,
including laptops and phones used by employees in the course of their work, are also vulnerable to attack. Work
devices used for personal business or personal devices used for business with software that is not updated
create yet another element of security exposure into the system.
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Figure 3: Biggest Targets for Cyberattacks

Web applications

42%

End-user devices

41%

IoT devices

37%

Cloud-delivered applications

31%

Cloud-based storage

27%

On-premises databases

26%

Cloud-hosted applications

21%

On-premises legacy applications

18%

Cloud databases
Third-party vendor networks

16%
10%

Q. In general, which of the following are the biggest targets for cyberattacks at your organization?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey

The increased connectivity within healthcare systems can lead to dangerous, even tragic outcomes, highlighting
a risk to health organizations. For example, in September 2020, a ransomware attack disabled systems at the
Dusseldorf University Hospital in Germany. When the hospital could no longer provide care because of the attack, a
female patient was transferred to another hospital, where she died on route. The police launched an investigation
of negligent homicide. In addition, The Wall Street Journal reported in 2021 that a cyberattack on an Alabama
hospital in 2019 may have led to the death of an infant when the doctor was unable to determine the severity of the
pregnant mother’s condition. The hospital subsequently became the target of a lawsuit.
The concept of IoT devices and cloud-based storage and applications raises another issue with regard to
vulnerabilities. Hospitals, healthcare systems, physician practices and specialty facilities (such as surgical centers
and imaging centers) can be complex and decentralized spaces with a mix of medical equipment, as well as mobile
and computing devices. These tools may be running a variety of mobile and PC operating systems. In some cases,
devices may be running on obsolete OS versions that are no longer updated or patched. This variety of devices
and operating systems creates tremendous vulnerabilities within healthcare that open the door for cybercriminal
exploitation.
A weakness of hospital networks is that they tend to be flat rather than segmented, so most (if not all) devices are
on the same network. Hackers could theoretically gain access to other devices on a hospital network by hacking
into a single device. This creates issues not only within hospital networks, but also with patient safety at the
bedside because, for example, the majority of vital sign monitors and intravenous pumps sold today are connected.
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The network’s vulnerability is exacerbated by the differing types of security within the healthcare environment.
Medical devices are generally secured upon manufacture and updated over time, usually by the manufacturer.
This process of embedding and updating security at the device level is managed by the The U.S. Food and
Drug Administration in the U.S., and in other markets by their government medical regulatory bodies. However,
hospitals typically contain devices from a variety of manufacturers, which can number in the dozens or even
hundreds in larger facilities. Some devices may be regularly updated with the latest security software, and some
may not. This leads to a second method of securing healthcare facilities: network traffic monitoring. This is a
passive response that sifts through traffic to attempt to identify bad actors and can be difficult to implement.
The nature of healthcare networks with their differing types of device and network security creates an
ad hoc rather than complete security solution in many healthcare facilities, leading to security issues that
can be exploited.

Healthcare System Resilience and Recovery: Attack and Response
Specifics of cyberattacks help to highlight the level of the problem within the healthcare system, and the
ability of organizations to recover from them. We queried the healthcare decision-makers about whether they
have experienced an application or business outage in the cloud (see Figure 4). Nearly 85% have experienced
an outage over the previous 12 months, with 75% experiencing a significant outage. More than a quarter of
respondents experienced an outage in the last three months.
Although the question does not distinguish between public and private clouds, the sheer volume of outages
suggests that there may be little to distinguish the two. In general, private clouds likely better meet the
workload or cost needs of some healthcare respondents. Many healthcare providers have been hesitant to
transition to public cloud because of privacy or security concerns, but that stance is becoming more difficult to
justify as public cloud providers have prioritized security to the point that public clouds are often more secure
than private clouds.
Figure 4: Outages Resulting From Running Workloads in the Cloud

Yes, in the last 3 months

16%
28%
5%

Yes, in the last 3-12 months
Yes, in the last couple of years

7%

Yes, frequently (every few weeks)

4%

Yes, but nothing of any significance

40%

No

Q. Has your organization experienced any application or business outage as a result of running certain business workloads in a public or
private cloud?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey

©Copyright 2022 S&P Global Market Intelligence. All Rights Reserved.

7

Pathfinder | Trends and Challenges in Healthcare Security and Resiliency

Figure 5 points to the resilience of the system. We asked healthcare professionals how they identify and
recover from them outages. The two most popular approaches, each cited by about half of respondents, were
to identify and recover specific infrastructure elements, and a more systemic approach, focusing on specific
business processes. The next most popular response at 44% was an application-based approach, while under
one-third looked at the datacenter.
Figure 5: Approach To Identify and Recover From Failures

Identification and recovery of specific infrastructure
elements (compute or storage elements)

52%

Identification and recovery
across specific business processes
(recovery is business-process-focused)

52%

Identification and recovery of specific
applications or application components
(recovery is application-focused)
Identification and recovery of the entire IT system
(whole datacenters or sections of datacenter)

44%

31%

Q. How does your organization identify failures and then recover?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey

Respondents generally believed themselves to be prepared, with over 9 in 10 respondents indicating they
were prepared, well-prepared or extremely well-prepared for an outage or cyber incident (see Figure 6). This
response makes sense in the context of the number of reported incidents. Experience would presumably
increase an organization’s ability to deal with outages, including having detailed plans in place for them.
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Figure 6: Ability to Recover From an Outage or Cyber Incident

1% 1%
12%

8%

Not at all prepared
Poorly prepared
Prepared

33%

Well prepared

45%

Extremely well prepared
Unsure (maturity assessment
not performed recently)

Q. How would you rate your organization’s ability to recover from an outage or cyber incident that impacts an application or continuous
business and/or service availability?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey
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Targets for Investments in Cybersecurity and Resilience
If we know the level of cyberattacks respondents experience, where they are experiencing them and how they
respond, the next question is what the future holds for cybersecurity tools. Over the next one to two years, the
most popular target for investment will be security assurance assessments, according to 60% of respondents.
Just under half (45%) indicated that they plan to invest in enhancing the operations and command center,
which could indicate greater resources in terms of staffing and/or equipment. This was followed by building
zero-trust strategies (40%). A zero-trust approach – that is, not trusting devices by default – makes sense in
healthcare networks. A typical healthcare environment, such as a hospital, can include thousands of devices
from several dozen manufacturers on its network, or series of networks. In addition, healthcare networks
can be ad hoc, which opens up network vulnerabilities, and they can be flat, rather than segmented, which
increases the chance that one hacked device can affect a number of others.
There seems to be some inconsistency between the responses in Figure 6 and Figure 7. On one hand,
respondents believe they are well-prepared to recover from a cyber incident, with more than 90% claiming
that they are at least prepared for the event (Figure 6). However, a large segment of these same respondents
indicated that they are planning to invest in a variety of enhanced security measures, an indication that
healthcare networks are not actually as secure as the professionals believe (Figure 7).
Figure 7: Areas Planned for Investment

Conducting security assurance assessments

60%

Enhancing security operations & command center

45%

Building and executing zero-trust strategies

40%

Improving incident recovery capabilities
Don’t know

39%
1%

Q. Over the next 12-24 months, in which cybersecurity solution areas do you plan to invest the most?
Base: All respondents (n=100)
Source: 451 Research and Kyndryl custom survey
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Conclusion
The deployment of technology within the healthcare system is resulting in a continually growing number of
connected devices producing increasing amounts of data, both within the system and, in the case of remote
patient monitoring, from outside as well. While this has many benefits for patient care, it has also increased
security risks that need to be mitigated in a market in which individual patient data must be kept private by
both regulation and law.
The respondents in our survey are acutely aware of this vulnerability. The vast majority have seen an increase
in the volume, severity and/or scope of cyberattacks in the past 12 months, with very high percentages
suffering from recent application or business outages. Nevertheless, these respondents are exhibiting
resilience in terms of recovery capability from an outage or cyber incident, and the vast majority consider
themselves to be prepared to recover from an incident.
However, in what seems to a contradiction, they also plan to invest in a variety of tools to increase
cybersecurity, ranging from security assurance assessments to zero-trust strategies. This creates a
significant opportunity for IT service providers to assist healthcare agencies in bridging this gap between
where they are and where they would like to be in the near future.

Methodology
This survey comprised 100 healthcare executives with decision-making influence in IT and data security within
their organizations. The companies represented had greater than $100 million estimated revenue in 2021, and
the companies were based in four countries: the U.S., U.K., Germany and France. Half of respondents were
from U.S.-based companies, and the remaining half were evenly split among the Europe-based companies.
The survey sought responses on the topics of healthcare security and resilience, and was fielded in March
and April 2022.
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c o nte nt p rov i d e d by :

The accelerated push to digitization has introduced new levels and new types of cyber risks for businesses.
Organizations struggle to ensure security and resilience as they transform; they need to balance the
requirements of legacy environments as well as enable IT transformation efforts while the skills gap continues
to widen inhouse, exacerbating the problem and the added complexity. To cope with the dynamic nature of
risks, organizations need help from partners who can enable their digital transformation journey by supporting
legacy infrastructure as well as building cyber resilience into newer initiatives, underpinned by cloud and zero
trust principles. Kyndryl’s cyber resilience framework and portfolio can help you anticipate, protect against,
withstand, and recover from adverse conditions impacting cyber-enabled services across complex hybrid
(cloud and legacy) environments.
For more information, please visit https://www.kyndryl.com/us/en/services/cyber-resilience
Security and Resiliency | Kyndryl
The recent pandemic has reinforced the concept of cyber resilience like never before. With a constant
shift to a hybrid work model, IT networks facing frequent malware attacks and the threat landscape
becoming more sophisticated, the need to enable a secure and resilient business is fast becoming a
board-level mandate.
www.kyndryl.com
About Kyndryl
Kyndryl is the world’s largest IT infrastructure services provider. The company designs, builds, manages, and
modernizes the complex, mission-critical information systems that the world depends on every day. Kyndryl’s
nearly 90,000 employees serve over 4,000 customers in more than 60 countries around the world, including 75
percent of the Fortune 100. For more information, visit www.kyndryl.com.
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